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Statements
This CP fully or partially supports the following standards:

RFC3647: Internet X.509 Public Key Infrastructure - Certificate Policy and
Certification Practices Framework

RFC6960: Internet X.509 Public Key Infrastructure - Online Certificate Status
Protocol - OCSP

ITU-T X.509 V3 (1997): Information Technology - Open System Interconnection -
Y
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Catalog: Certification Framework

RFC5280: Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile

CA/Browser Forum BR-v2.1.3: CA/Browser Forum Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates

CA/Browser Forum EV Guidelines-v2.0.1: CA/Browser Forum Guidelines For The
Issuance And Management Of Extended Validation Certificates

CA/Browser Forum Code Signing BR-v.3.9: CA/Browser Forum Baseline
Requirements for the Issuance and Management of Publicly-Trusted Code Signing
Certificates

A CP EHUR IR R THM 171R, ST TE3Rk &5 A& www.bjca.cn

M3k & WebTrust 4835 M uf#kf7/A % .

This CP has been submitted to an independent auditor for assessment. The audit report
will be published on website “www.bjca.cn” and repository hosting WebTrust reports.

AR R RBFINERD B RASE . REPERN, KX

FRENXF. BRAEUEEARREHITIRIE AR,

All copyrights in this document belong to Beijing Certificate Authority Co., Ltd. All
texts and diagrams in this document shall not be copied and published in any form
without written authorization.
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1. ¥EFEMEH A Introduction
1.1853AK Overview

1.1.1 /A=) fa 41 Company Profile

IEREEFZINER D BR/AS (Beijing Certificate Authority Co.,Ltd., f&#RBICA
HBMFIANE") F2001F 2B FRZE, 2RE. 2ENBEFINMERSYIME,
EEMRBPEARLNETWHESAIBMA B FINERS TR RO L
FALSN ., HFINELATER (REARKEMERFERZE)Y . (EFINER

Q

SFEEIME) NERMBEXEENE, MAFRBEFEERIE. K. 74,

S

i

Eif. KIEFRS, HFRBEMUPKEAR, HFIEBNARRIRONEARER
RITR, ABRTHES. BTHS. DU EEMNERE. TENEERE. 2019
F, BHFNERSEF L EWebTrustE iR 2 £ FRITINELE, FENEFRRE
HHIZEEEMARSZAKFE, AAFREERUHEFINERS

Since February 2001, Beijing Certificate Authority Co., Ltd. (referred to as “BJCA”,
or “%0 7 \iE”) has started operation as an authoritative and impartial certification
authority and is one of industry leaders to be licensed as an electronic certification
service provider by the Ministry of Industry and Information Technology of the
People's Republic of China. Complying with the requirements and relevant
regulations of Electronic Signature Law of the People's Republic of China and
Measures for the Administration of Electronic Certification Services, BJCA provides
users with digital certificate application, issuance, filing, inquiry, abolition and other
services, and through the application security solutions with PKI technology and
digital certificate application technology as the core, it builds a secure and reliable
environment for e-government, e-commerce and enterprise informatization. In 2019,
BJCA began to implement enhancements in the control environment for compliance
with WebTrust Principles and Criteria for Certification Authorities. We aim to
provide users with global electronic certification services with internationally
standardized operation management and services.
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1.1.2 UEBKMEE Certificate Policy

A GEBERE) (FFRCP) BIERBMFINERMBERA S EIKIANEARRIE
BRESHIKREFER, EATHREHRAKR CAYNEAMEENESINIERIIER
BXSE5EE. AHE. Tk BE. £H. EFH. BEEIEBEXNTERS
HEW S EERMEAR ENERNAE. XEZRNATEEE—BEEERCAN
MSEEA—EE BNE—RNUE, RIPAR CAYIMERINERRIERRSNEE
MHTEN, FAEENEKNERRRENEBRBEEIER. KA CPIFAE
AR CAYMMMESSHZEREERMEN, AN CAYMBMNES ST ZENN X
FSIREMAN ZBEZNE LDV
This Certificate Policy (“CP”) is a policy statement of the certificate service in the
global certification system of Beijing Certificate Authority Co., Ltd., which applies to
all global certification system certificates that are issued and managed by this CA and
related participants. It formulates business, legal, and technical requirements and
specifications for the approval, issuance, management, use, renewal, revocation of
certificates and related trusted services. These requirements and specifications include
a complete set of rules that are consistently applicable within the scope of this CA,
protecting the security and integrity of the certificate services of CA's global
certification system, and thus providing a trusted assurance throughout the global
certification structure. This CP is not a legal agreement between the CA and the

participants. The rights and obligations between the CA and the participants depend
on the various agreements signed between them.

Z CP #E & WebTrust E Fr #r & & CA/Browser it ix & 1 9 ( Baseline
Requirements for the Issuance and Management of Publicly-Trusted Certificates )
(&1 #R“Baseline Requirements”) . {Network and Certificate System Security
Requirements) (fEFR‘NCSSR”) . {Guidelines For The Issuance And Management
Of Extended Validation Certificates )  ( f& #% “EV Guidelines”) . { Baseline
Requirements for the Issuance and Management of Publicly-Trusted Code

Signing Certificates) (f&#R‘Code Signing Baseline Requirements”) [X X {Adobe
17
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Approved Trust List Technical Requirements )  ( & %R “ AATL Technical
Requirements”) BFTARAZE K, i#/E B EXMFR AR R BB T2 TEA" (Internet
Engineering Task Force) #IEH RFC3647 { EEEM X.509 AAEMIZHE-IFH5E
BEFIE B S A RERY . MEFEANRKEFEIRE GB/T 26855-2011 {(F 2%
SRANPEMREIE BRI SINMEL S FHRER) NEMFTINAER, FiRE
FEREERENNA CATMNZEERFETELHIRE.

This CP follows the WebTrust International Standard and the requirements of the
latest versions of Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates ("Baseline Requirements" for short), Network and
Certificate System Security Requirements ("NCSSR" for short), Guidelines For The
Issuance And Management Of Extended Validation Certificates ("EV Guidelines" for
short), Baseline Requirements for the Issuance and Management of Publicly-Trusted
Code Signing Certificates ("Code Signing Baseline Requirements" for short) issued
by the International CA/Browser Forum and Adobe Approved Trust List Technical
Requirements ("AATL Technical Requirements" for short), meets the requirements of
the RFC3647 Internet X.509 Public Key Infrastructure - Certificate Policy and
Certification Practices Framework developed by "Internet Engineering Task Force"
and the structure and content requirements of the People's Republic of China standard
GB/T 26855-2011 Information Security Technology - Public Key Infrastructure -
Certificate Policy and Certification Practice Statement Framework, and conducts
appropriate changes in accordance with Chinese laws and regulations and the
operational requirements of this CA.

ERBFINERNBERASEA—MEBRSHIE (CA) , FEARCP AR
THERIEBMPRIER, TRITAIER. B TARMEEMY ASEE, 1EAIE
PEHAEANIT AT UMERIERHITNZE R 2 R/P. RBEE. XEEE. N
B&. SMANEFAREA. RBTTREAR CP PRXTHRBITHNFER, R
ERABFEE—KILER. ERBFMERNERASEIRIMEERE FIMELSFHR
W (CPS) #XA CP AR, HHERTIERBFINERNBERASEART
INERRS MMM IR AHE BN R BN EE. BIETRERE. FrER CAHMY

EIINEFFRIEB AT P RARE T B 05 RA CP XAk CPS MHE, RENIE

18



@ &= Uik U YE 24 7 4 BRI 4 R 13 00
BAYEAMEE.

As a certificate service authority (CA), Beijing Certificate Authority Co., Ltd.
generates Root CA Certificates and Subordinate CA Certificates under the constraints
of this CP and issues Subscriber Certificates. Depending on the different types and
scopes of application, subscribers who are the certificate holders can use certificates
for different applications such as network site security, code signing, document
signing, time-stamping and identity authentication. The relying party decides whether
to trust a certificate in accordance with the obligations of the relying party in this CP.
The Certification Practice Statement (CPS) in the global certification system of
Beijing Certificate Authority Co., Ltd. is subject to the constraints of this CP, and
elaborates on how Beijing Certificate Authority Co., Ltd. provides certificates and
corresponding management, operation and safeguard measures as a CA. All
subscribers and relying parties of the CA's global certification system certificates shall
determine the use and trust of a certificate by reference to the provisions of this CP
and related CPS.

K CP ZEEIHIMEARIEBNERSREE, & CAYIAIRIBA CP HiE CPS, RA
FZIRZR CP R 4E5% CPS #HITIEBARSHIEL S, 1T/, K77 R H b5 LK%

BRAK CP RABX CPS REMIERMEM. FEFETHERIXS.

This CP is the supreme policy of the Global Certification System certificates issued
by this Company. The CA formulates the CPS according to this CP, and the RA
performs certificate service application identification according to this CP and related
CPS, and the subscriber, relying party and other related entities decide the usage
trustworthiness of certificates according to this CP and related CPS and fulfill related
obligations.

1.1.3 WEBIEZFR Z2H Certificate System Architecture

ARCPHMIEREERE 6 NMREIEH, 4 54 BICA Global Root CAL JE+
(RSA) . BIJCA Global Root CA2 3F4 (ECC) . BICA Global Root CA3 JF4H (RSA) .
BICA Global Root CA5 G2 JiF# (RSA) . BICA Global Root CA6 G2 iFH (RSA) .

BJCA Global Root CA7 G2 if# (RSA) . /MR CA TIRFLE CAZERITFIEH.

The certificate system in this CP has six Root CA Certificates, namely BJCA Global
Root CAL certificate (RSA), BICA Global Root CA2 certificate (ECC), BICA Global
Root CA3 certificate (RSA), BICA Global Root CA5 G2 certificate (RSA), BICA
Global Root CA6 G2 certificate (RSA) and BJCA Global Root CA7 G2 certificate
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(RSA). Each Root CA Certificate has a Subordinate CA Certificate issuing Subscriber
Certificates.

1) BICA Global Root CA1 (RSA)

BICA Global RootCA1
(RSA)
(SSL & CS & TSA)

BICA BICA BICA BICA BICA BICAEV BICA BICA
EV SSL OV S5L IV S5L DV SSL TimeStamp CodeSigning CodeSigning TimeStamp

CA1 CAl CAl CAl CAl CAl1 G2 CA1 G2 CAl1G2

ov EV ov/IV ov

Ak N Bt Mok DY Sl TimeStamp CodeSigning CodeSigning TimeStamp

BJCA Global Root CAL IEBRIZFIEE A RSA, REFKE N 4096-bit, T

% 8 MLk CAJEH, He: (1) BICAEVSSLCAL, EEAKE:AN 2048-bit, &
REAKE N RSA 2048-bit 9 EV SSL £EKARS#FIER, (2) BICA OV SSL CAL,
A 2048-bit, B & B4AKE b RSA 2048-bit OV SSL 2 FRIRSASIEB;
(3) BICAIVSSLCAL, TEAKE X 2048-bit, TR FHIAKE A RSA 2048-bit £
IV SSL £FKBRSTAFIEH, (4) BICADV SSLCAL, EIRKEN 2048-bit, FRE
$AKE A RSA 2048-bit 9 DV SSL 2EkBRS5=81EH, (5) BICA TimeStamp CAL,
BEAKE N 2048-bit, TR FZHFKE N RSA 2048-bit FIRFEIBLIES; (6) BICA
EV Code Signing CA1 G2, B4AKE 4 4096-bit, =k BAKE 4 RSA 3072-bit

89 EV RRADZEZIER,; (7) BICA Code Signing CA1 G2, 4K E 4 4096-bit,

LP?

R EAIKE A RSA 3072-bit FIRIBFZRZIES, (8) BICA TimeStamp CAL G2,
BHKE A 4096-bit, FRFEAKE A RSA 3072-bit FIATEIBIER .

The cryptographic algorithm of the BJCA Global Root CA1 certificate is RSA with
the root key size being 4096-bit, and there are 8 subordinate CA certificates, among
which: (1) BJCA EV SSL CAl, the key size being 2048-bit, issuing EV SSL Global
Server Certificates with the key size being RSA 2048-bit; (2) BJICA OV SSL CAl, the

key size being 2048-bit, issuing OV SSL Global Server Certificates with the key size
20
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being RSA 2048-bit; (3) BJCA IV SSL CALl, the key size being 2048-bit, issuing IV
SSL Global Server Certificates with the key size being RSA 2048-bit; (4) BICA DV
SSL CAl, the key size being 2048-bit, issuing DV SSL Global Server Certificates
with the key size being RSA 2048-bit; (5) BJCA TimeStamp CAl, the key size being
2048-bit, issuing Timestamp Certificates with the key size being RSA 2048-bit; (6)
BIJCA EV Code Signing CA1 G2, the key size being 4096-bit, issuing EV Code
Signing Certificates with the key size being RSA 3072-bit; (7) BJCA Code Signing
CA1 G2, the key size being 4096-bit, issuing Code Signing Certificates with the key
size being RSA 3072-bit; (8) BJCA TimeStamp CA1 G2, the key size being 4096-bit,
issuing Timestamp Certificates with the key size being RSA 3072-bit.

2) BJCA Global Root CA2 (ECC)

BICA Global Root CAZ2
(ECC)
(SSL)
; ]
| | |
BICA EV S5L CA2Z BICA OW S8L CAZ BICA W S5L CAZ BJCA DV S5L CAZ2
EW 55L DOw 551 IV 550 DW-S5L

BICA Global Root CA2 IE BB R AN ECC, REFAKK N 384-bit, T
& 4 MR CAIES, HA: (1) BICAEV SSLCA2, BAKE N 256-bit, %
RESAKE A ECC 256-bit 9 EV SSL £ERAREARIEH, (2) BICA OV SSL CA2,
HKE K 256-bit, FEFAKE N ECC 256-bit By OV SSL £ERREFHIEH,
(3) BICAIVSSLCA2, Z4AKE A 256-bit, FREAKE A ECC 256-bit A9 IV
SSL £ EkARSBESH; (4) BICADV SSLCA2, HAKEH 256-bit, HFE K4
&4 ECC 256-bit £ DV SSL £BRKARE8ZIEH .
The cryptographic algorithm of the BJCA Global Root CA2 certificate is ECC with
the root key size being 384-bit, and there are 4 subordinate CA certificates, among
which: (1) BJCA EV SSL CA2, the key size being 256-bit, issuing EV SSL Global
Server Certificates with the key size being ECC 256-bit; (2) BICA OV SSL CA2, the
key size being 256-bit, issuing OV SSL Global Server Certificates with the key size

being ECC 256-bit; (3) BJICA IV SSL CA2, the key size being 256-bit, issuing IV
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SSL Global Server Certificates with the key size being ECC 256-bit; (4) BJICA DV
SSL CA2, the key size being 256-bit, issuing DV SSL Global Server Certificates with
the key size being ECC 256-bit.

3) BJCA Global Root CA3 (RSA)

BJCA Global Root CA3
(RSA)
(DocSign & TSA)

BJCA DocSign CA3 BJCA TimeStamp CA3

IV/OV DocSign OV TimeStamp

BJCA Global Root CA3 IE BRI LE 7% 4 RSA, REBEEAKE A 4096-bit, T
R 2R CAER, Hd: (1) BICA DocSign CA3, Z$AKE A 2048-bit,
FTRBFKE N RSA 2048-bit FIXAEFZRIEF, (2) BICATimeStamp CA3, #

$AKE A 4096-bit, A #ZEAIE A RSA 2048-bit AR B BRIEF .

The cryptographic algorithm of the BJCA Global Root CA3 certificate is RSA
with the root key size being 4096-bit, and there is 2 subordinate CA certificate, among
which: (1) BJCA DocSign CA3, the key size being 2048-bit, issuing Document
Signing Certificates with the key size being RSA 2048-bit; (2) BJCA TimeStamp CA3,
the key size being 4096-bit, issuing Timestamp Certificates with the key size being
RSA 2048-bit.

4) BIJCA Global Root CA5 G2 (RSA)

BJCA Global Root CAS5 G2
(RSA)
(CodeSigning)

BJCA Code Signing BICA EV Code
CAS G2 Signing CAS G2

IV/OV CodeSigning EV CodeSigning

22
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BJCA Global Root CA5 G2 IE ARG E XA RSA, REFAKE A 4096-bit,
TR 2ADHLK CAIEH, HAF: (1) BICA Code Signing CA5 G2, ZAKE A
4096-bit, %K ZAKE A RSA 3072-bit FIRRFILERIEH; (2) BICAEV Code
Signing CA5 G2, B$AKE A 4096-bit, &% 24K E A RSA 3072-bit B9 EV ££

WERIES.

The cryptographic algorithm of the BJCA Global Root CA5 G2 certificate is RSA
with the root key size being 4096-bit, and there is 2 subordinate CA certificate, among
which: (1) BJCA Code Signing CA5 G2, the key size being 4096-bit, issuing Code
Signing Certificates with the key size being RSA 3072-bit; (2) BJCA EV Code
Signing CAS G2, the key size being 4096-bit, issuing EV Code Signing Certificates
with the key size being RSA 3072-bit.

5) BJCA Global Root CA6 G2 (RSA)

BICA Global Root CAB G2
(RSA)
(TSA)

BJCA TimeStamp CA6 G2

OV TimeStamp

BJCA Global Root CA6 G2 IEBHIERE XA RSA, IREZEAKE A 4096-bit,
& 1 N2k CAJER: BICA TimeStamp CA6 G2, ZR4AKE 4 4096-bit, Xk

2R B RSA 3072-bit B B BIES .

The cryptographic algorithm of the BJCA Global Root CA6 G2 certificate is RSA
with the root key size being 4096-bit, and there is 1 subordinate CA certificate: BICA
TimeStamp CA6 G2, the key size being 4096-bit, issuing Timestamp Certificates with
the key size being RSA 3072-bit.

6) BIJCA Global Root CA7 G2 (RSA)
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BJCA Global Root CA7 G2
(RSA)
(CodeSigning)

BJCA Code Signing BJCA EV Code
CA7 G2 Signing CA7 G2
|
IV/OV CodeSigning EV CodeSigning

BJCA Global Root CA7 G2 IE B ZILE XA RSA, REFAKE A 4096-bit,
TR 2ADFL CAIEH, HAF: (1) BICA Code Signing CA7 G2, ZHAKE A
4096-bit, %K ZAKE A RSA 3072-bit FIRRILERIEH; (2) BICAEV Code
Signing CA7 G2, B$AKE A 4096-bit, ¥ & 24K E A RSA 3072-bit B9 EV ££

WERIES.

The cryptographic algorithm of the BJCA Global Root CA7 G2 certificate is RSA
with the root key size being 4096-bit, and there is 2 subordinate CA certificate, among
which: (1) BJCA Code Signing CA7 G2, the key size being 4096-bit, issuing Code
Signing Certificates with the key size being RSA 3072-bit; (2) BJCA EV Code
Signing CA7 G2, the key size being 4096-bit, issuing EV Code Signing Certificates
with the key size being RSA 3072-bit.

1.2 X Z 5 #r1E Document Name and Identification
AXEERZ (IEREFINERNBERAILIINEERIERREY (AT

ERRA CP'E A CIEBKEE) )

The name of this document is Certificate Policy of Beijing Certificate Authority Co.,

Ltd.'s Global Certification System (hereinafter referred to as "this CP" or this
Certificate Policy).

HFINEA S @ ER OID SFMEREFEM T HNHTRFFRFF (OID) |
AT REIRIES OD AT
EV SSL £k RS RBIE B ENX A OID 25 1.2.156.112562.2.2.11 % 2.23.140.1.1
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(EV Guidelines B3R) ;
OV SSL £ FkAR & 23IF B AY OID 2§ 1.2.156.112562.2.2.12 K& 2.23.140.1.2.2
(Baseline Requirements &Z3K) ;
IV SSL £ Bk AR 55 88 iE B HY OID b 1.2.156.112562.2.2.13 & 2.23.140.1.2.3
(Baseline Requirements &Z3K) ;
DV SSL &K RSS2 IE B OID h 1.2.156.112562.2.2.14 K 2.23.140.1.2.1
(Baseline Requirements &Z3K) ;
EV KA BRI H A OID 24 1.2.156.112562.2.2.15 ¥ 2.23.140.1.3 (Code
Signing Baseline Requirements &3K) ;
OV A ZIEH A OID & 1.2.156.112562.2.2.16 & 2.23.140.1.4.1 (Code
Signing Baseline Requirements &3K) ;
IV REBZFZIEFHH OID b 1.2.156.112562.2.2.17 K 2.23.140.1.4.1 (Code
Signing Baseline Requirements &3K) ;
OV A% ZIEHEY OID 24 1.2.156.112562.2.2.21;
IV R ZIEFHE OID A 1.2.156.112562.2.2.22;
A ) BOE B T X% 2 A9 OID Jh: 1.2.156.112562.2.2.23;
AR BB A TRABE R OID 4 1.2.156.112562.2.2.24 % 2.23.140.1.4.2
(Code Signing Baseline Requirements E3K)
BJCA has registered object identifiers (OID) with National OID Registration

Management Center and the certificate OIDs involved in this document are specified
as follows:

The OID of the EV SSL Global Server Certificate is 1.2.156.112562.2.2.11 and
2.23.140.1.1 (as per EV Guidelines);

The OID of the OV SSL Global Server Certificate is 1.2.156.112562.2.2.12 and
2.23.140.1.2.2 (as per Baseline Requirements);
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The OID of the IV SSL Global Server Certificate is 1.2.156.112562.2.2.13 and
2.23.140.1.2.3 (as per Baseline Requirements);

The OID of the DV SSL Global Server Certificate is 1.2.156.112562.2.2.14 and
2.23.140.1.2.1 (as per Baseline Requirements);

The OID of the EV Code Signing Certificate is 1.2.156.112562.2.2.15 and
2.23.140.1.3 (as per Code Signing Baseline Requirements);

The OID of the OV Code Signing Certificate is 1.2.156.112562.2.2.16 and
2.23.140.1.4.1 (as per Code Signing Baseline Requirements);

The OID of the IV Code Signing Certificate is 1.2.156.112562.2.2.17 and
2.23.140.1.4.1 (as per Code Signing Baseline Requirements);

The OID of the OV Document Signing Certificate is: 1.2.156.112562.2.2.21;
The OID of the IV Document Signing Certificate is: 1.2.156.112562.2.2.22;

The OID of the Timestamp Certificate for document signing is:
1.2.156.112562.2.2.23;

The OID of the Timestamp Certificate for code signing is: 1.2.156.112562.2.2.24 and
2.23.140.1.4.2 (as per Code Signing Baseline Requirements).

AR CP IARFRXIBERL A AT, HRXIMRASFXIRAHIEETEX, Xf
SRR A A
This document is the Chinese -English bilingual edition of BJCA CP. In case any

inconsistency or conflict between the Chinese and English versions, the Chinese
version shall prevail for all purposes.

1.3PKI & 5 PKI Participants

1.3.1 8B FIAEARS A1 Certification Authorities

BMERSTMEXAAEE AFTEBONLIE. Mk, HIEMEERNN
BN, AMNEE TR GENET EEMARFIUE R GREEFIEBRIERS .

A certification authority is an authoritative body that is trusted by users and is
responsible for the creation, issuance, revocation and management of certificates. It
issues digital certificates and provides digital certificate verification services for all
parties involved in electronic transaction activities.

HFINEATRRERZNE=TTEFINERSIA (FFRCANAE") |
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& (PEARKNERFERZE) . (BFINMERSEERNE) FAZE.

BJCA is a third-party certification authority ("CA" for short) established in
accordance with the law, and complies with Electronic Signature Law of the People's
Republic of China and Measures for the Administration of Electronic Certification
Services.

1.3.2 SE #1439 Registration Authorities

SEMAASE A B FIMER SR NZIEN T B, BIIMERS (FIR:
RAR%Z) FHMERAMZIES, HRIIEIERHRIE.
As a subordinate authority authorized by the certification authority, the RA includes

the RA system ("RA system" for short) and the local certificate receiving points,
responsible for receiving the certificate application.

HFINEABRR T AIB CAYMAAE, FBEITEERAEMIE, A&
FEE=TT1EE RA MG, HEAGUEMAABEIHA CA HIEIEIE,

Besides acting as a CA, BJCA will also act as a RA and no third party will be
entrusted as the RA, i.e. the authorized RA shall be the CA.

1.3.3 1T Subscribers

TTPZM CANMBREFIEBAEE, TRUEMA. HEE5RE. ITAE

FHRER CAYMEITEAMRFEFUES, FABEMLEBITANFE.

A subscriber is an entity that receives digital certificates from a CA and can be an
individual, an organization, or a device. A subscriber usually needs to contract with
the CA to obtain a digital certificate and assume responsibilities as a certificate
subscriber.

1.3.4 Yk#1 77 Relying Parties

TR AR —NATmER. FER CANMERMEBAITE. KT
MUZ. BT UARZ—MTF.

A relying party is an entity that uses and trusts the certificates issued by the CA for an

application. The relying party may or may not be a subscriber.
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1.3.5 Hfth:Z5& Other Participants

HthZ5F38 4 CAIEBRSERIZHBRIRSHHAMETE,

Other participants refer to other entities that provide related services for the CA
certificate service system.

1.4 B A Certificate Usage

1.4.1 EEMIEH N A Appropriate Certificate Uses

R CAYMERZNBFILBEANAELLERAL. BTEHSES. BTHFR
PHREFNE, UKASMALE. BFER. XRBEIENBEFEN, RN DOH
FREKMESEENTENHNEEEMAELE. FENTERETRE M.

The digital certificates issued by the CA are appropriate for application in the fields of
enterprise informationization, e-government, e-commerce, public services, etc., in
order to achieve identity authentication, electronic signature, crucial data encryption,
etc., and also to ensure the identity legality and authenticity for both parties of Internet
information transmission, as well as the integrity and confidentiality of the
information.

R CAHMMEBFIEBES SSL £XKRFSF|/IED . REER[IES. WEBIE
B XHEERILES, RENT:
The digital certificates of this CA include SSL Global Server Certificates, Code

Signing Certificates, Timestamp Certificates and Document Signing Certificates,
specified as follows:

a. SSL2EKARSERIEP
a. SSL Global Server Certificates
BRAERIEBHNLZEER. LAAREARRE, SSL E2IRESH/ILEBEIE:

DV SSL £EKARSSEFIER . IV SSL £ERARSSEFUER . OV SSL £EKARSSEHIER. EV

SSL £ KRS EFIEH . DV SSL £ERARSS 2L P RIGTEM ub s ZFrE X, = HI4X,
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AEIEM S ZFrEENESL 54, o] DURIEMEEAYE B M B X a2 iR 55

Z BN ERESRENBERN, IVSSL £IRRSB/EBE TR DPAMIEZE
FHIMIGEH B TEN . BHERNEANAMNIEZEENESSSMHETIRIE, OV SSL
LIRS FUEBER T IIEW G Z A B, ES X Mubis & B
AL SO#HTRIE, BV SSL ERRSHFIEBUNELIEMTRNFNRILEE
KE—FY REITE RS SHE B, HRIERREM S CA/Browser IaHIITHIER
B 3 IFRRAE(EV Guidelines) o

Based on different security levels and authentication methods of the issued certificates,
the SSL Global Server Certificates include: DV SSL Global Server Certificates, IV
SSL Global Server Certificates, OV SSL Global Server Certificates and EV SSL
Global Server Certificates. The DV SSL Global Server Certificate only verifies the
ownership and control of the website domain name, and does not verify the true
identity of the website domain name owner, which can ensure the high-intensity
encrypted transmission of the website information from the user's browser to the
server; the IV SSL Global Server Certificate is specifically designed to verify the
ownership and control of website domain name and the true identity of the personal
website operator; in addition to verifying the ownership and control of website
domain name, the OV SSL Global Server Certificate also verifies the true identity of
the organization to which the website domain name belongs; the EV SSL Global
Server Certificate is an extended validation server certificate issued after more strict
verification, and its verification procedure conforms to the Extended Validation
standard (EV Guidelines) established by the CA/Browser Forum.

SSL = BKAR 55 25 IE B 2 A T UL L B AP AR TR A9 M 45 E 4L BR 55 7 5 B BK Y45
BWEENEN, BNZRIEBERATITANERS WEB RESFZEEIZE
BE, KUBIEESAERPinTIRS R BININE LR, BLEERESAMEE.
BENBEMERT. BFEF5. EFES. UEEUMNEAfREFEDA
B, AREME I ETEREAEEMMEEERS.

The SSL Global Server Certificate can be used to verify the identity of the network
host server or Internet domain name owner identified in the certificate, and

meanwhile, this kind of certificate can also be used to establish a secure channel
between the subscriber's browser and the WEB server to realize encrypted
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transmission of data information between the client and the server so as to prevent
disclosure of data information. It is suitable for application in various fields such as
online banking, e-commerce, e-government, enterprise informationization, public
services, etc., and provides basic trust services for building trusted cyberspace.

b. REBERIEH

b. Code Signing Certificates
BRI BHREER. £HHTRERE, RESBIEREE VAT
FZIEH. OVRBERIER. BV REBEZZIER. VRBEZIERE IS XRMG
HEREHDMABRLSHHTRIE, OV ARBEZIEBL M ARR K HRER
T ESS SHETRIE vV ARBERIEBUEELTENEHN SHRIEE
R —My RIERRIDE RIS, HRIEREME CA/Browser BWinhITTHIIL
5B A B4 I8 FAR A (Code Signing Baseline Requirements)

Based on different security levels and authentication methods of the issued certificates,
the Code Signing Certificates include: IV Code Signing Certificates, OV Code
Signing Certificates and EV Code Signing Certificates. The IV Code Signing
Certificate specifically verifies the true identity of the software developer; the OV
Code Signing Certificate specifically verifies the true identity of the organization that
develops and publishes the software; the EV Code Signing Certificate is an extended
validation Code Signing Certificate issued after more strict identity verification, and
its verification procedure conforms to the Extended Validation standard (Code
Signing Baseline Requirements) established by the CA/Browser Forum.

REBZZIEH T AT RIBE B FARIRMN B RBRE T HE BTN SR, Y
ERBEETHNESR, NMRIPREBHZEETZ 2.

The Code Signing Certificates can be used to verify the identity of the software code
provider or publisher identified in the certificate, as well as the signature in the code
publish to protect the integrity and security of the code.

c. HEEHIEP

c. Timestamp Certificates

R EBIEBEHE: OV REEIER.
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The Timestamp Certificates include: OV Timestamp Certificates.

OV R EBIEPEEM T B BRS=%, REBFERNIEE.

The OV Timestamp Certificates are mainly used in the timestamp server and provide
the function of digital signature.

d. MXHEERIES

d. Document Signing Certificates
REMELEBNREFR. LANTRFARRE, XHERIEBEHR: IV XY
FTRIEB. OV XHEZ RIS,

Based on different security levels and authentication methods of the issued certificates,
the Document Signing Certificates include: IV Document Signing Certificates and
OV Document Signing Certificates.

XHEEZUEPEATEERARXEANES S, TEMHAVNEHAX A, PDF
XAEE ZIE B4 AATL Technical Requirements F(E K, £ /5 PDF 44
{$ F§ Adobe Reader 3 Adobe Acrobat ¥THRY, BEEFIKETIESMRHERE R

BB

Document Signing Certificates are suitable for applications that need to ensure the
authenticity, integrity and confidentiality of the document. The PDF Document
Signing Certificate complies with the AATL Technical Requirements. When the
signed PDF document is opened with Adobe Reader or Adobe Acrobat, it can
automatically obtain a trusted identity and display whether the signature is valid.

1.4.2 BRHAYIE B 7 FA Prohibited Certificate Uses

ERGEERTHIEBREHXZATIRE EHABRS], than EV SSL AR =%

IEB RBERTET R IAIER WEB fR55=5.

The certificates in this trust system are functionally limited based on different types.
For example, the EV SSL server certificates can only be used for strictly certified
WEB servers.

FRIEBHNRAREETT AIEB T AT RIP AT T RS R ETIEBY

FRIR B MEBUR T R A, MRS ETNRNETFHERAE, EIEBHE
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FEBH AR CPRENNFSEE, KA CANMIRIF,

The key usage of various certificates is limited in the extensions of subscriber
certificates. However, since the limited validity of the certificate extension depends
on the application software, if the participant does not comply with the relevant
agreement and its application to the certificate is beyond the scope of application
defined by this CP, it will not be protected by the CA.

R CANMEABRNBAIEBEILABREZOEE. ZNSBAERLTENE

ATER, ITRAASRIEBA TR, BIEMGs HMERILETAH, R
BRIIBRATAHAEETESSEMUNE S EERIENER, ALERKEEERA

RIS,

Any digital certificate issued by the CA is prohibited from being used in violating
national laws, regulations or damaging national security. Subscribers shall not use the
certificate for phishing attacks, fraudulent websites or other malicious criminal
activities, and shall not use the certificate for releasing a program that contains or is
suspected to contain malware, and the resulting legal consequences should be borne
by the subscriber.

1.5% B& & 18 Policy Administration

1.5.1 KBS SCRY B IEA 4 Organization Administering the Document

K QEBRE) WEEVMERFTNIATLERBERZRS . HEFIA
AT L ERMERZRSNTA GEBERE) MEIT. ZH. ENFEH.

The administrative organization of this CP is the Security Policy Administration
Committee of BICA. The Security Policy Administration Committee of BJCA is
responsible for the creation, issuance, update and other matters of this CP.

1.5.2 BE£Z& A Contact Person

1.5.2.1 uE B [a)@IR 4 Certificate Problem Report
EB e Bk & ZIEBREE KRB LT ARER:
(1) &RBB{EZE: sslservice@bjca.org.cn; I

(2) ZH: +86 -4009197888,
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SSLIEHIT A ali@id ACME APHRAZIEBHIEIE K, HIA CP % 4931

-

o

Certificate problem reports and certificate revocation requests shall be submitted in
the following ways:

(1) Send email to: sslservice@bjca.org.cn; or
(2) Call: +86 -4009197888.

SSL certificate subscribers can also submit certificate revocation requests through
ACME API, please refer to section 4.9.3.1 of this CP.

1.5.2.2CP [g] @R CP Problem
EEHX CP ME@M. BN, ioF, #oT RN THRNETRKER.
BRI BFINER S E B
BRREN Z=%&4
M SEHBIE:  http://www.bjca.cn
B FHRFEHhALE: cps@bjca.org.cn
BRERMAE: PEARAMEILRTEEXILMIAHER 68 5 1501 5
R B 4RE5: 100080
BiESH: +86 10-58045600
£HE S +86 10-58045678

For any problems, suggestions, questions, etc. about this CP, please contact in the
following ways.

Contact Department: Operation Department of BICA

Contact person: Mr. Li

Website address: http://www.bjca.cn

Email address: cps@bjca.org.cn

Address: 1501, No. 68 North Fourth Ring Road West, Haidian District, Beijing, China
Postal code: 100080
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Telephone number: +86 10-58045600
Fax number: +86 10-58045678

153 R ZE CP £ & %K % B9 #1 #5 Organization Determining CP

Suitability for the Policy

A LK) ARFNIASRERBEREZRAZARFE, REFINE

NERERWEERRSHAESLTT,

This CP is created and approved by the Security Policy Administration Committee of
BICA.

1.5.4 CP #t#EF2 & CP Approval Procedures

K GEBEREE) HBEFIMNERATLERREEZRS, AR CPREE/NA,
RENATHRE CPERE, HEFINIATLERBEEZRSARN CP
BERHTOLER. LFFE, B CP EHERREIBFINEIA T RERIBETE

ZR=HH . EHFNEATLERKBEEZASHERABIE, ERFINELE

pall

AP EE EXSsha T, FFARIE (B FINMERSEEINE) RE, AXShamzH

~

EN=tHzNEITVMERLBER

This CP is compiled by a team organized by the Security Policy Administration
Committee of BJCA. After the CP draft is completed by the writing team, the Security
Policy Administration Committee of BJCA conducts a preliminary review of the CP
draft. After the preliminary review, the reviewed CP draft is submitted to the Security
Policy Administration Committee of BJCA for approval. Upon approval of the
Security Policy Administration Committee of BJCA, it will be published on the
website of BJCA, and According to Measures for the Administration of Electronic
Certification Services, BICA should put the record to the Ministry of Industry and
Information Technology within 30 days after the publication.

1.5.5 CP 4&1T CP Revision

CAMARBERBRZEN . FAREKR. IRERURIVSERIEREFRNE

TTZK CP, EIRHEARTE CA/Browser 15 & i FI B #T iRk A< A9 Baseline Requirements.
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NCSSR. EV Guidelines. Code Signing Baseline Requirements F1 AATL Technical

Requirements BYZ 5K X BFHMETT A CP,

The CA will revise this CP in a timely manner in accordance with national policies
and regulations, technical requirements, standard changes, business development, etc.,
as well as the latest version of Baseline Requirements, NCSSR, EV Guidelines, Code
Signing Baseline Requirements published by the CA/Browser Forum and AATL
Technical Requirements.

CAHLIRE XS CP T RMIRAES], FHLERBEEZRS

P

PABRIEES
EH, KCPELHHEBIT K. MRETABTN, WBERAS. EHREkmE
B, £ EREITIER. BITHENCP, MM HZzHEMN=1THZRET
WFE U BER

The CA will conduct strict version control of the CP and the Security Policy
Administration Committee will be responsible for related matters. This CP is amended
at least once a year. If there is no change in content, increase the version number and
update the publish time, effective time and revision history. BICA should submit the
revised CP to the Ministry of Industry and Information Technology for the record
within 30 days after the publication.

1.6 E X #1455 Definitions and Acronyms

1.6.1 & X Definitions

VNS EX

ZEREEEERS | BFNEASIAMERS AR NN RS RIS EIE K EHH
A CPS HL AN .

BINMERSHE | RAAGEE AFIEBOERE. MAk. HIETNEENN
BRATLAS .

SEMANAE JEMLH (RA) Registration Authority & F7I—Is %
TIhEE R SLfR: RFIMEFNEBEIFEA, BESIESEIE
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BEHIE, ARERETERBESUECIER, 4EITH
BaEsEEHIEPRIER, BESIELEITAEHHIESR
WNEZANIEK, B2, RAFAFRIUER (B RA K3 CA

FIBREES) .

HFIEH HEFNERSTMEZNERILERHEELATINGE
BMRT AR E T X

IEBRETI&R —PMEEFINERSVMBEFERNIIER, ERET—
RINEBMEAZBINATER, hiRERBERS.

UEF R A KTEFINMERSVMFEITH—ERN, RFIEBXI%
ERENEREE, SINARZETRERNERRAN,

BFIAMESHA | XRTIEBEFINMERSVIMES L. BE. BESER
UE B (S EHTIE B P EY 2 )T 12 AT RN A A 55 SC R Y
A,

EKAR MIEFNIEBHIFERXNES, HBIARDERFIE
BERIE. TF. HIEFFL.

HiZ R CANMRIEVSHFERE—RATRFEZR, NHRFX
IEBHIFES, ®EZBdE, HEZRIES.

CAEIRFIZ —PEEFINERSVMBEFERNIER, FCELW
JESHR CA ARIEBHFIER, REFAIZ CA RELMILEH
EL TN

NITFAERERE | XFATEARTN T EMRE, =RESHEH. i

7. TEUMATEINERS .
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FA$A ZHPFZEFENTS, BTHERFESR, JRTK
BHZETN, MENEAAFRAMBENXHRES
F AR

2R PAREHBFEESENESR ATRIEEXNN AT
AFEENBFER. AATUATF, —RimnTFELE
BE. FHREIHMAXLBERD, FEEAFERILHA
FIANEBRES R,

FELIERRSIN | ERIERREWIN, TERBTT N ARG HIMEIE I
BAVIRZS

WebTrust X ER FIANERR S AIINFT E BR e TR A

LIRS FIED — FEJ AL 1) 3B B ] BE =8 SR B IE W 3t LSk S 43 A9 3R
FUEP, BIEARSFIER T MU E P inF1AR & i B 32
EAESRE M SSL MEBE.,

DV SSL £EKAR&5231E | BB WIER SSLIER, RIGIFMuhiE & B A 6 5 2

+ SSLIEH.

OV SSL £ BkAR&5281E | MV IGIERY SSLIER, BMERIEMIGHAREN, hE

&t WIEMEZEE (M) NEZSH.

IV SSL £ Bk ARS8 1F | N AKIEER! SSLEH, MEWIEMILIEZFEN, hE

&t KWIEMuEEEE (PA) NELSH.

EV SSL & BKkARSSAF1E | $E5R5GIEEY SSLUEF, FBEX MG BEN. Muss

# EERIEPRIEENESS SOHITEIN KA IGREY/

TRERIE, BREXRE—NFARSNERILTFE.
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RIBERILEH AT A/ R T FE R AIER.
EV REDEZIEH AT X R/ AR FHITHFERIER. IEBMAR
BB RIEEHTERE/ T RESNEILE.
XHEFRIED BT X 3T FE RIS
i [B) B E B AT E8RE=S, RESEFERNIEE.
T+ —MURXFIEREAEASHEREIEEY, W
RFC6962 FfE X o
Terms Definitions
Security Policy | The highest policy administration and supervision
Administration organization and CPS approval organization within the
Committee certification service system of BJCA.

Certification Authority

The authority that is trusted by users and is responsible for
the creation, issuance, revocation and management of

certificates.

Registration Authority

The Registration Authority (RA) has one or more of the

following functions: identifying and authenticating
certificate applicants, accepting or declining certificate
applications, voluntarily revoking or suspending certificates
in certain circumstances, handling requests of certificate
revocation or suspension from subscribers, accepting or
declining subscribers' requests of updating their certificate
or key. However, the RA does not issue a certificate (i.e., the

RA represents CA to undertake certain tasks).

Digital Certificate

An electronic document signed by a CA, which contains the
public identity information and public key of the certificate
holder.

Certificate Revocation

List

A list digitally signed by a CA that specifies a list of

certificates that the certification issuer considers to be

invalid, also known as a blacklist service.

38




@ BEENE

T VAE A 7 S BRAIER RAE - SRS

Certificate Policy (CP)

A set of rules developed by a CA that indicates the
applicability of a certificate to a particular community or the
rules

of application for different types of security

requirements.

Certification Practice

Statement (CPS)

A statement of the business practice adopted by a CA in the
procedure of issuing, managing, revoking or updating a

certificate (or updating a key in a certificate).

Entry Clerk

Responsible for entering the information submitted by the
certificate applicant and assisting the user in digital

certificate application, renewal, revocation, etc.

Reviewer

According to business needs, the CA sets up one or more
levels of reviewers who are responsible for reviewing the
certificate application information and approving the

certificate issuance after the reviews.

CA Revocation List

A list digitally signed by a certification authority that marks
the list of CA's revoked public key certificates, indicating
that the CA and the issued certificate have been invalidated.

Public

Infrastructure

Key

Secure infrastructure that supports public key systems,
providing identity authentication, encryption, integrity and

non-repudiation services.

Private Key

A key generated by numerical operation for making a digital
signature, and can be used to decrypt a file or information
encrypted by the corresponding public key according to its
operation mode.

Public Key

A key generated by numerical operation to verify the digital
signature generated by its corresponding private key. Public
keys can be disclosed, generally identified in online
databases, repository, or other public directories and

available to anyone who wants to obtain the public key.

Online Certificate

Status Protocol

An online certificate-checking protocol that enables

relying-party application software to determine the status of

a given certificate.

WebTrust Current international auditing standard for CAs.
Global Server A digital certificate that allows visitors to verify the true
Certificate

identity of a website through a browser. A server certificate
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can be used to establish a highly secure SSL encryption
channel between the client and the server.

DV SSL Global Server
Certificate

Domain validation SSL Certificate, a simple SSL certificate
that only verifies the ownership of website's domain name.

OV SSL Global Server
Certificate

Organization Validation SSL certificate that verifies both the
ownership of website's domain name and the true identity of
the website operator (organization).

IV SSL Global Server
Certificate

Individual validation SSL certificate that verifies both the
ownership of website's domain name and the true identity of

the website operator (individual).

EV SSL Global Server
Certificate

Extended validation SSL certificate requires more strict
extended validation of the ownership of website's domain
name, the authenticity of the website operator and the
certificate applicant, conforming to the rigorous validation
standards which are globally unified.

Code Signing | A certificate used to digitally sign software code/programs.

Certificate

EV  Code  Signing A certificate used to digitally sign software code/programs.

Certificate Extended identity verification of the certificate applicant is
required before issuing the certificate.

Document Signing | A certificate used to digitally sign a document.

Certificate

Timestamp Certificate

Used for timestamp servers to provide digital signatures.

Precertificate

A signed data structure that can be submitted to a Certificate
Transparency log, as defined by RFC6962.

1.6.2 455 Acronyms

w5 RXER X EFR
Acronyms English Full Name Chinese Full Name
CA Certificate Authority BFINFRRENM, B
A& A4
RA Registration Authority SEREBRS LM
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CP

Certificate Policy TFBm
CPS Certification Practice Statement B8 ATV S5 20
SSL Secure Sockets Layer MBI E Y
TLS Transport Layer Security EHERS
CRL Certificate Revocation List BT E
ARL Certificate Authority Revocation List CA SE45%1%
LDAP Lightweight Directory Access Protocol 27 B 35 B
OCSP Online Certificate Status Protocol TR BARAS MY
PIN Personal Identification Number AN B YRR
PKCS Public KEY Cryptography Standards NSRS R RLAT A
PKI Public Key Infrastructure NS ERINE
RFC Request For Comments BEEWE AR
CAA Certification Authority Authorization SEAL ST
CSR Certificate Signing Request TERE RS
DBA Doing Business As 2 2R
DNS Domain Name System 82 %
ICANN Internet Corporation for Assigned Names BENEZ 58S

and Numbers

M43

EV Extended Validation BRI /R I
FIPS Federal Information Processing Standards BEER(S B 4h AR A
FQDN Fully Qualified Domain Name

TEREEH
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gTLD Generic top-level domain BETRE S
SCT Signed Certificate Timestamp ST B B

ACME Automated Certificate Management BV S TR IS

Environment

API Application Programming Interface N ARESEED

2. EBE %% E5E{E 2 &I Information Publication and
Administration
2.11Z B JF£ Repositories
K CAHMNERSEREIT A RKETRBESRS RUEEERSEHEE
AERTUTRE: RIEBMPHK CAIEH. CPF CPS PATHBH LARA. CRL, EV
IEBEIEEIRR U E BFINEA SR ERHRBESR
The CA's repository provides information services to subscribers and relying parties,
and the information services include, but are not limited to, the following content:
Root CA Certificates and Subordinate CA Certificates, current and historical versions

of CP and CPS, CRLs, Authentication Data Source for EV Certificates, and
information irregularly issued by BJCA.

2.2INUEE B 894 40 Publication of Information
KCAVMMBBEENAGIUTELR: RIEPMALL CAIEH. CPFICPSIE
FRMBEERARURHEMBBREFZANEIA T AENLZEHNER . BFINLEA S E MK

it http://www.bjca.cn, @ FINEATAHEREFEERNENERE, HEXH

T#H. &

The CA publishes the following information through the official website: Root CA
Certificates and Subordinate CA Certificates, current and historical versions of the CP
and CPS, and other information irregularly published by the BJCA. The official
website of BJCA, http://www.bjca.cn, is the most authoritative channel for
information publication, available for the related parties to download and view.

A CA MBS LIRS %% CRL F1 OCSP 28, 1T RARE 7 o] M@t 7
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== | 5
@ XYM, S E A 72 BRI £R 2UF 5 505
ZRRESIRBUL BIRSE ., IEBREETERSE.

The CA publishes CRL and OCSP information through the online service, so that
subscribers and the relying parties can obtain the certificate status inquiry and the
certificate revocation inquiry service through the online service.

A CA #¥9%5 bjca.cn’Eh CAA BIFIFE,

The CA uses "bjca.cn" as the CAA query label.
2.3% % 9T E) 83 Time or Frequency of Publication

& CAHHH9 CP #RIBA CP & 154 BARMHCERE, ZBFINIAT %R
SRBEEZASHMBIEE, EHFNMEL2 TN EXIIMAT . & CA G
=/ EERH—K CP FI CPS, CP # CPS Tli@id {5 B 7X24 /I3 E,

The CP of this CA is published on the website of BJCA after approval by the Security
Policy Administration Committee in accordance with the approval procedure
described in Section 1.5.4 of this CP. The CA publishes CP and CPS at least once a
year. CP and CPS are available through the repository as 7X24 service.

CA## %% CRL FYSRIRIBIUEBRAEFE, TIFIUEBAY CRL 4 24 /B E
Hi% %, 1TPIEB CRLABIEAS R, HK CAKARL 18 12 N EH A,

FRILE ARL B 12 MR . RRIEBEIHE, M RNAEMEAREHEE

=|

/CN O

The frequency at which the CA publishes CRL is determined according to the
Certificate Policy. The CRL of the subscriber certificate is published periodically
every 24 hours and is valid for 3 days. The subordinate CA's ARL is published
periodically every 12 months and is valid for 12 months. Information should be

published on website timely if a Root CA Certificate is revoked.
HEFRIAERT, CAMAST DURRI#HTIERH CRL FIE M.

In special conditions, CA can issue certificates and publish CRLs in advance.

2.44Z B 1A [0)42 %] Access Controls on Repositories

STFAFFEFH] CP. CPS Ml CAIEBEAFER, K CAVMATFAXRETT
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I RuE I REF RS TEERGE

For public information such as published CP, CPS and CA certificates, the CA allows
the public to make inquiries and accesses through the website in a read-only manner.

CANMBENERENIF. FRRERIT. XEEEFIERRRBFLIR

RN RA EXNE R ETERATEM. BER. EFET.

Through network security protection, system security design and security
management system, CA ensures that only authorized personnel can add, delete,
modify, and publish information in its repository.

3. B4 $rR 5X 51 Identification and Authentication
3.1%5 % Naming

3.1.1 &AFREE Types of Names

CA MMM &K B9 EFIE BT & X.509 4R, RFC5280 #74E. CA/Browser it1x
Baseline Requirements X EV Guidelines F9E K, B MEAYHFIERIT A EEK
n5lE, BMTPNE— 5% (Distinguished Name, f&#R DN) , E3|#

XA X500 fRES BTN, BIEBHEENE—RAE,

The digital certificate issued by the CA complies with X.509 standard, RFC5280
standard, CA/Browser Forum Baseline Requirements and EV Guidelines, and
contains the issuing authority and the distinguished name of the certificate subscriber.
Each subscriber corresponds to a Distinguished Name (DN). The DN is the unique
identifier of the certificate holder adopt the X.500 standard naming method.

XtF SSL/TLS BRSarIE+H, PR RYE e IP UEEARINE EJ B2 H, M
18 B A e — > I A 85 % R AYIER B IP Sk 3T BV SSLARSSRRIES,
FrE M REAMNE EABIE P, BARNE FAAE P HRE TS BEH,
miEAE B RE— MR AEFTREFHEE.

For SSL/TLS server certificates, all domain names or IP addresses are added to

Subject Alternative Name, whereas the Common Name must be a domain name or IP
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address that exists in Subject Alternative Name. For EV SSL server certificates, all

domain names are added to Subject Alternative Name, and the Common Name must
be a domain name that exists in Subject Alternative Name, and the Common Name

and Subject Alternative Name cannot contain wildcards.

EV SSLIEHH BV REBE ZIE B ap BN M B KRB AT F AL RA CP
E R/ CPS 1, FFFE CA/Browser i£1x EV Guidelines #1 Code Signing Baseline
Requirements FYE 3K,
The naming rules and requirements of EV SSL certificates and EV Code Signing Certificates must

be recorded in this CPS created in accordance with the CP and in accordance with the

requirements of the EV Guidelines and Code Signing Baseline Requirements issued by the
CA/Browser Forum.

3.1.2 S AFRE X ALHIE K Need for Names to be Meaningful

ANEMAZON)ZIMRERTEE—MHNTE, PARE-ENKERE
X, USIEBFEENRERBMHAERXEK.
The subscriber's distinguished name (DN) is an element that identifies the uniqueness

of the certificate's subject. It must be representative and can be associated with unique
attributes of the certificate holder.

EVSSLIEBHNIAZBE 21T AENMEENER. 1TAYVEN A
SMER, EARRITFRXRESWENIAL, 1TAENELYSHERS
KT FE=T RN SN EZ.

The EV SSL certificate's DN usually includes the domain name owned by the
organization to which the subscriber belongs and the enterprise identity information
of the subscriber organization, which is identified and authenticated as the key

information of subscriber identity. The enterprise identity information of the
subscriber organization is subject to strict third-party identity verification.

OV SSLIEBMEAZBE BT P EVSHANERS AN P, URIT
PR SMHER, EARRTTPNXRBESRESTINE, 1TFAHMAE
Y BRMEEREIE =R SN EZ,
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The OV SSL certificate's DN usually includes the domain name owned by the
organization to which the subscriber belongs or public IP address, and the enterprise
identity information of the subscriber organization, which is identified and
authenticated as the key information of subscriber identity. The enterprise identity
information of the subscriber organization is subject to strict third-party identity
verification.

IVSSLIEBHEA 2R E BRTTAHBENERS AWM IP, MEITRAHNMAS

MER EARRTTPNXRERRESNFIANE, ITFHPMASREEFTEIE
=AM SN EZ.

The IV SSL certificate's DN usually includes the domain name owned by the
subscriber or public IP address, and the individual identity information of the
subscriber, being identified and authenticated as the key information of subscriber
identity. The individual identity information of the subscriber is subject to strict
third-party identity verification.

DV SSLIEBMEL A BB EXRERVT BT MEENHBHIAM P, E4
FRIRTT PRI KRS BRI
The DV SSL certificate’s DN usually only contains the domain name owned by the

organization to which the subscriber belongs or public IP address, being authenticated
as the key information of subscriber identity.

EV REBEZERIEBHNEAZBBRE ST AVMNELSNER, ERRIAT
FHXRRESHKENIAL TTRVMHNE Y SRESTEIE=TTHEN S0
o

giig

The EV Code Signing Certificate's DN usually includes the enterprise identity
information of the subscriber organization, being identified and authenticated as the
key information of subscriber identity. The enterprise identity information of the
subscriber organization is subject to strict third-party identity verification.

ERABERLIPRANZTHBEAZEETESNANELZRIALRN
MBI, EAERMRTT P RYRRIE BHINLE,

The Common Name in the DN of the General Code Signing Certificate usually
contains personal real name or organization name, which is authenticated as the key
information of subscriber identity.

XHEZEZREBEANZTHNBEAZBETEE N ANELZRBARYE R
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R, EATRRIT PR BE B HINLE.

The Common Name in the DN of the Document Signing Certificate usually contains
personal real name or organization name, which is authenticated as the key
information of subscriber identity.

OV I e EIEBIAZFNBAZBETERALANMEIR, EATRRITF
A X 515 BRI
The Common Name in the DN of the OV Timestamp Certificate usually contains

organization name, which is authenticated as the key information of subscriber
identity.

31371 P B BB & = 4 ¥ Anonymity or Pseudonymity of
Subscribers

AR CAHMMEIINLERSR, 1TAGEBHBNFEERERSNE.

In the global certification system of this CA, subscribers (certificate applicants) shall
not be anonymous or pseudo.

314 B A E Z FRA B9 # N Rules for Interpreting Various
Name Forms

CA M LI FIEBFS X500 V3 #r4, EFIZRTESFE X.500 FR4 .

The digital certificate issued by the CA complies with X.509 V3 standard, and the
DN's format complies with X.500 standard.

3.1.5 ZAFRAIME— Uniqueness of Names

AR CAHMMNEIINMEER T, IEBERBZMRDINEME—HY. BEXTR—
A, TMAEEFERAEZRZKIES, EIEBNY RIAR. HIEBHIEFP
HIARIT A FARRRIRE, BRLHFEFLLEN, FHRIEEEMKM RS

SR T AR,
In the global certification system of this CA, the certificate's subject name must be
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unique. However, for the same subscriber, its subject name can be used to issue
multiple certificates with different extensions. When different subscribers have the
same name during certificate application, the principle is that the first applicant has
the priority to use the name, and the latter applicants add additional identification
information for differentiation.

3.1.6 AR A . L 5F0 £ 8 Recognition, Authentication, and

Role of Trademarks

HFRINEA S EEREET A ZRPEOEM BN, (ETIEBRIBEEARLEH
AT RIEHIRF N BIR IEBERTEIFRN, TR NEEFIMNEAS
REFAREMTPIE B SXIHER, XFERANZHARIZHEINAREFINEA
SN B R A B HATHE AR E .

BJCA respects the registered trademark rights in any subscriber name, and any
certificate applicant shall not use any name that may infringe intellectual property
rights. When the certificate information contains a trademark, the subscriber shall
provide BJCA with a documentary proof of the ownership of the trademark registrant.
This requirement is not and shall not be considered as a judgment or decision by
BJCA on the attribution of the trademark.

HEFNEA SR AFTRRIEB PRI TEHS . iRFMRT N4y, 7
BARIEX TN AE— . S TRBR. RSGSFNEREBIERIZ S,
HFINEA SR BN, 0% XE5EEHHF B 1 it SBU= £ MR~
ANILR AT, AREMRSOREERE, EREFBED RAMIRZNFL
HYIE B AIEA]

BJCA is not responsible for resolving any disputes concerning intellectual property
rights such as domain names and trademarks in the certificate, and does not warrant
the uniqueness of such rights. For disputes arising from the attribution of trademarks,
service marks, etc., BJCA has no power and no obligation to refuse or query any
certificate application that may lead to intellectual property disputes, and does not
bear the responsibility of arbitration or mediation, but retains the right of revoking any
certificate involving intellectual property disputes.
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3.2%1486 B 1A Initial Identity Validation

3.2.1 1F BRI A FAEH B 7 7% Method to Prove Possession of Private

Key

IEBRIBEELIERFTE SFEMAPREN NN, ERTEEHE:
PKCS#10. HE SMELMEARRTIE, 3FE CAYREZMNHECIEATIR.

The certificate applicant shall prove the possession of the private key that corresponds
to the registered public key. The proving methods include: PKCS#10, other
equivalent key identification methods, or other proving methods accepted by CA.

3.2.2 #1495 {3 #0115 %2 B9 £ 51 Authentication of Organization and

Domain Identity

TTRPBRIBHFINMEASEIZEEER TEAMIE BN EIEBRIBA, B4
BRGMERX . IEBRIEXH, HEIEPRIENE XL, BRKEHEN

Before the subscriber applies for the certificate issued by BJCA under this trust
system, the certificate applicant shall provide valid identity documents and certificate
application documents, accept the relevant provisions of certificate application, and
agree to bear corresponding responsibilities.

CAMBUEMAEZIT AL BEHIER, EXITANSNEL
%, FIEBRRTHNNEZERTU P HIBEMRL

After accepting the certificate application of the subscriber, the CA or RA shall
authenticated the subscriber's identity and properly keep the subscriber's application
materials in accordance with the agreement of both parties.

3.2.2.1 H1¥ B 89E 51 Authentication of Organization Identity
MIT] PERIUE BN IFNEENS I, SFERRT: ELHE,
SEARBIE. BV BACEANER. HE2AEECIER. RAOFESLECIES. 4
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(HX) eWEFEREVEEICIEMBAH, REIEBHIE.

The organization shall hold the valid identity documents before applying for a
certificate, including but not limited to: business license, legal person code certificate,
institution legal person certificate, social organization registration certificate, private
non-enterprise registration certificate, registration certificate of resident representative
office of foreign (regional) enterprise and the government approval, and submit the
certificate application.

CA SR EMY PR FIANFIT P EFKFERN . ARSI LT

INHRIBANER, HEMNEIREN S BAHICRERRA CP FIZEH/ CPS f,
The CA or authorized RA will confirm the actual existence and legality of this

organization and confirm the applicant's intention. The authentication procedure shall
be specified in the CPS formulated in accordance with this CP.

3.2.2.2DBA/E \ Z FRAY4 51 Authentication of DBA/Tradename
ZUEBEAFEEDBAS AW BAFR, CAVMSENAEMYIEN HBIHE

MITRHINRIFE B IE AIZDBAS & L B #R.

If the certificate subject contains a DBA or tradename, the CA or the authorized RA

shall verify the applicant’s right to use the DBA or tradename using effective
methods.

3.2.2.3 EZ AL 5! Verification of Country
FZLEPEIHESEREM, CAYBSRNAEMME L BEIEIAR
FINRIBARIPH L FrEE S R1EE LR EE —.

If the certificate subject contains an option of country, the CA or the authorized RA
shall verify the country using effective methods.

3.2.2.4 W Z BB INFIL FI Verification and Authentication of Domain
Name

X B ARIE, WIIE AT INR RIEENEA S FASSEKE A,
CAVVMSIRA MM U RAUT LN AR —F, HWIARBEERFIZ
HE.

For the verification of a domain name, the verified entity may be the applicant's
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parent company, subsidiary company or affiliate, and the CA or the authorized RA
shall adopt one of the following authentication methods to confirm that the applicant
owns the domain name.

(1) ZR%E 3.2.29 T RERHMALANFIAMNMLRITE, BEERMATT AR IXME

ME, REBER—ERZEVENFIAER, FIARIFAX FODN AATE,

BEVUE LR IX TR AE BB R ARE FE A5 'admin’, ‘administrator’,

'webmaster', 'hostmaster's}'postmaster’, FEEZ (‘@) ZEREFEUIHEZ.
(#k#& Baseline Requirements v2.1.3 £ 3.2.2.4.4 M B WIEFTIK)

(2) @it/ well-known/pki-validation” B & N XA E M= B #1725,
#INT % FODN B9ETEH.  (4k# Baseline Requirements v2.1.3 % 3.2.2.4.18
AR ISIETT )

(3) BII#E DNS TXT R EFAECAEHMEYIE, IAFIAT A XE & AYET
AW, BR: 1) BRER, HFE 2) —PHRUATHEFFFLARNEH.

(#k#& Baseline Requirements v2.1.3 2§ 3.2.2.4.7 M B WIEFT7K)

(4) BiFINFT RFC8555 5 8.3 T E X I ACME HTTP FUiFiC RAVEEFF,
HINRIEA X FODN Ry#2Hl.  (fk#E Baseline Requirements v2.1.3 £ 3.2.2.4.19
AR SIETTIR)

(5)181d 3 F RFC8737 HhE X A9 TLS R A R IMNLI & (ALPN) 3 & [RFC7301]
N BRI, FIARIE AL FQDN B934, (4&k3E Baseline Requirements
v2.1.3 % 3.2.2.4.20 IS ARIE 5 7%)

(1) As per the procedure of Verification and the Verification and Authentication of
Email Address in section 3.2.2.9, send a random value by email, and receive a
confirming response using the random value to confirm the applicant's ownership of
the FQDN. The random value must be sent to the email address identified as the
domain name contact or created by using 'admin', 'administrator', 'webmaster',

'hostmaster' or 'postmaster’, followed by the at-sign ("@"), followed by an authorized

domain name. (Based on the domain name validation method of Baseline
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(2) Confirm the subscriber's ownership of the FQDN by making changes to the agreed
information under the "/.well-known/pki-validation" directory. (Based on the domain
name validation method of Baseline Requirements v2.1.3 Section 3.2.2.4.18)

(3) Confirm the subscriber's ownership of the domain name by confirming the
presence of a negotiated random value in a DNS TXT. Requirements: 1) authorized
domain name; or 2) an authorized domain name with a prefix starting with underline
character. (Based on the validation method of domain name in Baseline Requirements
v2.1.3 Section 3.2.2.4.7)

(4) Confirm the applicant's control over a FQDN by validating domain control of the
FQDN using the ACME HTTP challenge method defined in Section 8.3 of RFC8555.
(Based on the validation method of domain name in Baseline Requirements v2.1.3
Section 3.2.2.4.19)

(5) Confirm the applicant's control over a FQDN by validating domain control of the
FQDN by negotiating a new application layer protocol using the TLS
Application-Layer Protocol Negotiation(ALPN) Extension [RFC7301] as defined in
RFC8737. (Based on the wvalidation method of domain name in Baseline
Requirements v2.1.3 Section 3.2.2.4.20)

ERIUETT % F AR R BV UE AR U A M= 12V UETT 4569 30 K. A
CA LA A .onion FERAIE B E A SSL £ERIREF|IER. EREIEAE 2. B
WEF7E 3. WIEF 7L 4. WiIEF & 5 R IR IR Baseline Requirements 25 3.2.2.9 9
E KM SR EZITHILE .
The random value used in the above validation method remains valid for no more than

30 days from the time of creation. The CA does not issue SSL Global Server

Certificates for domain names in the form of .onion. The above validation methods 2,
3, 4 and 5 must implement Multi - Perspective Issuance Corroboration as specified in

Section 3.2.2.9 of Baseline Requirements.

3.2.2.5IP #u it AN FEIAFNL 51 Verification and Authentication of an IP
Address

RIE CA/Browser Forum B9E3K, CA HLIFA K IANA FRERIIRER IP Hhdlk s
REBBFRE KIUE T CA TGS A A EMINAM Y H X BIN T LR TR a9—F,
FINRIEE WA SIEHENIZ 1P it
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According to the requirements of CA/Browser Forum, the CA does not issue a
certificate for a Reserved IP Address marked by IANA or non-routable internal
domain names. The CA or an authorized RA shall confirm the applicant’s ownership
of or control over the IP address using one of the following authentication methods.

(1) BT/ .well-known/pki-validation” B & T X A& M915 B 17050,

FIATT 3T IP HuHE ¥R HIAX . (fKk#E Baseline Requirements v2.1.3 2 3.2.2.5.1
fY 1P BETT %)

(2) SRR 3.2.2.9 TR UL AFRIAFIL R K, BTN A ERE
PIE, REER—MERZEEYERNFIAMR, FIARIEAX P Hhik A iHIA.

(#i#& Baseline Requirements v2.1.3 % 3.2.2.5.2 1§ IP BiFJ73E)

(3) ®id Pttt FAyiE IP EHKBS P HIUKBNEE, AEEAXR
CP % 3.2.2.4 TR MTIERIE, FIARIFEAXS IP Sl AR HIA . (k& Baseline
Requirements v2.1.3 % 3.2.2.5.3 §§ IP B /73%)

(4) BITHRFTIRIRA IP BRREAMBIESBHFREWINRIFARIE P it
TERAM A, HHIABRIEAXS IP Hutlk AY42 64X . (#ik#E Baseline Requirements v2.1.3
% 3.2.2.55 1Y IP WIETTE)

(5) BT 1T RFC8738 A3 hitp-01"BUAIC KIS, TIAHIBEASS IP
HhHEAYEEEl, (k3R Baseline Requirements v2.1.3 %5 3.2.2.5.6 i IP BiE 775%)

(6) BiTH 1T RFC8738 st tls-alpn-01"FIEIC R MR, FIAHIBA
Xt P #hdlkf93%E] . (4k3E Baseline Requirements v2.1.3 % 3.2.2.5.7 B9 IP BiE /7
%)

(1) Confirm the subscriber's control over the IP address by making changes to the

agreed information under the "/.well-known/pki-validation" directory. (Based on the
validation method of IP address of Baseline Requirements v2.1.3 Section 3.2.2.5.1)

(2) As per the procedure of Verification and the Verification and Authentication of
Email Address in section 3.2.2.9, send a random value by email, and receive a
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confirming response using the random value to confirm the applicant's control over
the IP address. (Based on the validation method of IP address of Baseline
Requirements v2.1.3 Section 3.2.2.5.2)

(3) Obtain the domain name associated with the IP address by performing a reverse-IP
lookup, and then use the method described in Section 3.2.2.4 of this CP to verify the
applicant's control over the IP address. (Based on the validation method of IP address
of Baseline Requirements v2.1.3 Section 3.2.2.5.3)

(4) Confirm the applicant's control over the IP address by dialing the telephone
number identified as the IP contact and obtaining a response confirming the
applicant's request for verifying the IP address. (Based on the validation method of IP
address of Baseline Requirements v2.1.3 Section 3.2.2.5.5)

(5) Confirm the applicant's control over the IP address by performing the procedure
documented for an “http-01” challenge in RFC8738. (Based on the validation method
of IP address of Baseline Requirements v2.1.3 Section 3.2.2.5.6)

(6) Confirm the applicant's control over the IP address by performing the procedure
documented for a “tls-alpn-01” challenge in RFC8738. (Based on the validation
method of IP address of Baseline Requirements v2.1.3 Section 3.2.2.5.7)

FRISIETT A AR R MBALE R R SR A M= EZFEVEFIGRY 30 R, &
CAMMIAR A IP Hi3t % & EV SSL £FRERF=RIEH . EIRIIUETIE 1. WIETT% 3.
B % 5. WIEF 7% 6 3% BB Baseline Requirements £ 3.2.2.9 I ELHED
MARITHIE
The random value used in the above validation methods remains valid for no more
than 30 days from the time of creation. The CA does not issue an EV SSL Global
Server Certificate for the IP address. The above validation methods 1, 3, 5 and 6 must

implement Multi-Perspective Issuance Corroboration as specified in Section 3.2.2.9 of
Baseline Requirements.

3.2.2.6 BECFTE 2 AIFIAFIL 51 Verification and Authentication of
Wildcard Domain Names

CANUAHR R FIARCPEE3.2.2 40 B R I UE T /A1 IS UE T /A3 Y — MG IE 7T
%, WIEFIABRIEE W R A ME R NAENRETIN, #iRIZEE 0%
BTE UK. HBRAKBUTIME, FETEEXIMREN.

The CA shall confirm the applicant's ownership of and control over the domain name
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to the right of the wildcard by using one of the validation methods in Section 3.2.2.4
domain name validation method 1 and verification method 3 of this CP, to ensure that
the domain name is clearly assigned to a commercial entity, social organization or
governmental agency, and obtained through legal registration.

CAYIMIEEBEN A NN EREEMAE . ALERIAHZEME

EASEHINE R IR HE, RIFTFEBILARAZEEWIZERNAE 63

=,

The CA refuses the certificate application if the domain name to the right of the
wildcard is directly a top-level domain name, a public suffix, or the domain name is
controlled by the domain name registration management authority, unless the
subscriber can prove its rightful control of the entire domain namespace.

PERN, CAMFIRBHMBINEZITE, NHESRNEAENR, NF
ZTFIRMEAENNE, TTRARERUERIIEHIEL.
When necessary, the CA needs to adopt other independent review methods to

determine the ownership of the domain name. If the corresponding assistance is
needed from the subscriber, the subscriber cannot refuse it for any reason.

3.2.2.7 FIBREHI AR M Data Source Accuracy
CAMIMEEVIE BEIEHWBEEE AN EAE, WERE, BHHD

https://www.bjca.cn,

The CA publicly discloses Authentication Data Source for EV Certificates on the
official website. If necessary, please visit https://www.bjca.cn.

CAMAEZTFIUPLIUNETEREZE, NANKEEVIER SRR &HT
R
The CA shall disclose the latest version of Authentication Data Source for EV

Certificates in a timely manner after changing the certificate authentication data
source.

BT A EERBEEA T RAEIEREZR, CAYMIIZ IR T E M. R
M XK B fhiE o M T, 3B SFCA/Browserif izBaseline Requirements3

3.2.2.7 5. EV Guidelines®# 11.11 P #IB BN ER, FEEUTEE:
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Prior to use any data source as a reliable data source, the CA shall evaluate the source
for its reliability, accuracy, and resistance to alteration or falsification, comply with
CA/Browser Forum Baseline Requirements section 3.2.2.7 and EV Guidelines section
11.11 for data source requirements, taking into account the following factors:

(1) FrRfMERBER.

(2) ERRRAEFIER.

(3) BRI mIIBIRER SR B,
(4) BHEXSA R AR ETSEME.
(5) TGS R HIEAIAEXIHER

(1) The age of the information provided.

(2) The frequency of updates to the information source.
(3) The data provider and purpose of the data collection.
(4) The public availability and accessibility of the data.

(5) The relative difficulty in falsifying or altering the data.
XTEERAITFIES, & MG 24 T A B IR IR 3RS A BR 5 SC A

B 8] MBI A CP % 6.3.2 WHRZAEMIEBHEARE I, WA CA Mt FiZEk
B, XWTRIEA CP % 3.2.2.9 TRGAHRFE R HINEIEEIE, AR

PRSI A [ MBI IE B R HT 30 K.

For the issued subscriber certificate, the data and documents may be used by the CA if
the time of obtaining data or documents from data source evaluated as reliable does
not exceed the maximum validity period of the certificate as specified in Section 6.3.2
of this CP. For mailbox control validation data obtained in accordance with Section
3.2.2.9 of this CP, the reuse of verification data or files shall not exceed 30 days
before the certificate is issued.

3.2.2.8 INIEA#9#E4X (CAA) Certification Authority Authorization
(CAA)
A CAWAITE S % % FE CA/Browserit IxBaseline Requirements. EV Guidelines

TRMSSUEBZH, B FELIEBERRZY RINPHIE—1dNSName
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CAAILFEIE T, CANM#HTCAAID FE B NV I% B Baseline Requirements$£3.2.2.9
M ELHEZRALTHIE, FAETIHCAALENENE (BREAIUCAAILED
S FHESS/NEHNRAREANE) A, EIEBRIBEEAMIER. HBIICAAILE

B, CAYMKEERHITCAARE.

The CA will check for CAA records for each dNSName in the certificate Subject
Alternative Name extension before issuing the SSL certificate that meets the
requirements of the CA/Browser Forum Baseline Requirements and EV Guidelines.
The CA conducting CAA record check will implement Multi-Perspective Issuance
Corroboration in accordance with Baseline Requirements 3.2.2.9, and issue a
certificate to the certificate applicant within the validity period of the CAA record (the
TTL of the CAA record, or 8 hours, whichever is greater). If the validity period of
CAA record is expired, the CA will re-check the CAA.

CANA9RIERFC659 (ZEIRFR50651E1T) MM EALIE issue”. “issuewild”
Eiodef B MARES: £issue’. “issuewild #rEFEF BH P ARE A bjca.cn’,
NCAMM AL LT AGIER,; ECAALEH HI iodel"tr%, MICAHEEHE
FEHBERESEAELMKIES,

nmn

The CA shall process the property tags of "issue", "issuewild" and "iodef" as specified
in RFC8659: if the "issue", "issuewild" tags exist and do not contain "bjca.cn", the CA
will not issue the corresponding certificate; if the “iodef” tag appears in the CAA
record, the CA will communicate with the applicant and then decide whether to issue
the certificate.

CAHLA I T HI CAAE F & He R MIE A A T RIEB A FKAF:
1) EIEEFIATA SR ERMIRHE P EWCAAT R LN,

2) ELOZWMI —REFMEHKCAAILE,

3) E&FrE X E AR F7EF5a ICANNAR X 35 A9 DNSSECIS IF 5% o

The CA is permitted to treat a record lookup failure as permission to issue if:
1) The failure is outside the CA’s infrastructure;
2) The lookup has been retried at least once;

3) the domain's zone does not have a DNSSEC validation chain to the ICANN root.
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3.2.2.9 HR{EHb I AT IAFI L B Verification and Authentication of Email

Address
CAVAA S X AN A9 E ML 4948 X BR 18 3 BB R Motk A9 B &0 M A0 #= ) AN 47 &£
A, HERRETEWT,

The CA or the authorized RA shall verify the effectiveness and control rights of the
applicant’s email address. The authentication procedure is specified as follows.

(1) BEEAETRNEEBYE, REER—MERZBETENTIAEL,
HFIAERIBAXTHRAE A9 HIAN o X35 R AR AV = B AN R 5 F — D E— R BB AU E 4T
Hiho BEMUER XA X IEARIEAVE FER (it RNERUEHEHMATHE

(2) HIFEWREI BRI O S ZFEYEHTHIA,

(3) CAHIMMIREIEE, FEE PHBYES ZEMBYEHRTILY, &
R, Wit £ REE .

(1) Send a random value by email, and receive a confirming response using the
random value to confirm the applicant's control over the mailbox. Control over each
Mailbox Address SHALL be confirmed using a unique Random Value. The Random
Value SHALL be sent only to the email address being validated and SHALL not be
shared in any other way.

(2) The applicant must send a confirming response utilizing the Random Value to the
CA.

(3) The CA receives the response and shall make sure the received Random Value is
the same with the sent one.

ER 577 7% T MR BIREHUE R 3 A M= EIZBEALE T 4R Y 24 /B
N

The random value used in the above validation method remains valid for no more than
24 hours from the time of creation.

3.2.2.10 DV SSL € EKR &L B1T P 51X 51 Authentication of DV
SSL Global Server Certificate Subscriber Identity

ANITRA. YT PN HFERTE DV SSL £BRRES/IER, TTIUE CA H44
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IS E AR BRiE. DV SSL £EkREEIF B a4 P Hilk . BEHIE

H. TTAHIE DV SSL £IRRES LB, NIRZW TRREE FEERRBIE
7EL

If the subscriber applying for an DV SSL Global Server Certificate is an individual, it
may apply to the CA or an authorized RA. The DV SSL Global Server Certificates
can contain [P addresses and wildcard certificates. When a subscriber applies for a
DV SSL Global Server Certificate, the following paper or electronic data materials
should be submitted:

1. ERERIER
2. BIEANNASUHERSR
3. IEFHHEHIE CSR X

1. Certificate application form
2. Applicant's personal identification proof
3. Certificate application CSR file
CAMMEXEH (IP) K& CSR &M M#HITLER ., HENEHIRIER = A

ILRAERRA CP HEH CPS .,

The CA needs to authenticate domain names (IP) and CSR compliance. The
authentication procedure shall be specified in the CPS formulated in accordance with
this CP.

3.2.2.11 IV SSLEBKARE S IE BT 544 51 Authentication of IV SSL
Global Server Certificate Subscriber Identity

PMAITFIMBERERIE IV SSL 2EKRFAFLH, o M) CA AN AV EM
MAGIRAZFRIG, IV SSL £IRRFGHIEB I B BECH . IP U ZHBIES. 1T
FEIE IV SSL EIRIRGFHIEBH, MR TRFEE TR HIEMR
If the subscriber applying for an IV SSL Global Server Certificate is an individual, it
may apply to the CA or an authorized RA. The IV SSL Global Server Certificates can
contain wildcards, IP addresses, or multiple domain name certificates. When a
subscriber applies for an IV SSL Global Server Certificate, the following paper or

electronic data materials should be submitted:
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1. IEBEIER

2. HIBEARN D ASMIERAME
3. IEBEHIBECSRX Mt

1. Certificate application form
2. Applicant's personal identification proof

3. Certificate application CSR file

CA YMBRXITT P S #TLER5, RESSEHE (IP) X CSR &M M#HITE
A, HNMNELFREN Y AFICKETRRA CP FlEs CPS #,
In addition to the identification of the subscriber, the CA also needs to authenticate

domain names (IP) and CSR compliance. The authentication procedure shall be
specified in the CPS formulated in accordance with this CP.

3.2.2.12 OV SSL € FkRE =2 IE B 1T P 5L 51 Authentication of OV
SSL Global Server Certificate Subscriber Identity

MADIT FIRFHEERIG OV SSL £IKPRF=IEH, T U CA M HENAYE
AR HIE, OV SSL £RMRSHL BT BB, IP it ZEHRIEH,
VT EIE OV SSL Bk AR S5 amiE B AT, A IR 3040 T AUFEl B 7 B L R is At

If the subscriber applying for an OV SSL Global Server Certificate is an organization,
it may apply to the CA or an authorized RA. The OV SSL Global Server Certificates
can contain wildcards, IP addresses, or multiple domain name certificates. When a
subscriber applies for an OV SSL Global Server Certificate, the following paper or
electronic data materials should be submitted:

I BB

2. EH— A BIE AR
3. EEAMANASEHERATR
4. HUHHET BB ARG A
5. JEHHECSRIC A

1. Certificate application form
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2. At Least One Organization Information Proof

3. Applicant's personal identification proof
4. Proof of authorization granted by the organization to the applicant

5. Certificate application CSR file

CAMMBRXITT P St iTEA5h, EEXEHE (IP) & CSR &M M#HITE
A, BNALRRIEN 4 FFICKAIRRA CP HER CPS H1,

In addition to the identification of the subscriber, the CA also needs to authenticate
domain names (IP) and CSR compliance. The authentication procedure shall be
specified in the CPS formulated in accordance with this CP.

3.2.2.13 EV SSL £ kAR S S1EF 1T P 5L 7! Authentication of EV
SSL Global Server Certificate Subscriber Identity

AT FINFEEHIE EV SSL £ IRARS LS, T [E CA HIEIRNAYE
AR Z EHTE. EV SSL £IKARSGSARIEPBH1E, REEZE WEB fRE==myiEdi#&, IF
BEZAEESBES, AXIEIPHUANRIE EVSSLERRSH[IEBTEE
ZEAIUEH. RIFERERERYA. £FEVEMN. HHAERENMITS. B
BT &M
If the subscriber applying for an EV SSL Global Server Certificate is an organization,
it may apply to the CA or an authorized RA. The EV SSL Global Server Certificate
application can only be the domain name of the WEB server, and the domain name
cannot contain wildcards. The application for the IP address is not accepted. The EV
SSL Global Server Certificates can include multiple domain name certificates.
Applicant subscribers can only be organizations such as Government Entity, Business

Entity, and Private Organization. And the applicant organizations need to meet the
following conditions:

1. BRVIXRIHBMN TR

(1) EH ERRBARGEM AR

(2) EITFERIBEMEAR AR BN ERAR,

(3) FrEER AV CAERIEH,

(4) FEEEIBELEZSERZEL TSR (NRFHEE) F.
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1. Government Entity shall meet the following conditions:

(1) Approved by the superior in accordance with its functions;

(2) The authorized representative of the unit must be specified in the subscriber
application materials;

(3) In a country where CA is allowed to issue a certificate;

(4) Not on any denial list or prohibited list (such as the trade embargo) by the
government.

2. WV EBAYHEIN T FM

(1) B HHBEEVRKINNEIEEAR,

(2) FELKENMM L. T30, "SH 2Rz,

(3) AT A HIBH B A JURH R A AR,

(4) MBEEERNE WIZFT

(5) HAMBINRRMEERR AV CA BXRILEH;

(6) MR ARAEETBUFIRLERBREIERE (NMEZHEE) F,

2. Business Entity shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;

(5) The country in which Business Entity and its authorized representative reside
allows the CA to issue a certificate;

(6) Business Entity and its authorized representative are not on any denial list or
prohibited list (such as the trade embargo) by the government.

3. HRBEMARREN T

(1) H#BHBEENMRKINNEIEEAR,

(2) NELENMEEFL . TR, I REZF,
(3) AT A HRIBAME AR B A AR,
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(4) PHEEENE VAR,

(5) FREEZR AV CAZERIES,
(6) NAEEABFELLRAREILRE (MRAHEE) P

3. Private Organization shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;
(5) In a country where CA is allowed to issue a certificate;

(6) Not on any denial list or prohibited list (such as the trade embargo) by the
government.

4, HIBHBNAENAE:

HIEAN BRIFRNENAR

Bt BIERATEEAR

FEEAN HBEHUHEBA

HIERIEA: £ CASRIGEEXEKTT, ERTEEAT EVIEBEAAEN
MIERT, REERREHEREA, RRBEEHATIESHERAEN.,

IEBERBFVMETERN— P ARTHAANAE, thiS3EAKTM. UL
REXNERBERMNNRATHEENOREAN, RERAEHAREACHESR
EERIF U CAHABIATH AR (BEEFRRTIMAE. EEAARE.
REXEEAN) WMEBRBERITAHHTER, FTAINHREACREER,
CAHUMEIIELHIE, FXE ZMEIEBHTHE.

CANIMBIEERIE. FHRIE. AERNMBERIEECREARN5HIER

BTN, RIS IEBRIERIT SR E .
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4. The role that the applicant organization should have:

Certificate Requestor: handling personnel of the application unit
Certificate Approver: the person in charge of the application unit
Contract Signer: Signatory of the application agreement

Applicant Representative: In the case that the CA and the applicant are related parties,
and both parties have applicable guidelines for the use of EV certificates, the
applicant must set an application agent to represent the applicant to accept the
guidelines for the use of certificates.

The certificate applicant organization can authorize one person or multiple people to
fulfil all the roles. Above roles must be employees or authorized agents of the
applicant. The applicant shall confirm that the information of the application role is
true and accurate, and sign the certificate request and subscriber agreement in the way
approved by CA (including but not limited to the registered official seal, registered
legal person's name seal, role signature, etc.). For the false information of the
application role, the CA has the right to refuse the application and withdraw the issued
certificate.

The CA shall verify and confirm with the application role by phone, SMS, postal
letter with receipt or other equivalent methods to verify the authenticity of its
certificate request and subscriber agreement signature.

5. FIBHMANEE:

(1) HRIBYEHEERF AN — AN ERIRE A2 BB a1
o ME— {55 FIAX

(2) B&EME B /AT WHOIS B E.

5. The domain name of the applicant organization:

(1) The applicant organization owns the domain name ownership or exclusive use
rights and is aware of its ownership or exclusive use rights to the domain name;

(2) Domain name registration information should be disclosed in the WHOIS
database.

6. TTFERIE EV SSL R EKARSRE BT, NIRRT T Fsk B8 FHIRF A A
BERAL

(1) EVIEBHIER

(2) ED>—FHAEESIERMR
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(3) EHFFEBIEAL SHIEBHR

(4) MAEHETFERIFEANRDULR
(5) M fF7EIE B
(6) JEFHEATE CSR XXfF
6. When a subscriber applies for an EV SSL Global Server Certificate, the following
paper or electronic data materials should be submitted:
(1) EV Certificate application form
(2) At Least One Organization Information Proof
(3) At least two types of Certificate Requestor's identification proof
(4) Proof of authorization granted by the organization to Certificate Requestor
(5) Proof of company’s existence

(6) Certificate application CSR file
CA 1A%t EV SSLIE B HRIEMN L ARIEN RIS RKERRA CP HEM

CPS 1,

The authentication procedure of the EV SSL certificate application by the CA shall be
specified in the CPS formulated in accordance with this CP.

3.2.2.14 T BEARIEEFZIEHIT P 544 5 Authentication of General
Code Signing Certificate Subscriber Identity

MR TP INFERIFLBRIBERIES, o U@ CAVEEIR
AIAMIAIRZHRIF, ITTPRIFE RS ZIEPRR, MR TR B F
R BRIEMEL
If the subscribers of organizations and individuals apply for a General Code Signing
Certificate, they may apply to the CA or an authorized RA. When a subscriber applies

for a General Code Signing Certificate, the following paper or electronic data
materials should be submitted:

1. IEBHIFER
2. EL—MHMERIEAME (DPAITFAAREH)
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3. BIBEABNNASMERHR

4. PIAEFRTERBANRDGLHE (PATTRARER)

1. Certificate application form

2. At Least One Organization Information Proof  (not applicable to individual
subscribers)

3. Applicant's personal identification proof

4. The proof of authorization granted by the organization to the applicant (not
applicable to individual subscribers)

CANMBRNIT P S #TLE A5, EEXS CSR EMMHITLER . HNAIE
AR N 5 BFRIC R IR IR CP HIE /Y CPS H,

In addition to the identification of the subscriber, the CA also needs to authenticate the
CSR compliance. The authentication procedure shall be specified in the CPS
formulated in accordance with this CP.

3.2.2.15 EV REEZZIEHIT P 54 4L 5 Authentication of EV Code
Signing Certificate Subscriber Identity

AT PINFBEERIFEY RBERIES, o e CAVM IR AV EMAL191R

[E]

RHIE. EVRIBERIEBHIE, A ERERIPHL. RIEERELERYLX.
EVBEL, HEARSENEITF. BRENMFTEREH TR

If the subscriber applying for an EV Code Signing Certificate is an organization, it
may apply to the CA or an authorized RA. EV Code Signing Certificate application
cannot include domain names or IP addresses. Applicant subscribers can only be

organizations such as Government Entity, Business Entity, and Private Organization.
And the applicant organizations need to meet the following conditions:

1. BRVIXRIHBMN TR

(1) EH ERRBARGEM AR

(2) EITFERIBEMEAR AR BN ERAR,

(3) FrEER AV CAERIEH,

(4) FEEEIBELEZSERZEL TSR (NRFHEE) F.
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1. Government Entity shall meet the following conditions:

(1) Approved by the superior in accordance with its functions;

(2) The authorized representative of the unit must be specified in the subscriber
application materials;

(3) In a country where CA is allowed to issue a certificate;

(4) Not on any denial list or prohibited list (such as the trade embargo) by the
government.

2. WV EBAYHEIN T FM

(1) B HHBEEVRKINNEIEEAR,

(2) FELKENMM L. T30, "SH 2Rz,

(3) AT A HIBH B A JURH R A AR,

(4) MBEEERNE WIZFT

(5) HAMBINRRMEERR AV CA BXRILEH;

(6) MR ARAEETBUFIRLERBREIERE (NMEZHEE) F,

2. Business Entity shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;

(5) The country in which Business Entity and its authorized representative reside
allows the CA to issue a certificate;

(6) Business Entity and its authorized representative are not on any denial list or
prohibited list (such as the trade embargo) by the government..

3. HRBEMARREN T

(1) H#BHBEENMRKINNEIEEAR,

(2) NELENMEEFL . TR, I REZF,
(3) AT A HRIBAME AR B A AR,

67



== | 5
@ XYM, S E A 72 BRI £R 2UF 5 505
(4) PHEEENE VAR,

(5) FREEZR AV CAZERIES,
(6) NAEEABFELLRAREILRE (MRAHEE) P

3. Private Organization shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;
(5) In a country where CA is allowed to issue a certificate;

(6) Not on any denial list or prohibited list (such as the trade embargo) by the
government.

4, HIBHBNAENAE:

HIEAN BRIFRNENAR

Bt BIERATEEAR

FEEAN HBEHUHEBA

HIERIEA: £ CASRIGEEXEKTT, ERTEEAT EVIEBEAAEN
MIERT, REERREHEREA, RRBEEHATIESHERAEN.,

IEBERBFVMETERN— P ARTHAANAE, thiS3EAKTM. UL
REXNERBERMNNRATHEENOREAN, RERAEHAREACHESR
EERIF U CAHABIATH AR (BEEFRRTIMAE. EEAARE.
REXEEAN) WMEBRBERITAHHTER, FTAINHREACREER,
CAHUMEIIELHIE, FXE ZMEIEBHTHE.

CANIMBIEERIE. FHRIE. AERNMBERIEECREARN5HIER

BTN, RIS IEBRIERIT SR E .
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4. The role that the applicant organization should have:

Certificate Requestor: handling personnel of the application unit
Certificate Approver: the person in charge of the application unit
Contract Signer: Signatory of the application agreement

Applicant Representative: In the case that the CA and the applicant are related parties,
and both parties have applicable guidelines for the use of EV certificates, the
applicant must set an application agent to represent the applicant to accept the
guidelines for the use of certificates.

The certificate applicant organization can authorize one person or multiple people to
fulfil all the roles. Above roles must be employees or authorized agents of the
applicant. The applicant shall confirm that the information of the application role is
true and accurate, and sign the certificate request and subscriber agreement in the way
approved by CA (including but not limited to the registered official seal, registered
legal person's name seal, role signature, etc.). For the false information of the
application role, the CA has the right to refuse the application and withdraw the
issued certificate.

The CA shall verify and confirm with the application role by phone, SMS, postal
letter with receipt or other equivalent methods to verify the authenticity of its
certificate request and subscriber agreement signature.

5. ITFEIE BV RBERIERN, NIRLNTRRSEFHERRRER
£}

(1) EVIEBHIER

(2) ZD>—FNAERIE AR

(3) ZEWAPERIFANRSOME R

(4) HA93%T BIEARIIRAGE B

(5) b TFAEIE B {4

5. When a subscriber applies for an EV Code Signing Certificate, the following paper
or electronic data materials should be submitted:

(1) EV Certificate application form

(2) At Least One Organization Information Proof

(3) At least two types of Certificate Requestor's identification proof

(4) Proof of authorization granted by the organization to the applicant
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(5) Proof of company’s existence

CAHLAEX BV RIBERIL B HRIRHNEFIRIEN 4 BAFIC K ARRA CP HIE

H9 CPS /.

The authentication procedure of the EV Code Signing Certificate application by the
CA shall be specified in the CPS formulated in accordance with this CP.

3.2.2.16 BB IE BT P F4 £ 5] Authentication of Timestamp
Certificate Subscriber Identity

VAT RN B ERIGI EIEIER, o = CAY M S AN A9 E M 45912 32 B
B. VPRGN ESIERN, NRZMTRERSE R RIEMEL
If the subscriber applying for a Timestamp Certificate is an organization, it may apply

to the CA or an authorized RA. When a subscriber applies for a Timestamp Certificate,
the following paper or electronic data materials should be submitted:

1, EBHER
2. EH— A BIE AR
3. EEABANASHHERATR
4. HUMGHET BB AR AL A

1. Certificate application form
2. At Least One Organization Information Proof
3. Applicant's personal identification proof

4. Proof of authorization granted by the organization to the applicant

CANMBRNIT P S #TLE A5, EEXS CSR EMMHITLER . HERIE
AR 5 BFRIC R TR IR R CP HIE /Y CPS H,

In addition to the identification of the subscriber, the CA also needs to authenticate the
CSR compliance. The authentication procedure shall be specified in the CPS
formulated in accordance with this CP.

3.2.2.17 NMRZEZIEHIT P 54X 5 Authentication of Document

Signing Certificate Subscriber Identity
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PAITA AT FNBRRIEXEFRILS, o U@ CA JIMEERNAYNE

YIRS, 1T S RIE B, MR TR S TR R
BT

If the individuals and organizations apply for Document Signing Certificates, they
may apply to the CA or an authorized RA. When a subscriber applies for a Document
Signing Certificate, the following paper or electronic data materials should be
submitted:

1. IEBHIF*R

2. EL—MHMERIERAME (DPATTARER)
3. HIBABDA SR

4. MR T ERIBANRDGUER (DPATTRARER)

1. Certificate application form

2. At Least One Organization Information Proof (not applicable to individual
subscribers)

3. Applicant's personal identification proof
4. Proof of authorization granted by the organization to the applicant (not applicable
to individual subscribers)

CANMBRIITT P St iTE750, BB CSR EMMHAITER . HEAIL

ARAER 4 BAFRIC R AR IRA CP HIERY CPS 1.

In addition to the identification of the subscribe, CA also needs to authenticate the
CSR compliance. The authentication procedure shall be specified in the CPS
formulated in accordance with this CP.

3.2.3 M A B B9L 5] Authentication of Individual Identity

PATFPEAET FEHIBAEBFUE BRI DIAB IS MLEY, BFEER
BRT: SHiE. FRE. EBIE. BARRRXEIAMBBITIE. SIE. RN
EAKARBIES, REIEBHIE.

To submit a certificate application, individuals or organizations should hold valid
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government-issued photo ID before applying for a certificate, including but not
limited to: ID card, residence booklet, military ID, Mainland Travel Permit for Hong
Kong and Macau Residents, Taiwan Compatriot Travel Certificate, passport and
permanent resident permit for foreigners.

CA RN AEMY P FIA DA S D ESSEMT M . HEAE5]

MAER Z AFIC KA TR IR AR CP HERY CPS A1,

The CA or the authorized RA shall confirm the authenticity and validity of the
individual's identity. The authentication procedure shall be specified in the CPS
formulated in accordance with this CP.

3.24 B IUFATT P {E B Non-verified Subscriber Information

UPRXLIEXHARTEICERNNGER ARBRIEMITAES. IE$

FREEMMETEIE, REKIENEENEEANILESR.

Non-verified subscriber information refers to the information submitted by the
subscriber beyond the scope of authentication. The information in the certificate must
be verified and non-verified information shall not be included into the certificate.

3.2.5 ¥ HHIA Validation of Authority

ARERDEAEFHENTY, KRAQRBEFIES, FEHAEALRRN
HAKIZBRADIE CA BRFIEBEENRNM. BLRE CAYMHMEFIES

HiFR EMERUAER, MIEAREBLAN PRI,

In order to ensure that the agent has a specific license to represent the organization to
obtain a digital certificate, an authorization document that the organization authorizes
the agent to represent the organization for the CA digital certificate needs to be
provided. After the organization affixes the official seal of the unit on the digital
certificate application form of the CA, it proves that the organization has confirmed
the authorization of the person in charge.

AR CAHMMAFHRIFTEIEEIRL D ARBBILH. ERIFEUBALIEE
T RFHTIEBHERNIRZIADAN, WA EREIZIEEA R DSMNIETIL B HIFS

Ko AREIRBFECAZIMNBEIBERE, NEBRBEERHEACSRNARNEES.

The CA allows an applicant to specify the independent individuals who may request
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certificates. If an applicant specifies, in writing, the independent individuals who may
request a certificate, then the CA shall not accept any certificate requests that are
outside this specification. The CA SHALL provide an Applicant with a list of its
authorized certificate requesters upon the Applicant’s verified written request.

3.2.6 H#E{EAN] Criteria for Interoperation or Certification

AR CAHUGE] U S EAMB FIMERSVADHT ERIE, BRIZETFIMERS
HA98) CP & CPS AT S AL R EBFINER SN B R A S £ IRINEE R IE B RIS
TR, FEBFIMNEATDEZBHEXIMNL.

The CA can interoperate with other certification authorities, and require that their CP
and CPS shall confirm to the requirements of the CP of global certification system of
Beijing Certificate Authority Co.,Ltd., and the relevant agreement shall be signed
with BJCA.

WMREFEFEEINNHBER, HFNLATEHET.

If national laws and regulations have requirements over the matter, BJCA will strictly
abide by them.

BHEER, & CAYMREZREFTZINENIESR.
By now, the CA has not issued any cross-certification certificate.

B3 EHIBEB KRB 7 1R 5 £ 7 Identification and

Authentication for Re-key Requests

331 E M EHEF W R IR 5 L 5 Identification and

Authentication for Routine Re-key

EITFIEBEERT, 1TRBREMLBURFIEBEMRNES M. &R CAH

M—RERITPFE— MR AN KRBEIHNERY, R AERERAER.

Prior to the expiration of the subscriber certificate, the subscriber needs to obtain a
new certificate to maintain the continuity of the use of the certificate. The CA
generally requires the subscriber to generate a new key pair to replace the expired key
pair, which is considered as a routine re-key.

T —RIERTHNEAEFRRIF, 1TATIRIEBIRIFILEBHNEBEES,
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WITREAE. IEBFYSE NEHEIBEHNEHET

(1) RIEBFAEFH CAYBEL;
(2) RIRIES LA A RPN BRIENERH TR,
(3) ETREMERHETIMER.

For a general re-key request, the subscriber must submit sufficient information to
identify the original certificate, such as the subscriber's DN, certificate serial number,
etc. The identification of the application is based on :

(1) The original certificate exists, and it was issued by the CA;

(2) verifying the signature of the application with the subscriber's public key on the
original certificate;

(3) Identity authentication based on the original registration information.

BINE IR ERMIERRE RN MBS BIRTERE, VTP EHRITEH
EHTEI, MRIMERRERNMBOXAHEIRE BT, HILEMRNHRK, CA

VAR KIBTRE.

Re-key can cause files or data encrypted using the original key to be unable to be
decrypted. The subscriber must confirm that the encrypted file or data using the
original key has been decrypted before applying for the re-key, and the CA will not be
liable for the losses caused thereby.

332WHEEBHA EH B IR 5 X 5 Identification and

Authentication for Re-key After Revocation

IERRHEENBAEFFE T EFRIFILED, WHERERAEHNIRR
545 Rn S nTHIMERRRE, AEEKRESARCPE 32 TR,

The re-key after the certificate is revoked is equivalent to the subscriber reapplying
the certificate. The identification and authentication of the re-key after revocation is
the same as the procedure of authenticating the initial identity. The requirements are
the same as in Section 3.2 of this CP.
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34 1E K BN FRr1R 5 £ 51 Identification and Authentication

for Revocation Requests

HVTFEMHIFHIFILS, CAYMEBEINEE =TEEE. FHERE.
HEEFINEIEFTRXNTT P S0HTER.
If the subscriber actively applies for revocation of the certificate, the CA will verify

the identity of subscribers through authoritative third-party database, SMS, domain
name control verification, and other methods.

HERVTPREBITAR CP Rl EMXSHATARCP 84911 BhNAER, &
A CA AR AL EMVAS R IBRIETT P RIE B, THENIT A FH#HTIRA
£

If the subscriber fails to perform the obligations specified in this CP or because of
reasons stated in Section 4.9.1.1 of this CP, the identity of the subscriber is not
required to be identified and authenticated when the CA or the authorized RA applies
to revoke the subscriber's certificate.

4. WEH &y B HAEREZE K Certificate Life-cycle Operational
Requirements

4 1FF B1E Certificate Application

4.1.1 JEHBHIESL{K Who Can Submit a Certificate Application

IEBHRFLAEEFENAFTEFTRILEARBROALRYE(EFEERILL.
=B, HEEF).

The certificate application entities include individuals and organizations with
independent legal personality (including Government Entity, Business Entity,
Private Organization, etc.).

4.1.2 yF i3 2 5 57 fF Enrollment Process and Responsibilities

IEBHRIBARRA GEBERE) I ENER, BERZENERAELT
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RZIEBERIE, SFEXNSMIERAE. CAYMIOIMINEZIEIEBERIE,

WESHEFIEHIEBRIBANSNHTER], FRERGELILS.

The applicant shall submit the certificate application through face-to-face or online
way, including relevant identification materials, in accordance with the requirements
stipulated in this CP. The CA or the RA accepts the certificate application, identifies
the identity of the certificate applicant according to the identity authentication
specification, and decides whether to issue the certificate.

TR TTRAREEIT AL A CP RAH5% CPS FrlE ISR AM N &t
T FHIAER. ERXAEIMER, WTFRHFESRACP E 32 THEK
HATIEBRIFRE, NE& CA TSR MNAVEMNMT AN FMMEEHXRE.
EEMFEZ. AMEE, TRERERPEAMRSHIBRANTS.

Subscriber: The subscriber shall know in advance the responsibilities and obligations
stipulated in the subscriber agreement, this CP and the relevant CP, and confirm
acceptance. To formally request for registration, the subscriber needs to refer to the
requirements of Section 3.2 of this CP for certificate application operations, and
should cooperate with CA or an authorized RA to complete the collection, recording,
and review of identity information. After successful registration, the subscriber is
responsible for protecting the security of the obtained certificate private key.

RIE (P EARKAMER TERZE) HAE, IEBHIBEARE CA VMR
A, TEMERNER SHFEHMIE, %S CAVIMIETERIKRBITIENR

RS, RRIBRR AR REF R,

According to Electronic Signature Law of the People's Republic of China, if the
certificate applicant fails to provide true, complete and accurate information to CA, or
has other faults, and causes losses to CA or relying party of the electronic signature,
the certificate applicant shall bear the corresponding legal responsibility and
indemnification obligations.

CANHE: CAHIMEAR. BIZREBACP E 32 HRE 524 3FHHERNT
RSN EEH#HITRE. 12X, BHiZ. BYXAR. FZARNITEARNE
WEHLE, CAMMETTRAEXIESR.

CA: CA entry clerks and reviewer collect, record, and review the identity information
of subscribers in accordance with the requirements of Sections 3.2 and 5.2.4 of this
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CP. After verification and approval by two trusted persons (entry clerk and reviewer),
the CA issues a certificate to the subscriber.

4.2UF F B IE4LIE Certificate Application Processing

421 % 7R 51 5 £ 5 I 88 Performing Identification and

Authentication Functions

CA RN AGEMVNAGZEIRELT FAIEBRIBE, REBAR GEBKREE)
Fril I S M ERIREXN RIBEANSHHETIRMNE LR, RENLEFREFER KR
CP 28 3.2 54046 S #aTA.

After receiving the certificate application of the subscriber, the CA or the authorized
RA identifies and authenticates the identity of the applicant according to the identity
authentication procedure stipulated in this CP. The specific identification procedure is
detailed in Initial Identity Validation of Section 3.2 of this CP.

CALMESNGFEELANERBRESBIERTAFNEZY RIUFNE—D
dNSName fiff CAA iE R ZE, FIRIBA CP 5 3.2.28 FHREFT AMERHATR
BHAEIZIEPBRIE, EEKRSHFIEBELRA], & CAVMIREACPE 327
RIS BV SIE R SR AT (8] B AR CP % 6.3.2 THAEMNRSHFIER R K
BRI, BizERARKETL, W CAVMTEBZEIESIEBAXH, MiTH S
iR B 5 £ 5.

The CA will perform a CAA record check for each dNSName in the certificate
Subject Alternative Name extension of a Global Server Certificate to be issued, and
determine whether to approve the certificate application according to the inspection
method and result in Section 3.2.2.8 of this CP. Prior to the issuance of a Global
Server Certificate, if the time of obtaining data or certification by the CA under
Section 3.2 of this CP does not exceed the maximum validity period of the server
certificate as specified in Section 6.3.2 of this CP, and the information has not
changed, the CA can reuse the data or supporting documents to identify and
authenticate the subscriber identity.

ARBERLR. XEERIEBEXRR, & CAYMRIER CP 5 3.2 5%
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BRI EIESIE A SRS B RNBIE A CP 58 6.32 THAEMNRBERIER. X

BMEREBRAENY, BZERREEZL, W CAHGTEMIZEIESIEH

X, MR S0REITIRBI S £5),

Before the Code Signing Certificate and Document Signing Certificate are issued, if
the time of obtaining data or certificate by the CA according to Section 3.2 of this CP
does not exceed the maximum validity period of Code Signing Certificate and
Document Signing Certificate as stipulated in Section 6.3.2 of this CP, and the
information has not changed, the CA can reuse the data or the certification file to
identify and authenticate the subscriber identity.

4.2.2 F B BRIFH A FIE 4 Approval and Rejection of Certificate

Applications

CA HMSHR N AVEMIABRIEAR QEBEREL) FrlEr S0 L3RI
PHEASHHTIRBSENE, RELMNERREMASELEILEFIE.

After the CA or the authorized RA identifies and authenticates the identity of the
certificate applicant according to the identity authentication procedure stipulated in
this CP, it decides to approve or reject the certificate application according to the
identification result.

WRIEBRIBFBABEAR GEBEREE) I ENSNEIREALITEERE
1%, CAHIMERNALEMIASEH AL R RIE, AIEBRIBATEFMA T
.
If the certificate applicant passes the identity authentication procedure specified in
this CP and the verification result is qualified, the CA or the authorized RA will

approve the certificate application and create and issue a digital certificate for the
certificate applicant.

WMREETHIERE, CAYETHREILBHIE:
1) RIEAR CP 5 32 THIME, AEEZTAORAAIMERELFNITFER,
2) VT AARBERIEE KR AT B R S IE AL

3) ITRARNHEFAEEZIT DB RABTHEK;
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H TR ENEIEBIZENEIMERNER;

5) HIEMIEBEH ICANN EEFHHTNEE A,
6) CA LA AHUEIZ R IBER S XN EFINMEA SR F W ERUDHE R
Ko

The CA has the right to reject the certificate application if:

1) According to the provisions of Section 3.2 of this CP, not all necessary subscriber
information can be identified and authenticated;

2) The subscriber cannot provide the required identity documents;

3) The subscriber objected or could not accept the relevant content and requirements
of the subscriber agreement;

4) The subscriber fails to or cannot pay corresponding fees as required;

5) The certificate applied for contains a new top-level domain name under
consideration by ICANN;

6) The CA believes that the approval of the application will bring disputes, legal
disputes or losses to BJCA.

XTHEERIEBEHE, CAYMBHBEBENERLRHIBERR, RNEMBEIBTA
RIGH9RE CEREEERIBRSL).

For the rejected certificate applications, the CA will inform the applicant of the failure
of the certificate application and reasons (except where prohibited by law).

CAHMNRERNEEKE. RS §SAXKE. IENEREESH
BRIMEE=TTRMNRE, FAHEEATRETRENER, B4R
IEBSMERIBATIR, EEIILBHBENEEEZIIER, WTIIRPHIS
BA, CAYMBIELHRIE. ¥TEERNIER, SEHREIRTUER,
—BEZIIEBHFEAHMETIRF, CA YISE B IZIE B REUE L1518

TR,

The CA establishes and maintains certificates high risk applicants list according to the
list published by the anti-phishing Alliance, antivirus vendors or related Union,
government agencies responsible for network security services, or information

disclosed in public reports by media, and will check the list when accepting certificate
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applications. For applicants in the list, the CA will reject the application. For issued
certificates, they will be reviewed periodically according to the list. Once the
certificate holder is found in the list, the CA has the right to revoke the certificate or
take appropriate mechanism to deal with it.

S REEN .. ERBUFER]. T S SRR S BT RFREE IF ME R

AHMBHEATERNNANE, CAYMERIELEARFRIEH. ki, WRIES
RIEHEXAR (BFERIBEA. BHA. EBAN. BIERIEAS) JEEEEM.
ERSH T BFRNHERRS, CAMELEREHRSSMNIIPHIFEER.

For those organizations is prohibited engaging in commercial activities or public
activities by laws and regulations, national government departments, industry
regulators, the CA has the right to refuse issuing an certificate. In addition, if the
person (including Certificate Requestor, Certificate Approver, Contract Signer,
Applicant Representative, etc.) applying for the certificate is subject to relevant laws
and regulations, national or local government restrictions, the CA may refuse to

accept the certificate application in which the person is involved.

4234 318 4F B B 15 B B 8] Time To Process Certificate

Applications

AR CAHMEERINEFRE FINEL SN (CPS) NAESIEAILS R
TBAIER (8] A CA MM SRR AL EMANAD R 7E CPS MLE A9 8] M ALIRIEH B3,

T AL ZIELE.

The CPS of CA's global certification system shall specify a reasonable certificate
application processing time. The CA or an authorized RA shall process the certificate
application within the time specified by the CPS, whether approved or rejected.

4.31EBF & Certificate Issuance
431 IEBF X FEMAETE FIMERF 1T A RA and
CA Actions During Certificate Issuance

R CA MIEBELX AR CAYMERENN T EARERIBATERES, £IR
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Certificate issuance by the Root CA Certificate shall require a trusted person
authorized by the CA to deliberately issue a direct command in order for the Root CA
Certificate to perform a certificate signing operation.

HFITFIERMNERIES, CAYMMRARNTRAILELHIBEERINE

L HRZRRFTIEBRIBAER, FBITRE RA RERBZERIEBRIIBEREE CA
MILBELXRG. RAXHMIERELBRELSFEIMNEHNEN LI SEL
REER, FRERIFREEI LR CA YT,

During the issuance process of the subscriber certificate, the entry clerk of the CA is
responsible for entering the information submitted by the applicant, and the reviewer
is responsible for the approval of the application, and the request for certificate is sent
to the CA certificate issuance system by operating the RA system. The certificate
issuance request information issued by the RA requires the identity authentication and
information security measures of the RA, and ensures that the request is sent to the
right CA.

CAVMERBIEBERIEKRE, HUNHEBERIEROERME, EHOEES

RiEzE, BERIER. T SSL&KRE|[IEBMEXR, EHRIFESCT HiEz

B FIERHT linting TREUHEEGHEREEMAIER, MUBHLEEX

% [ Baseline Requirements ZRAIEH . IEBAFRBRE B FIMERS VI
RAZTEIERHE TIEBRIE.

After obtaining the certificate issuance request, the CA shall determine its validity,
and issue the certificate after approving the application. For the issue of SSL Global
Server Certificate, before applying for SCT data, the CA performs pre-issuance
linting tools. If an error or warning is found, the issuance is held up for manual review
to prevent the issuance of certificates that violate Baseline Requirements. The
issuance of the certificate means that the CA has approved the certificate application
completely and formally.

432 BFINMERRS Y MFLEMYLAEXTTT 7 Y18 £ Notifications

to the Subscriber by the CA of Issuance of Certificate

CA AISBILEMINA EFMEBT] PIEBHELERMABIEBH I,
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o

The CA shall inform the subscriber through the face-to-face, e-mail, network
download, or other means that the CA considers safe and feasible through the RA of
the issuance of the subscriber certificate and the way to obtain.

4 ANF F 5% Certificate Acceptance

441 ¥y R 3 2 F B 89 17 8 Conduct Constituting Certificate

Acceptance

ERERTNE TTHABE CAVMEBEN T RNREGER, EITFREM
TER—MTAE, CANMIAATTFEZTIES:

1) TR TEERE TIES;

2) RN CANMEITFMNATT, REITTATHIES, FEIERBERETH
RIELBVT P,

3) AR CANMEIERRBUBAEZESIT AR, EAEMRERITFRKRT
LIS
After the certificate is issued, the subscriber obtains the certificate through the method

announced by the CA. After the subscriber has any of the following actions, the CA
considers that the subscriber has accepted the certificate:

1) The subscriber has downloaded or installed the certificate;

2) The CA, with the permission of the subscriber, downloads the certificate in place of
the subscriber and sends the certificate to the subscriber by email;

3) After the CA sends the certificate acquisition notice to the subscriber, the
subscriber does not refuse within the agreed time.
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4472 B FINIUE AR &5 AL 48 3T UE B 89 & 77 Publication of the

Certificate By the CA

EEHKREB[BIERELZH, CAYVIMHIRIE Google B CT KBS
(https://github.com/chromium/ct-policy) , BFUEBRIZEARDT 3 PMEIEH
CTBRS= . CAYIMAZRIETRE, BIEBRAVTFUMEBNESR.
Prior to the issuance of a Global Server Certificate, the CA submitted the
pre-certificate to no less than three qualified CT servers based on Google's CT policy

(https://github.com/chromium/ct-policy). After issuing the certificate, the CA sends
the certificate to the subscriber as the publication of the certificate.

443 8 FINIE R 55 M4 X H fih 21K A9 18 25 Notification of

Certificate Issuance By the CA to Other Entities

CAUIAN HbSLA#ITRE, HMSMERTNAFESELBITENR.

The CA does not notify other entities, and other entities can make their own queries
on the repository.

4 5% 5AXSFNIE B AY{FE F Key Pair and Certificate Usage

A517] P FA$8 A0 1E B B9 {5 A Subscriber Private Key and

Certificate Usage

TRERZ TIERRIEHES T CAYVMAELMIERE, HWAHELRE

ol

BF5 CAHE. MRETTH KA T XSS HIFRK

The actions of submitting a certificate application and accepting the certificate issued
by the CA shall be deemed the subscriber has agreed to abide by the terms and rights
of the CA and the relying party.

TR REEERIER. A CP URITAIUEER N BSEE N FAA AT
EH, FEAERIIHSEBHEZE, 1TALIFEERIZIEBY NS
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The subscriber shall only use the private key and certificate within the application
scope specified by applicable law, this CP, and subscriber agreement, and stop using
the private key corresponding to the certificate after the certificate expires or is
revoked.

T SSU/TLS IEH, 1T FHE TEMNSRIER AU B T /Y A 8 X K28

AR5 aR P EREIE .

For SSL/TLS certificates, the subscriber has the responsibility and obligation to
ensure that the certificate is only deployed on the server corresponding to the Subject
Alternative Name listed in the certificate.

452 K% 73/~ $A F11E B B 55 A Relying Party Public Key and

Certificate Usage

KT RAREAS SN B RARE LS, FESIEBERE - (nE
HRARYTRE) . BT RENTNIEBTARE, JUBEEENTNIERT
BNTNEN, ABETRAARIENTEFTERNESME. ARIIBTERNES
PERS, RETRCEFRAME R E RN EIREAR .

The relying party shall only rely on the certificate within the appropriate application
scope and be consistent with the certificate requirements (such as key usage
extensions, etc.). After the relying party obtains the certificate and public key of the
other party, it can check the identity of the other party by checking the certificate, and
verify the authenticity of its electronic signature through the public key. When
verifying the authenticity of an electronic signature, the relying party should know
exactly the data being signed.

WE T BB BAERE, G
a) A CAYIMMIERRIEIEBFHIESR, BINZIEB KT FTEE CA
M LR, FEIEBHINTIEHEN.
b) BBIFBHENE, FIMZEBEBIHIZA,
c) BiZ &1 CRL 5] OCSP, HIMZIEFEBHIEH.
The relying party should verify the validity of the certificate, including:
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a) Verify the signature in the certificate using the certificate of the CA, confirm that
the certificate is issued by the CA that the relying party trusts, and the content of the
certificate has not been tampered with.

b) Verify the validity of the certificate and confirm that the certificate is valid.
c¢) Confirm that the certificate has not been revoked by querying the CRL or OCSP.

AWIEETERN, RN ARMNETABECHKER . ELABBIRE
2, HENZEREEEIHARERRTHERNEIE.

When verifying an electronic signature, the relying party should know exactly what
data has been signed. In the public key cryptography standard, the standard signature
information format is used to accurately represent the signed data.

4 67F H E ¥ Certificate Renewal

=2 Circumstance for Certificate Renewal

IEBEFIEERNTIERLPIT AN AR EMEFERNERLT, AITAE
=L . A CANIMHEEFIT AT E BB BAEHRRS, FLACPE

4775,

The Certificate renewal refers to the issuance of a new certificate to a subscriber
without changing the subscriber's public key or any other information in the
certificate. The CA recommends subscribers to use the certificate re-key service
preferentially. For details, see Section 4.7 of this CP.

TIPEEIEBRERR) 30 R#TIEREH ., EPIEHE, 1TRAXLNEHFHIE
Hr+H .

Subscribers are required to renew their certificate 30 days prior to the expiration of
the certificate. After the certificate expires, the subscriber must re-apply for a new
certificate.

CAMAMIZFFA SSL EFRARFS /LB . WEBILBRAIEBEFRRS.

The CA supports certificate renewal services for SSL Global Server Certificates and
Timestamp Certificates.

4.6.2 1EKIEBEFTAIEKR Who May Request Renewal

BRI BEFHOTEHEBITA.
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Certificate subscribers may request renewal.

463 B F ¥ 15 K B9 4 I8 Processing Certificate Renewal

Requests

IEBEMFRNLEIESEFBRIE. £5]. EXIEH. NHIBHRIE
ERIETUTIATTE:

1 ITRPNRIEBHFEFEBEAR CAYMER;

2. IEBEFIERAETFTHRA;

3. ETERIMEEHTENER,

4. #& CAHIMEIRIEZA CP 58 3.2 TR B RIEIESIE BRI AT B R
AKCP%H 632 THAENUKIIPNERRTNHBZEERLKEZ L, N
CAH A aT E IZEIRSOEAX M, MITFA SH#HTIRA S5 L5,

The processing of certificate renewal requests includes application verification,
authentication, and certificate issuance. The verification and authentication of the
application must be based on the following aspects:

1. The original certificate of the subscriber exists, and it was issued by the CA;
2. The certificate renewal request is within the license period;
3. Identity authentication is based on the original registration information

4. If the time of obtaining data or certification by the CA in accordance with Section
3.2 of this CP does not exceed the maximum validity period of such certificate as
specified in Section 6.3.2 of this CP and the information has not changed, the CA may
reuse the data or supporting documents to identify and authenticate the identity of the
subscriber.

M FBIE R L 5Bt fE CA ¥ A T ES AIER.

After the above verification and authentication are passed, the CA can approve the
issuance of the certificate.

AIEBEHN, TATMUARENRANEMERETER, CAYBKER
XAANERMAH. EFERRESNAAGERETERM. SEEME—1
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EREcanZ k-l

When the certificate is renewed, the subscriber can sign the renewal request with the
original private key, and the CA will verify and authenticate the correctness, legality
and uniqueness of the user's signature and the public key and the user information
contained in the renewal request.

VP PUEEIZIRA CP 5 3.2 T BRATIL B EIMHIBIRIE, EWR

R ESMIERAMEL CAHIMEAETER TEB oG X AR IE B R iIRHL R T R1E
AP EH AN EFILEFER.

The subscriber may also choose to perform the certificate renewal application
operation in accordance with the requirements of Section 3.2 of this CP, and re-submit
the identity certification materials. The CA may, in any case, use the authentication
method of the initial certificate application as the authentication processing method

when the certificate is renewed.

4.6.4 MAHTIE B X1T P HY1B & Notification of New Certificate
Issuance To Subscriber
B CP % 4327,
The same as Section 4.3.2 of this CP.

4.6.5 M pY 3 EHIE B AYFT 4 Conduct Constituting Acceptance

of A Renewal Certificate

EACPE 4417,
The same as Section 4.4.1 of this CP.
46.6 BB FINIERRF ML A8 3 5 #7iE B 89 & 75 Publication of the
Renewal Certificate By the CA
EA CPE 44275,
The same as Section 4.4.2 of this CP.
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4.6.7 B, FINIEBR 55 ¥ 48 X H fib 24K B9 18 & Notification of

Certificate Issuance By the CA to Other Entities

EA CPEE 44375,
The same as Section 4.4.3 of this CP.
4 7T1UE P& EHE H Certificate Re-key

AT1UEE® S Circumstance for Certificate Re-key

IEBBARMEIRIT A ENRERAFRBAFRPAELMES, CAYIIGIER
HHEBERAES, BHLIE R,

The certificate re-key means that the subscriber generates a new key and requests to
issue a new certificate for the new public key. When the CA provides the certificate
renewal, the key must be renewed at the same time.

& CAHIMIRIEAR CP 5 3.2 TisERIFIK S AV EIRSIE B S AY AT 8] A8
WA CP % 632 THAENLRIEBNERBIIRZEERRELK, M C
MM UERAXEWRFERIENES. ki, (TRERIBIEBRARHNLHES

RAIEBHRIBEABEME, RZBENIRFRIE BB ESRNE, WIS
S TR ESE, UEXARIEBNEMANEBZAETERETERUE
CA HABIEIE

If the time of obtaining data or certification documents by CA from the source
specified in Section 3.2 of this CP does not exceed the maximum validity period of
such certificate as specified in Section 6.3.2 of this CP and the information has not
changed, the CA may reuse these previous validations. In this case, the subscriber
does not need to submit the required materials for the certificate application again
when applying for the certificate re-key. The subscriber shall only submit the
corresponding information for assisting in identifying the original certificate, such as
the certificate serial number, the subscriber's DN, etc., and sign the certificate re-key
request using the private key corresponding to the original certificate for CA's
verification.

IEB AR ERAEERNT:
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a) HiTFIEBRVEEIERY

b) HiTFILBAFHMEEMBHILBAS;
) HITFIESKEMBRHIL B R AR R 2/,
d) HETRESEBAEHMNBEL.

The specific circumstances for certificate re-key are as follows:
a) when the subscriber certificate is about to expire;

b) when the subscriber certificate private key is compromised and the certificate is
revoked;

c¢) when the subscriber confirms or suspects that its certificate key is unsafe;

d) other circumstances that may result in a re-key.
CA MM F5 4 SSL RS AR BRAEBRAEIIRS

The CA supports the provision of certificate re-key services for SSL Global Server
Certificates.

4.7.2 15 KIUE B ZEAE HAISLK Who May Request Certification of
a new public key
ERIEBEAEHNIELAAIERITF.
Certificate subscriber may request certificate re-key.

A73 EBZEEEFEHIF KA IR Processing Certificate Re-keying

Requests

B CP % 3.3 3%,

The same as Section 3.3 of this CP.
A7.4 MAHIE B X1T P HY1B & Notification of New Certificate

Issuance to Subscriber

B4 CPE 43275,
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The same as Section 4.3.2 of this CP.

ATS M IE S Z A F #iF B 89 17 & Conduct Constituting

Acceptance of A Re-keyed Certificate

BACP%E 4417,

The same as Section 4.4.1 of this CP.

4.7.6 BFINERRS YN 258 EHE P AY & 5 Publication of the

Re-keyed Certificate By the CA

A CP % 442 75,
The same as Section 4.4.2 of this CP.
4.7.7 B FINE AR 5 149 XF H fth SC K B9 18 & Notification of
Certificate Issuance By the CA to Other Entities
[EA CP £ 44375,

The same as Section 4.4.3 of this CP.
4.81F B2 F Certificate Modification

4.8.1 IFH T FE ST Circumstance for Certificate Modification

T PREASEIMME R R ERE, HAE CAYMMREIEREE, IEPEE
AERIBHIE B RIGATHBARE. FMH—2.
If the registration information provided by the subscriber changes, a certificate

modification must be submitted to the CA. The procedures and conditions required
for the certificate modification application are the same as the certificate application.
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48215 K WF B T & 1Y 3£ £ Who May Request Certificate

Modification

ERE BTN DEBITA.

Certificate subscriber may request certificate modification.

483 UFE P T F 15 Kk 19 4 I Processing Certificate Modification
Requests
IEPEFRBYPRRIFIEBAEMS RATAIE.

The certificate modification is processed according to the registration procedures of
the initial certificate application.

4.8.4 WA FHIEBE XN 1T P BY18 2 Notification of New Certificate

Issuance to Subscriber

B CP % 432 %,
The same as Section 4.3.2 of this CP.

4.85 MRIESZ T EIEE 174 Conduct Constituting Acceptance

of Modified Certificate

EACPE 4417,
The same as Section 4.4.1 of this CP.

4.8.6 B FINIE R #1483 % 5 U F A9 & 7 Publication of the

Modified Certificate By the CA

EA CPE 4427,
The same as Section 4.4.2 of this CP.
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4.8.7 B FINIE R 55 ¥ 48 X H fib 24K B9 18 & Notification of

Certificate Issuance by the CA to Other Entities

BA CP & 4437,
The same as Section 4.4.3 of this CP.
4 9F B FOFEAS Certificate Revocation and Suspension

491 IEBHE IS Circumstances for Revocation

49.1.1 #EE1T A IEBAEYERE Reasons for Revoking A Subscriber
Certificate

WMRHBI TR —FHZMEBER, CAVIMRTE 24 /N REEIZIT AIE

1L TR BEE R RIERESIE S,

2. ITRINABIRIERIBERREFEN, BERREEMBENTH,

3. CAYMAEIEEIE, SITAIEBRANAAXNNNMASHE

4. CAHSFKAE LI T 2 RIEFIT A RFMBE A X, ZAXTET A
RAESFHWITEHITFRAE, BIEERRTF Baseline Requirements 28
6.1.1.305)PHREMNTT X,

5. CAMMIRFIESE, EBFAEEMEED IP it (EHREIEE R F
Bl

6. CAMMUEEBMS NEMATRNEBMEFARBITAABEEERESH
B8 F Rt A9 1B 5

The CA shall revoke the subscriber's certificate within 24 hours if one or more of the
following occurs:
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1. The subscriber requests in writing that the CA revoke the certificate;

2. The subscriber notifies the CA that the original certificate request was not
authorized and does not retroactively grant authorization;

3. The CA obtains evidence that the subscriber’s private key corresponding to the
public key in the certificate suffered a key compromise;
4. The CA is made aware of a demonstrated or proven method that can easily compute

the Subscriber’s Private Key based on the Public Key in the Certificate, including but
not limited to those identified in Section 6.1.1.3(5) of Baseline Requirements;

5. The CA obtains evidence that the validation of domain authorization or control for
any Fully- Qualified Domain Name or IP address in the Certificate should not be

relied upon,;

6. The CA receives notice or otherwise becomes aware of any circumstance indicating
that use of the email address in the certificate is no longer legally permitted.

MEHTFEA—F ZFER, CAVMETE 24 /NI ZABEIES, B
WIFE 5 RZ AHERIES:
1. IEBARBEHF4E Mozilla Root Store Policy 5 CA/Browser £ 1% Baseline
Requirements F158 6.1.5 #1 6.1.6 T AYEK;
2. CAHMMER T IEBHh AL,

3. CAHUMEZRAT] P ARETIT A ERFRPRAEN —MBZHER X

4. CAMMZRFEER EARFBIATIZIT FIER A FOQDN = IP Hhiit. 4n,
ERT SR R E SRR AEE A BB EMASHIEA
Z B A9BSR S AR SN B £ IE S B A R RS THI B 5,

5. CAYUEIRAIT P MBRMEPERATRIEEIEM AN TRIEE,

6. CAHMBRMIEBFEENESRETERETL,

7. CANMZRANTT Pk B 8Y3E & K& 1E Baseline Requirements 5§ CA #1194
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@ XYM, S E A 72 BRI £R 2UF 5 505
fH CP/CPS BRI K;

8. CAHMBESRATT FIEBHEE T FERIHERNES,

9. CA Hl#44Kk#E Baseline Requirements MK B BIANFI 3. BRI
221F, BRAFH4RE4ER CRL/OCSP E 8,

10. H I CA H44 CP/CPS ERBHIE B AIE

11. CAHIMRFE LI T EF IR A RAAMEETTE, SiE R AMIEER
BT AR BT A FEGRRE,

12. 4 CAHIME R E L 8 FINERS, BRRHHAM CA MM HEE
B ARSI B 931,

B ATPHEIINETE=ZTHEMERKRE,. FREENMNREEF, I CA
VA EER NIEEVMEILETTFEEME A RRS,

14. CAYIMBITIEBRS FREHXSE, TTRBREN,

15 7% . FTBUEMMENHMIER .

The CA should revoke the certificate within 24 hours and must revoke the certificate
within 5 days if one or more of the following occurs:

1. The certificate no longer complies with the requirements of Mozilla Root Store
Policy or Sections 6.1.5 and 6.1.6 of the Baseline Requirements of the CA/Browser
Forum;

2. The CA obtains evidence that the certificate was misused;

3. The CA is made aware that a subscriber has violated one or more of its material
obligations under the subscriber agreement or terms of use;

4. The CA is made aware of any circumstance indicating that use of a Fully-Qualified
Domain Name or IP address in the Certificate is no longer legally permitted (e.g. a

court or arbitrator has revoked a Domain Name Registrant’s right to use the Domain

Name, a relevant licensing or services agreement between the Domain Name
Registrant and the Applicant has terminated, or the Domain Name Registrant has
failed to renew the Domain Name);
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5. The CA is made aware that a wildcard certificate has been used to authenticate a
fraudulently misleading subordinate Fully-Qualified domain name;

6. The CA is made aware of a material change in the information contained in the
certificate;

7. The CA is made aware that the certificate was not issued in accordance with these
Baseline Requirements or the CA 's Certificate Policy or Certification Practice
Statement;

8. The CA determines or is made aware that any of the information appearing in the
certificate is inaccurate;

9. The CA's right to issue certificates under Baseline Requirements expires or is
revoked or terminated, unless the CA has made arrangements to continue maintaining
the CRL/OCSP Repository;

10. Revocation is required by the CA’s Certificate Policy and/or Certification Practice
Statement;

11. The CA is made aware of a demonstrated or proven method that exposes the
Subscriber’s Private Key to compromise or if there is clear evidence that the specific
method used to generate the Private Key was flawed;

12. The CA ceases operations for any reasons and has not made arrangements for
another CA to provide revocation support for the certificate;

13. Subscribers are included in the blacklist of any third-party phishing website
alliance, credit regulator, or the regulatory body of the country where the CA is
located prohibits conducting services at the place where the subscriber operates;

14. After the CA fulfills the obligation of urging certificate service fee, the subscriber
still fails to pay;

15. Other circumstances as stipulated by laws and administrative regulations.

49.1.2 HEEF LR CA UEBHIJEE Reasons for Revoking A Subordinate
CA Certificate
MREIMTINE AT S MIER, CAYEE 7 RARERER CAIEH:
1. CAHMINBEEXHBERERSR CAIES,
2. CAHMIIAN R CAIEBIBERRERN, BAREEBWPRNITA

3. CAYIMBIHEIERASIER TN AAXNNNPR CA WRMASTHE, A
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B ¥4 Baseline Requirements £ 6.1.5 #1 6.1.6 TTHIEK;
4. CAMAMHIEHRIE BBIE BHK
5. CAHUMIREMNEBHIHE & R BTE Baseline Requirements 3 CAHAEK 689
CP/CPS FYTEXEK;
6. CAVMHE TIERHELFAERIEFTRSMENEL,
7. CANME % CA AEAREFEILEE, HARTHEM CA HAGIR A
HIEB AR,
8. CA H#34k#E Baseline Requirements A& I B AIANF BIHA . #BES I
ik, BRT ELHRGR SR CRL/OCSP (52 EZ S,
9. MHIL CAHIH CP/CPS EXRHMFHIEBHIIER
The CA shall revoke a subordinate CA certificate within 7 days if one or more of the
following occurs:

1. The Subordinate CA requests revocation in writing;

2. The Subordinate CA notifies the Issuing CA that the original certificate request was
not authorized and does not retroactively grant authorization;

3. The CA obtains evidence that the subordinate CA’s private key corresponding to the

Public Key in the Certificate suffered a Key Compromise or no longer complies with
the requirements of Sections 6.1.5 and 6.1.6 of Baseline Requirements;

4. The CA obtains evidence that the certificate was misused;

5. The CA is made aware that the Certificate was not issued in accordance with or that
Subordinate CA has not complied with the Baseline Requirements or the applicable
Certificate Policy or Certification Practice Statement;

6. The CA determines that any of the information appearing in the certificate is
inaccurate or misleading;

7. The CA or subordinate CA ceases operations for any reason and has not made
arrangements for another CA to provide revocation support for the certificate;

8. The CA's or subordinate CA 's right to issue certificates under Baseline

Requirements expires or is revoked or terminated, unless the CA has made
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arrangements to continue maintaining the CRL/OCSP repository;

9. Revocation is required by the CA’s Certificate Policy and/or Certification Practice

Statement.

4.9.2 7&K IE BHEEEAISE{E Who Can Request Revocation

REFEARER, TTA. CAHE, SEMVM T UL ERIFIEBEIEK.,

Depending on the circumstances, the subscriber, CA, or the RA can initiate
revocation.

tesh, TTP L RETT . BB s AN E 3 = 7T TR LB B iRk &
HH CA M BRIFTRHIE PN EERE
In addition, subscribers, relying parties, application software suppliers and other third

parties may submit certificate problem reports informing the CA of reasonable cause
to revoke the certificate.

4.9.3 #5H15 K 1972 Procedure for Revocation Request

4.9.31 3T P XML #$EH1E A Subscriber Makes An Application for
Revocation on One’s Own Initiative

1. BRI ERIEA 5 CANME A H MR X GE B Hs R iER),
Hox IR R A,

2. CAHUMSIF A MAAARIEA CP & 3.4 $5 TR IMIT 12 3 ORI
BERFEFTER, MBI WA TTHE TR,

3. CAHUMHITHISSIRIE, TTAIE BT, MG RITRIE, BHS
FRBAT AT B RSO, BEREFLINTA, ALE
FIRER T, CA MRS I BT M T A &

4. CAHMIRAE 7X24 /N EE BB RIERS, ITATBIU TR RE
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BsE:

(1) &RHB{EZE: sslservice@bjca.org.cn; B
(2) ZkH: +86 -4009197888.
# SSLIERIT Fidid ACME APHRATIE BRSHIER, CA VAR &I IS
BEHEBBEERNEFEREHRNHTER, WEIERE N# TR
I,

1.The applicant for the certificate revocation submits the Certificate Revocation
Application Form to the CA or the authorized RA and indicates the reason for
revocation;

2.The CA or the authorized RA shall authenticate the revocation request submitted by
the subscriber in accordance with the requirements of Section 3.4 of this CP and
perform revocation operation if the request passes the authentication;

3.After the CA performs the revocation operation, and the subscriber's certificate is
revoked, the RA shall notify the subscriber of certificate revocation and reasons for
the revocation via telephone or email; in the case of failing to contact with the
subscriber, the CA will announce the revoked certificate through the website if
necessary;

4.The CA provides a 7X24 hours service for certificate revocation application, and
subscribers can apply for revocation through the following ways:

(1) Send email to: sslservice@bjca.org.cn; or
(2) Call: +86 -4009197888.

If an SSL certificate subscriber submits a certificate revocation request through
ACME API, the CA will authenticate it by verifying domain control rights, digital
signatures of certificate revocation requests, and other methods; If the authentication

1s successful, it will be revoked.

CA HAMIE| RIFfE 24 /N AL IRHSEERIE

The CA shall process the revocation request within 24 hours of receiving the
application.

4.9.3.2 1T P#E 5 HI3ESIER A Subscriber is Forced to Revoke A

Certificate
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1 HCANMERDNEHFBEHIACP F 4911 THRSEITAIES

BERFIBIEM B, CAYAGK R WEB R R IF I IE T,

2. TEIEPBHHEE, CAVMEBTESMNAR, BFMHRF. BIFE, BAR
LITPIEREWBIE R BRI NIER, HRERZITIH, EXRNE
BT, CANUISTEEEAIE BRHBIE Mo,

3. CAMUMGIRME 7X24 /B B9IE H o) R 5 MALIERIE,

4. BRBTTMEENAE . AR ERER. BRSVMEE=TXINES
OREFE LA, EPREA. AR MREE L IR IE BB T
BRBERE, TRABISNTARET @RS

(1) ZHREZE: sslservice@bjca.org.cn; B
(2) ZkH: +86 -4009197888.

1. When the CA has sufficient reason to believe that situations that will cause the
enforced revocation of subscriber certificates in Section 4.9.1.1 of this CP occur, the
CA will apply for the revocation of the certificate through the internal process;

2. After the certificate is revoked, and the CA will notify the subscriber of certificate
revocation and the revocation reason through appropriate means, including email,
telephone, etc. In the case of failing to contact with the subscriber, the CA will
announce the revoked certificate through the website if necessary;

3. The CA provides a 7X24 hours certificate problem report and processing flow;

4. When a relying party such as a judicial organization, application software provider,
anti-virus agency, etc., finds that the certificate may have problems, such as certificate
misuse, the occurrence or suspected occurrence of private key disclosure, certificate is
used for suspicious code signature, etc., a timely problem report can be done in the
following ways:

(1) Send email to: sslservice@bjca.org.cn; or
(2) Call: +86 -4009197888.

CAHMBIREIRE R, & 24 /N ANZIEBEEREABTHITAE, FET

U THRAERRE S RBIBIES:
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(1) FriR& B BmAy MR

(2) AARZIEIRRAY IR BN

(3) [B)BIRE IR IFAYSLAR;

(4) TTPXIAR CAH4 CP/CPS R P FAE X ASERYETEE R,
(5) IATEBENAEYE.

After receiving the report, the CA shall investigate the content of the certificate report
within 24 hours and decide whether to revoke the certificate based on the following
criteria:

(1) The nature of the reported problem;
(2) the occurrence number and frequency of the problem,;
(3) The entity of the problem report or complaint;

(4) The subscriber's compliance with the relevant specifications of the CA/CPS and
subscriber agreement of the CA;

(5) The compliance with current laws and regulations.

4.9.4 #5515 K TR Hf Revocation Request Grace Period

MR EIAAMEFEM, BEEIE RSN LI BB B M FEHREE 8 /NI A
fel . HAEEEIRE AHEEEIE KA 48 /NIT TR H
In the event of a private key disclosure, etc., the revocation request must be filed

within 8 hours of the discovery of a disclosure or a suspected disclosure. Revocation
requests for other reasons must be filed within 48 hours.

4.9.5 BFINERRS A4 IR BIH 15 5K AY AT PR Time within which

CA Must Process the Revocation Request

CA MR HIEIE KGR LRI IR, HESIUE B a8k &S BHEGEEKR

AXRMFELHER . CAYMLIERSHIERNEL KD 24 /N,

The CA shall process the request immediately after receiving the request for
revocation, and investigate the facts and circumstances related to the certificate
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problem report or the certificate revocation request. The cycle of revocation request
processing for a CA is 24 hours.

A9G MK ¥ 7 16 B UE B L §H 89 E 3k Revocation Checking

Requirement for Relying Parties

CAMIEEELA—K CRL, R &MEY CRL A ME H KR FSRIEEMME,
HIEREEZR TH.

The CA shall issue a CRL every 24 hours and publish the latest CRL to the location
specified by the directory server for the requester's query and download.

CRL HUZ5H4N T

a) HRZA=(version)

b) &2 E EFRIRFF(signature)

) A E BFR(issure)

d) ZAKE#Hi(this update)

e) T RE#H(next update)

f) FFIEB ]S /#5E B #(user certificate/revocation date)
0) EZ & K(signature algorithm)

h) % &(signature value)

The structure of the CRL is as follows:

a) version number (version)

b) signature algorithm identifier (signature)

¢) issuer name (issure)

d) update for this time (this update)

e) update for next time (next update)

f) user certificate serial number / revocation date (user certificate / revocation date)
g) signature algorithm (signature algorithm)
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h) signature (signature value)

HEEMEAIEBE, KBTI T AT ez — TR RBUE B A

a) CRL &8 # LB F4RI2A CRL HiiE, 833 CRL {5 B EZEIEFF T2k CRL
B, #TIERRSNRE.

b) TELIEHIRZSZEIE(OCSP): CA #9124 Get 1 Post A7 T\ A9 OCSP
EHRS, TWERKIERE, BRESKIERE.

Before trusting and using a certificate, the relying party must use one of the following
two functions to perform a status query of the dependent certificate:

a) CRL query: use the CRL address identified in the certificate to query and download
the CRL locally through the CRL repository to check the certificate status.

b) Online Certificate Status Protocol (OCSP): The CA provides OCSP query services
in both Get and Post modes. After the query results are signed, they are returned to the
requester.

AR KRBT ERIE CRLATEMHTEN, BREL CAMAHIFE

TR,

Note: The relying party shall verify the reliability and integrity of the CRL and ensure
that it is issued and signed by the CA.

4.9.7 CRL & %3 CRL Issuance Frequency

CA M R A LI SUE B 7T &4 CRL,
The CA can publish CRLs in real time or on a regular basis.

& # CRL HUSRARIBIE BRIEHAE, VI IER—M b 24 /e EHI% % CRL,
FEITF CRLIBRHEAN 3 K. TR CAEB—R AT 12 NBELLH CRL,
FEPRIR CRLABRERA 12 NF . EREFR CAIERE, BE 24 /NHAE
#T CRL,

The frequency of issuing CRLs is determined according to the Certificate Policy. The

subscriber certificate CRLs are generally updated and reissued every 24 hours and are
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valid for 3 days (the value of the nextUpdate field exceeds the value of the thisUpdate
field by 3 days). The subordinate CA certificate CRLs are generally updated and
reissued every 12 months and are valid for 12 months (the value of the nextUpdate
field exceeds the value of the thisUpdate field by 12 months). After the subordinate
CA certificate is revoked, the CRL will be updated within 24 hours.

4.9.8 CRL &% B9 K /5 BF 8] Maximum Latency for CRLs

CRL & &G E T8 4 24 /NB o
The maximum latency for CRL release is 24 hours.
499 FEL&IRZSE YT A M Online Revocation/Status Checking

Availability

CA #LA81E1T P AR T IR A LIE RS EW|IRS (OCSP) , OCSP MR

#45 RFC6960 PUER, B35 B AT BHSHIRZS 49 CA HLABFN OCSP MRz 383

The CA provides the Online Certificate Status Protocol (OCSP) service to subscribers
and relying parties. The OCSP response complies with RFC 6960 and will be signed
by the CA and OCSP responders that verify their certificate revocation status.

OCSP i 7 =5 M E B IEBIRS=r VLB S EATERSHIER AR —
CAZXR, FHBE RFC6960 AT E X HIZERL A id-pkix-ocsp-nocheck AYH REIN,
The certificate of signing certificate server used by the OCSP responder is issued by

the same CA as the certificate being queried, and contains an extension of type
id-pkix-ocsp-nocheck defined by RFC 6960.

4910 £ %4 K 75 & 18 & 3k On-line Revocation Checking
Requirements

CA #A91R{# Get 0 Post P77 TUAY OCSP AR S -
The CA provides OCSP query services in both Get and Post methods.

MFITAIUER, CAMEDE 4 REH—XK OCSP {52, OCSP Rz A&
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WKHBHAN 10 XK. ITELBIBAIES, ZRIEH OCSP.,

For the status of subscriber certificates, the CA shall update information provided via
the OCSP at least every four days. OCSP responses must have a maximum expiration
time of 10 days. For certificates that have been revoked, update the OCSP
immediately.

SFHR CAIER, CAHMEDE 12 MBEH—K OCSP FE. HHHEK

CAFBIE 24 /INAREH,

For the status of subordinate CA certificates, the CA shall update information
provided via the OCSP at least every 12 months and within 24 hours after revoking a
subordinate CA certificate.

HWEARERNEBNELIEBIRSEGIBER, OCSP AR E"good Ik

AN

78N 0

If the OCSP responder receives a request for status of a certificate that has not been
issued, then the responder shall not respond with a “good” status.

4911 #HE 1= B H# % % £ X Other Forms of Revocation

Advertisements Available

IEBHEHE 2T INEIT CRLEZE OCSP R3S . CA HIMRIZHIE BB
SEMNHEMERHER.

Certificate revocation information can be obtained through CRL or OCSP services.
The CA does not provide other forms of certificate revocation information.

4912 ZEAME 4 HIZE K Special Requirements Related to Key

Compromise

BRA CP 2 491 T ENBRSN, HITPRIAIAERMIERIEHAEZH

SZERMER, NERAE CA VAR EIEBHEIEK.

Except as provided in Section 4.9.1 of this CP, when a subscriber discovers or has
sufficient evidence to prove that its key has been compromised, it shall voluntarily
and timely submit a request for certificate revocation to the CA.
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CA #4989 CPS IR BAFRIE E & 77 ] X FSRIL RS BR RO 7T 0%

The CA’s CPS must clearly specify the methods that parties may use to demonstrate
private key compromise.

4.9.13 JEBHEL Y5 Circumstances for Suspension

AEH,

Not applicable.

4.9.14 1FKIUEBIERAISEIR Who Can Request Suspension

AEH,
Not applicable.

4.9.15 HHRIFKR B A FE Procedure for Suspension Request

REH.
Not applicable.

4.9.16 1EEIHEAFRPRHI Limits on Suspension Period

AEH,
Not applicable.
410 EFIRTSPRE Certificate Status Services

4.10.1 #{E4H{E Operational Characteristics

IEPARZSTT BT CA HIM3R A9 CRL. OCSP fRE5&E1H.
The status of the certificate can be queried through the CRL and OCSP services
provided by the CA.

T HREEANES, CAHMARHBREAE CRL PEIRSHIC R

For a certificate that has been revoked, the CA does not delete its revocation record in
the CRL.
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The CA does not delete the revocation record in the OCSP server.

4.10.2 BR%T] A Service Availability

CA VISRt 7X24 /NI EIEPIRSE|RS, T80 A {8 A8 10 #.
RIEEMBATFIER T, 1TFAREBENRGIERREEERS.
The CA provides a 7X24 hours certificate status query service with a query response

time of no more than 10 seconds. That means, the subscriber can obtain the certificate
status query service in real time when the network allows.

4.10.3 TOJiE4F{E Optional Features

RIFBERENER, EBEREIMNHEXRTEARE, CA YT DURHBRARS,
SHEEMNIEBHEAIER, CA VMK BRIZIBRSHIERE .

According to the requester's requirement, after the requester pays the relevant fee, the
CA can provide the notification service. When the designated certificate is revoked,
the CA will notify the requester of the service.

411 1TME%Z55R End of Subscription
VTSRS PAEARSOEBREE, ZIEBNRSHEER.

The end of subscription means that the service time of the certificate ends when the
certificate expires or the certificate is revoked.

TTEREE U T ARARER:

a) IEBAEBER, 1TAABERIEBEAPREAFERNRBILERN, 17
P IX& T,

b) IEBHBHAR, IEBHEAEGE, BIITHER,

The end of subscription includes the following two situations:

a) When the validity of the certificate expires, and the subscriber no longer extends
the period of use of the certificate or no longer re-applies the certificate, the
subscriber can terminate the subscription;
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b) After the certificate is revoked within the validity period of the certificate, the
subscription is terminated.

412 FEAFTEEMRE Key Escrow and Recovery

4121 AL E MR E BUR K& 174 Key Escrow and Recovery

Policy and Practices

RCATMEERINEER TR AITLENRE N F . AT RIEOTFEZEZRANS
EMME—, BIOTFEBCENERAFHTEDR, ARPAEZKEHITRE.
This CA's global certification system does not provide key escrow and recovery
services. In order to ensure the security and uniqueness of the subscriber's signature

private key, it is recommended that the subscriber generates a key and makes backup
so as to recover it if the key is lost.

4122 STEBRANHTESWKE K E 5174 Session Key

Encapsulation and Recovery Policy and Practices

AEH,
Not applicable.
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5. INENI 1R 5E. BIEMBEEFZH Certification Authority

Management Operational, and Physical Controls

5.1%38 3= % Physical Controls

5.1.1 A E 574 Site Location and Construction

CAHLERITHEE X EX D AR NER, HAKE,

The functional area of the CA's computer rooms is divided into six layers and four
areas.

APERBIFEDBZ: ANAC DA B B3EDO. FRUE. ®RE
HAE.

The six layers from the outside to the inside are: entrance, office area, sensitive, data
center, shielded room, security cabinet.

OAMXEFHIEEN AR AR, DMZ X (FFFEX) .« BIEXE
M =X,

The four areas from the outside to the inside are: public arca, DMZ area
(demilitarized area), operation area and security area.

5.1.2 #3858 4= % Physical Access

ATRIEARGNZ S, #EE—MEReENTASTEXR—ENE
H. 7H. BIEFE. CAYIMA CPS AFXI W3R A B 1= H i TIE MM E
In order to ensure the security of the system, certain isolation, control and monitoring

methods shall be adopted for all actions in and out of the physical security layer. The
CA’s CPS shall make detailed regulations on physical access control.

5.1.3 8 /15221 Power and Air Conditioning

NENAEZE. URNERMMERERENTRHAS, DNHRIFEN B
BAOHN. 7% ENEBIEETATERSG. INRSGEFEERETHEE
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The computer room shall have a safe and reliable power supply system and a power
reserve system to ensure a continual power supply. Besides, it shall have a dedicated
air-conditioning system and fresh air system for computer rooms to control the
temperature and humidity of operating facilities.

5.1.4 7K 2Bf3a Water Exposure

MERE T INEARERCNIRK LI, FHeE7E B IR/KEN & A TEE R/
IRIKIPINER SR F2 0,
Computer rooms shall have special technical measures to check water leakage and be

able to minimize the influence of water leakage on the certification system when
water leakage occurs.

5.1.5 KR [FH3F Fire Prevention and Protection

VBN XL ERE, FFHEERNNERFRIERMBG K RNESE, XK
KB PERN T & S HEREERINREE K.
Computer rooms shall adopt preventive measures and formulate relevant programs to

eliminate and prevent fire, and these fire prevention measures shall conform to
security requirements of the local fire management department.

5.1.6 /)7 f# Media Storage

STEN RGN AFERR HE R, e T, k. BHKENZEE
K, FFEE ST AR ROIRIP F R IR LE 33 B R IR AN A B A0 0).

The storage and use of physical medium shall satisfy security requirements on
anti-magnetism, fireproofing, waterproofing, etc., and strict protective measures shall
be taken to prevent unauthorized usage and access to medium.

5.1.7 4438 Waste Disposal
SR FE FRRAR S S TE AN IR 2 BTG A%, 5B TRIRE . BADR &
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FHBURE RN GFEN RERERIIRBEFEFREN A ELEEMGBHERTT

YIIESHER
Shred the files and materials out of use before processing to make the information

unrecoverable. Before the disposal, cryptographic devices shall be initialized first and
then be destroyed physically as per the method provided by the manufacturer.

5.1.8 FH &4y Off-site Backup

CAMUMMEY T Rt iEEm O, ERAETITNRANEFMEREH TR
&

The CA has established an off-site backup center, using the special software to make
an off-site backup for the electronic certification data.

5.2F2 7= | Procedural Controls

5.2.1 T[{= A Trusted Roles

B INERRSHAE  SEMAM . KRBT FAR T SBAMIEB L BHAEE
BRIEAXNIEAR, HIUEAE, LIHTEAREE.
Staff members associated with key and certificate lifecycle management operations in

organizations such as CAs, RAs, and relying parties belong to trusted roles which
must be served by trusted personnel.

fEReNBIE:
1) REEER
AGEEANTOHFIUEBRSERERABNNRGHITHEESE,

TRGHNBE LR, FUREFRESLARSHIEBMTREERIER.

ZEEERX CAROHYIE. ME, RENResENFE. FEIT

22 BEEFIEMNRERE BEEXRULZEEENNTER
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HiITEERES. B, FAREHIRS, REFITRESHTILH

BERAGHNENTRED, ARENTRENEITMRIERTILE,

ZIEERNTEE CA O EPFRXRE, 317 CA P OBANE

B & RE. HRFRIE.

=
&
e
g
e
psii

PV FEERAXNEMYUGIRIERSITEE, FXPEMIAWN SHITE
SN
6) TAWHRANR
FWHEARANRI CA. RA RFZHMEEEERFHITARSNL. W5
E, FFAERITPREIEBMEFHERRALS.
Trusted roles include:

1) System administrator

The system administrator is responsible for daily management of the digital certificate
service system in the system of the unit, performing daily monitoring of the system,
and issuing server certificates and subordinate operator certificates as needed.

2) Security administrator

The security administrator is fully responsible for the security of the physical,
network, and system of the CA center. It also formulates security administration
systems and operational procedures to monitor the implementation of security
administration in each position.

3) Audit administrator

The audit administrator controls, manages and uses the security audit system. The
security audit system is distributed among various subsystems of the certificate
management system and is responsible for the running and operation log records of
each subsystem.

4) Key administrator
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The key administrator is responsible for managing the key-related devices of the CA
center and performing operations such as generating, backing up, restoring, and
destroying keys.

5) Certificate service administrator
The certificate service administrator manages RA's operators and RA's service.

6) Technical professionals

technical professionals develop, optimize, test and verify CA and RA's system and
operation management system, and provide relevant technical support for certificate

deployment for certificate subscribers.

5.2.2 B 1E % 5F E /9 A £ Number of Individuals Required per

Task

CAHMTE T T EMEEREE, NRBESHIRTTRKIE™BES, YT
RIRE, ZEPERMANU LN ERACHRETN. B, XEAMINERENHF
&, BESANUBARTH 3 NHEEN, WERELXRFESEN. BH, =

iz, EABFIULR, FEL2PMAFTEBLSEENTEAR.

The CA has developed a sound management policy for strict control over the
responsibilities of key tasks. Sensitive operations are completed by at least two or
more trusted individuals together. Specifically, the operation of the key and the
encryption device requires three of five trusted individuals to complete together; for
backstage operations of the certificate issuing system, such as to modify, add or delete,
or audit and issue the digital certificate, at least two trusted individuals responsible for
certificate service management are required.

523 BENAE IR S L 5 Identification and Authentication for

Trusted Roles

B CAHUMMNERAR, RRMEBEFENABHTENER . HAVE
BEEMNERTIELORS, HARZFEEAXNEAFZRIENFHTSHL,
CA WA IS Se BT R E T A IR IEfT A

All CA's incumbents are identified according to their roles. Access to the computer
112



@ éﬂ?i)\;/[E BT INIE L 7] R BOAER RAE - SRS

room requires access card and fingerprint identification; entering the system requires
a two-factor verification mechanism for identity authentication. The CA will record
all its operations independently and completely.

524 FEIEFNHH AT Roles Requiring Separation of Duties

ARUERGRE, EREUVEACTBNEN, CAHIMHATIRISBENAE,
BIFEERRTFIEBIYEZIE. (TRESHER. ITRSHERHEH. EH CRL

5% RGTRSHP. CARPEE. Rewits,

In order to ensure system security and follow the principle of separation of trusted
roles, the roles that the CA implement duty separation include, but are not limited to,
certificate service acceptance, subscriber identity authentication, subscriber identity
authentication approval, certificate or CRL issuance, system engineering and
maintenance, CA key management, security audits, etc.

5.3 A 22 Personnel Controls

531 R . KB IiT %k EK Qualifications, Experience and

Clearance Requirements

AR IEHFNIADZEREDN. T REAUEHEHAMERA
BHAR, DIEEN—EMNRRS B CAYSRXNBIMNEZETE LK,
BEGBEREAZEEFEDIAE. CAYMERZLUEACHAREDLAR
FEW. TEHREIENRNE. TEW CAYMETHEERIRIE. TR

IZI

WEKRBIRIDK. THEFILKF.

All employees sign a confidentiality agreement with BJCA. For those who act as
trusted roles or other important roles, they must have certain qualifications or be
trained and assessed by the CA before they get into jobs. The specific requirements
are stipulated in the personnel management system. The CA requires that individuals
acting in a trusted role must at least have loyalty, trustworthiness, and enthusiasm for
work, with no other part-time work that affects the operation of the CA, no major
industry error records, no illegal records, etc.
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5.3.2 =8 & & Background Check Procedures

CAMMER XNBUFERITFIEENMEEIE, X CAYMEEEERTH
TR,
The background check procedures for trusted employees of the CA shall be completed

by the CA cooperating with relevant government departments and investigation
organizations.

PrE BRI EERIMEFEANTEER ML LAREN HitiT
BRIEE.

All current trusted employees and trusted employees who apply for transfer-in shall
agree in writing to accept a background check.

EREEN AN BRNREMEEIBFE

Background check is divided into basic check and comprehensive check.

EXFERENIEZE, RiEE, HE HEXRATHNRS.

The basic check includes check on work experience, career recommendation,
education, and social relations.

EHIFEREFERFEMHINEBIEMNILFILK, HEXENMHERETT
EHAE.,

The comprehensive check includes check on criminal records, social relations and
social security in addition to basic check items.

BEERFER:
1) AZEMI AT NEARNDARET UFIA BREOTHER BH.
ReFHEVIER. HAOEH. REIERSMIEFHEXEIULR.

2) AERITBIERE. FFR. WE. £35. FEANERHAMRINES
MHITEE,

3) AABRI BRI MG EZ. BEUAR, BRERFIANEEE.

2%%, ANSZRIIHBARSIEKAES (UERARER) . REER
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The check procedure includes:

1) The personnel department is responsible for confirming the personal data of the
applicants. The following materials shall be provided: relevant valid proof such as
resume, graduation certificate and degree certificate of highest education,
qualification certificates, ID card, etc.

2) The personnel department identifies the authenticity of the provided materials by
telephone, letter, network, interview, etc.

3) The employing department examines the applicants through on-site assessment,
daily observation, and scenario testing, etc.

4) After the assessment, the personnel department and the employing department
jointly fill out the Trusted Employee Check Form and report to the supervisor for
approval before granting the job.

5.3.3 $Zj)l

B 5K Training Requirements and Procedures

CAHMMIZE AN RIZRERNMMAE ARSI SI1F: PKI A
IR, CP/CPS, ERRIESEFE M. CA/Browser LI ERHT K 1 AY Baseline
Requirements. REEHRESH . KGR FEiT54IP. RERe. AR
HENEITH . CA FILMIEITEIE. CA FILHAIBERE. BERIMER RS
EMEWESE., XAFTEVSSLIEBMEV REBEZMzEAR, il EVIEFHE
R
The CA shall arrange different training for operators based on their positions and
roles. The training includes: basic knowledge of PKI, CP/CPS, common threats to the
information verification process, Baseline Requirements newly published by
CA/Browser Forum, system hardware installation and maintenance, system software
operation and maintenance, system security, application software operation and
maintenance, operational management of the CA, internal management of the CA,
policies and regulations, and system backup and recovery, etc. Operators responsible

for EV SSL certificates and EV code signing will be trained on standards related to
EV certificates.

NFEEAR, HCAMBXMIRGHKE BFEL)BRELE—RIHCAH

0

MALRBNEEZ . RANHEL . REDEEHSHRGNIN, EFEXIEX
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ARBETEUFHEZ.

For operators, the relevant knowledge and skills of CA shall be summarized at least
once a year, and the training and assessment will be organized by the CA. Advances
in technology, system function updates, or the addition of new systems require
training and assessment of relevant personnel.

CA HUAR R THIFIIM B RICRIFFHE, X TELR SSUTLS k=
IEBMRBERIEBNRERTMERZR, RS IBIEEIIFFIAZ Baseline
Requirements FRERE ML T {ERT AAAHIEATE . CAVIEEEDER
—RIFNEEZ, WEREFEBEE NEEZRA.

The CA shall record and archive the employee's training. For operators and reviewers
who issue SSL/TLS Server Certificates and Code Signing Certificates, they must be
trained and possess the skills required for the job specified in the Baseline

Requirements. The CA shall organize training and assessment at least once a year to
ensure that the personnel have sufficient capacity to perform their duties.

5.3.4 HIE

CAYMNREFTELHFTRI, MRIEZEZERMUNRTEMFERAFEK,
“Jﬁ%ljxﬁkﬁlﬁz /\J\o

The CA shall arrange retraining as needed to ensure that the employees of important
positions be more qualified for their job requirements and successfully fulfill their
duties.

535 T 1E = hr % ¥ & HA #0 ) & Job Rotation Frequency and

Sequence

NTHB#RAE, CAYVMNREYSHNLH#HTITERG. BHRANEZHM
e, A 55 BRI E .
For alternative roles, the CA will implement job rotation according to the business

arrangement. The frequency and sequence of rotations depend on the specifics of the
business.
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5.3.6 XFZiN1T HHI4b 5T Sanctions for Unauthorized Actions

CANMR B FEF—EEEIE, WRERT EHHALTE, B
R EIEFHER. BB IERNM. IR, #ITHESFT. XELTITAR
LT RERENMNER.

The CA shall establish and maintain a set of management measures to impose
appropriate penalties on unauthorized actions, including dismissal or termination of
labor contracts, transfer out of jobs, fines, and criticism and education.  These
penalties should comply with the requirements of laws and regulations.

5.3.7 Jh37 529 ABYZE K Independent Contractors Controls

NARET CAHMARBIIIEAR, ES5AK CAHMITAIERERVEEX
MARFHRIEAE, CANMNGE—ERAOT:
&

plil
i3
At
At

1)

!

n
A

A
2) EMFFRERENR;
H

3) EAHEXUFZIHNIIERYR,

4) DtES CA AR RBIFIFBFYIER, 152 5.3.3 BRIILEE K.

For independent contractors who are not members of the CA but are engaged in the
work related to the issuance of the CA's subscriber certificates, the CA's unified
requirements are specified as follows:

1) Filing of personnel files;
2) Personnel dispatched from regular labor companies;
3) Work experience with relevant business;

4) accepting the pre-job training and retraining requirements of the CA to meet the
skill requirements specified by Section 5.3.3.

5.3.8 B4 R T A9304Y Documentation Supplied to Personnel

AEBRRFIERIETT, CAYMNEE R TRMHTME TIEPA IR X,
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In order to realize proper system operation, the CA will provide its employees with
the documentation necessary to complete their work.

AT HETRREF Audit Logging Procedures

5.4.1 it xE 4R BY Types of Events Recorded

CA WA T E A TICK:

The CA shall record the following events:
1) CABPREwRBNEESEN 81,

- BRETEINEESY, flmEnL. &0 T RE. FIEHN.
- BRORELGEARNEESM, flamEik. €A, FER.
XEE R BABTERTHNTF TIEX.

1) CA key lifecycle management events, including,

- Key lifecycle management events, such as generation, backup, storage, recovery and
archival.

- Cryptographic device lifecycle management events, such as reception, usage, and
destroying.

These records are all manual records done by the key administrator.

2) CAINTFIEBAGAMNEEREN, |11,

- IERAERIE. HUOE. . HEE.

- BUNE R ANE BERE.
XEREFRAINMERGHN R R A SHHREARNFT TICRAMN.

2) CA and subscriber certificate lifecycles management events, including,
- Certificate application, approval, renewal, revocation, etc.

- Successful or unsuccessful certificate operations.
These records consist of system logs of the certification system and manual records of
operators.

3) RGRfEEN, B,
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- RGRRVEE. MR, TFE. TEBEK.
XELFHINMERGNR G H SHFREARNF LICRKAMN.

3) System operation events, including,
- System startup and shutdown.

- Creation, deletion, change and password modification of system permissions.
These records consist of system logs of the certification system and manual records of
operators.

4) REesH, B,
- BINSABINTAE) CA REGHITES],

Xt CA RGN IR F 6] & i [B) A .

ARG, BAENEMRE.

BiKEC RN R EEM.
XECFKHERN BN SHREARNF TIEFKAN.

4) System security events, including,

- Successful or unsuccessful CA system access attempts.

- Unauthorized access and access attempts to the CA system network.
- System crashes, hardware failures and other anomalies.

- Security events logged by the firewall.

These records consist of auto logs of the system and manual records of operators.

5) CA#HMiZay TIEicxk, W,

- BAAR#E

- FEEA R H R FERA

- IR TER AR IE.
XECFKHERN BN SHREARNF TIEFRAEN.
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5) Work records of the CA site, for example,

- Entry and exit of authorized personnel.
- Entry and exit of non-authorized personnel and accompanying persons.
- Maintenance of site facilities.

These records consist of auto logs of the system and manual records of operators.

SILE—RBBINTER:
1) FHRERB AT E);
2) ILEMFIIS
3) ICXAYKE;

4) EFHIKIR;
5) IERFMHFAISKIE;
6) HEMEHHARFR.

Log records generally include the following elements:
1) the date and time when the event occurred;

2) the serial number of the record;

3) the type of the record;

4) the source of the record;

5) the entity of the recorded event;

6) Other event description.

5.4.2 418 B & A9 B HA Frequency of Processing Logs

CANMNESR CA NARGHNATKREMMTR S, SNKERNBREIFRY
*®F. CAVMEBAH#T RATRIZLE, REEFRKBEECEXEH &
HITRIERZERE DT
CA has built a log collection and analysis system for the CA application system,
which collects application logs in real time and archives them. The CA conducts a log

tracking process every month to check for violations of policies and other major
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events, and conducts monthly system log analysis.

5.4.3 Eit HERRFHEIFR Retention Period for Audit Logs

CARFHITAEENMRGTHE, AT TETHEE.

The CA system audit logs shall be retained for at least ten years and be available to
qualified auditors upon request.

5.4.4 BE1THER{RIF Protection of Audit Logs

FrEEITES, NSRBI RO EMEE I EEEE, Bk ERFENR
AR TR IR, ESFIRRS .

All audit logs should be subject to strict physical and logical access control measures
to prohibit unauthorized access, reading, modification, and deletion.

5.4.5 Bt HE&EMEFE Audit Log Backup Procedures

CA Rt B S E B#TE 0.
The CA system audit log shall be backed up regularly.

5.4.6 BT EZER 4 Audit Log Accumulation System

HEWERFSR:
1) IEBIMEL,
2) IEBEXRG,
3) EPXIERZ,
4) WS MEIEER S,
5) MAEALEFEHMBERITNRS.

The audit log accumulation system involves:
1) Certificate registration system;

2) Certificate issuance system;
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3) Certificate acceptance system;

4) Website and database system;

5) Other systems that require auditing, such as network security system.
CAVIMRNFEATEIT TREBEXN ERRFHRITNEIMER.
The CA uses audit tools to meet the requirements for auditing the above systems.

5.47 3 S 3= 4 LA 1918 4 Notification to the Event-Causing

Subject

5 CAMARWH SR, FEXBEENTH, EEEFTHEERER
WiE#E, REXBENIRERNNF . CAYMBEDUREREXN SEEMHIE

FHITE S,
When he CA detects the attack phenomenon, it will record the attacker's actions, and
trace the attacker within the scope permitted by law. The CA reserves the right to take

corresponding countermeasures. The CA has the right to decide whether to notify the
event-causing subject.

5.4.8 BE55 M1 H Vulnerability Assessments

RIFFIHCR, CAYVMEERHTLZEMRE MG, FRBEITHEREFKI
R o

According to the audit records, the CA shall conduct regular vulnerability assessments
and take remedial measures based on the assessment reports.

5.5iC 3 I34%4 Records Archival

5.5.1 JA4iC % BB Types of Records Archived

JAIE R BREAAIEBHIBRELS . IEBMEREEYIR. SIEBHIBEXH
R SMEFMEE.

The types of records archived include all certificate application information,
certificate and certificate revocation lists, information related to certificate application,
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identity authentication materials, etc.

5.5.2 JAR4IE F 1R 7ZHAFR Retention Period for Archive

CAHI#9HY CPS M E B IE M IFICFKRFHBR

The CA's CPS shall specify a reasonable retention period for archive.

5.5.3 A4 {FHI{RIP Protection of Archive

CA H MBI & 4 R IR MBS D= HI TERIP IS ETE, REREN
TE AR AVFIARNAEEIE, B REFNANE. B2 MERIHECHER
TH.

The CA shall protect the archived data by proper physical and logical access control
methods, and only authorized trusted personnel are allowed access to the archived

data, preventing unauthorized browsing, modification, deletion, or other tampering
behaviors.

5.5.4 AR HHE M FERFE Archive Backup Procedures

FTE R MEBIRER 7 RFE CA TVENEFMEE, NEFMRER
. FENESEEENXBYENZERBENIR, SHIRAREEERE. R
ERENNITEARFAERGEENERLT, FEXNERHTIREURE, CAYM
N EAERENH ERIEZIENERREEMNHETHER. BRFERE.

All archived files and databases are saved in a off-site location in addition to the
repository in the CA host room. Archived databases are generally physically or
logically isolated, with no external information interaction. The file can only be read

by authorized staff or under their supervision. The CA warrants that the deletion and
modification of files and their backups are prohibited on the security mechanism.

5.5.5 123k B8] 8 E 3k Requirements for Time-stamping of Records
FrEiL R R AN I EAER AR EFRR IR IR E. RE~4EMN
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All records must be identified by a specific time-stamping to indicate the archiving
time. The records generated by the system are stamped with time-stamping in
standard time.

5.5.6 34U EE & Bt Archive Collection System

CA AR A R AR IE AR R St .

The CA shall establish an internal archive collection system.

5.5.7 35 V3415 B AYFEFF Procedures to Obtain and Verify

Archive Information

HANADBIRERE RAREBIRAMNEN, FEATHEERE2NER,
BEXNXWPMENFITIER. CAYMEBFSRILASERNTEM.

Two copies of the archive information are separately kept by two people and need to
be compared in order to ensure the accuracy of the archive information. The CA will
verify the integrity of the archive information annually.

5.6 8 FINMERSFSHIMEZAEZ Key Changeover

£ CAIEBEIHARS, CAHIAKEXT CAIEBHTEH . RE CA BN RIT
FaRBBITA CP % 632 THENRALWH, CAIEBTUERRBERIHT
i, ANFEFEFNERAY, BREIEHN CA BAY., REEBAXNEw
HAR, CA MMt el DUB IS 4 pUs B AN R 7T = 43RS CAIEB. £—1 CAIE
PEHZE, BRATELEHET, DURRXA CARRPRISLEM CA IBEA
X R AXN NIRRT E .
When the CA certificate expires, the CA will renewal the CA certificate. As long as
the cumulative lifetime of the CA key pair does not exceed the maximum lifetime
specified in Section 6.3.2 of this CP, the CA certificate can be renewed with the
original key, otherwise a new key pair needs to be generated to replace the expired CA

key pair. Even during the lifetime of the key pair, the CA can generate a new CA

certificate by generating a new key pair. Before a CA certificate expires, the key
124



@ éﬂ?i)\;/[E BT INIE L 7] R BOAER RAE - SRS

changeover process is initiated to ensure a smooth transition of the entity in the CA
system from the old key pair of the CA to the new key pair.

5.7MEESRMMRE Compromise and Disaster Recovery

5.7.1 = & #1035 = 4 I8 32 [F Incident and Compromise Handling

Procedures

CANMMNHIETENN 2L EMBMIERE T, AEHENNFHIIR
EREEF.

The CA shall develop a comprehensive Incident Response Plan and a Disaster
Recovery Plan to stipulate corresponding handling procedures for incidents and
compromise.

572 1TTERIE. #EF1/30 £3E A IR Recovery Procedures if

Computing Resources, Software and/or Data Compromise Are

Corrupted

WMREITENTIR. ROEF/SHIEFIANEY, CA VIR R EEIEK
WRIEREFF, MAELE, URBRERSITLEERE.
In the event of a computer resource, software, and/or data corruption incident, the CA

shall immediately initiate an incident handling procedure. If necessary, the CA can
implement recovery according to the Disaster Recovery Plan.

5.7.3 LA FA 50 45 = 40 I8 #2 55 Recovery Procedures After Key

Compromise

CANMEBFHIT RRBARN 2R PR,

The CA shall perform a drill for the root key compromise emergency procedures once
a year.

Y CARIEBILIERRE, CAFBEAITA,

The CA shall notify the subscriber when the CA’s Root CA Certificate is revoked.
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.

MR SBRITERE.

When the CA's private key is compromised or needs to be revoked, the CA shall
operate in accordance with the disaster recovery steps specified in the CA Disaster
Recovery Plan.

% CAHIMEIMR CA B H 2Rk CA WM AMEFF I BHIEERR, KRR

4 77 208 R B 7 &N B AR 4 N BT 20 Mozilla/Microsoft/Apple/Google/360

=
~T o

When the private key of Root CA Certificate or Subordinate CA Certificate is
compromised or certificate is revoked, the CA will notify the relying party and
application software supplier including Mozilla/Microsoft/Apple/Google/360, etc.

through email immediately.

5.7.4 R 5 B9\ 55 3% %2 14 BE /7 Business Continuity Capabilities

After A Disaster

CANMMAERERME, HBMTILADTENYSFEEE

1) ARURENNEARELYSERSE, RSB 72 /5
2) BEBMEBEEFER

3) EBRIEMEENEEFMTELEEK;

4) ARBHNRBETRYFZHERERIRTOHMNERK.

After a disaster, the CA should have the following business continuity capabilities:
1) Resume the service system in the shortest possible time, no more than 72 hours;
2) Being able to recover customer information;

3) Being able to ensure that the restored operation site meets the safety requirements;
4) There are enough people to continue services and do not violate the requirements
of separation of duties.
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Termination

FEMIER, CAHIMBTELZILZEEN, $REEXEZENAENTRELILE

L‘I

g, FREBAEXEEENNERFTHEMEBNFNE.
Due to various circumstances, when a CA needs to terminate its operation, it will
terminate the operation in accordance with the procedures stipulated by relevant laws,

and file the archives and certificates in accordance with the requirements of relevant
laws and regulations.

CAMMAEL RS NTBRE, Sl SAERAMEXFTIBIE XETT,
BIRERRT CA BN MEFNIT A E,
The CA shall notify the parties concerned, including but not limited to the issuing

authorities authorized by the CA and subscribers, on the business undertaking and
other related matters 90 days before the termination of the service.

CA MAR A A T84 1E b 55
1) ®E CAZIEWEER,

2) {FIEINEHRORB LS,

3) AIEMNE TR,

4) ALIRFNFAY B S,

5) EBREMIEM,

]E

6) &I CARGW S ERRAMIVSEER,;
7) BHEE CA &z EHXASEE,

The CA adopts the following measures to terminate the business:
1) Draft a CA business termination statement;

2) Stop all business of the Certification Center;

3) Process the encryption key;

4) Process and archive sensitive documentation;
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5) Clear the host hardware;

6) Deal with CA system business administrators and business operators;
7) Notify the entities associated with the CA's termination of operations.
R4E CA VM S EMMEITAIE SN IEEMAIEAL 5.

The business of the RA is terminated in accordance with the operating agreement
signed by the CA and the RA.

5.98#F %4 Data Security
HIBLEN YPHICEECPS f1, FBEHFS CA/Browser i Iz EV

Guidelines #1 Code Signing Baseline Requirements FJE 3K,

The data security shall be clearly documented in the CPS and meet the requirements
of the EV Guidelines and Code Signing Baseline Requirements published by the
CA/Browser Forum.
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6. INE R B A& £ 3§ Technical Security Controls of

Certification System

6.1 ZEAXT A4 Al A1 L 3E Key Pair Generation and Installation

6.1.1 ZREAXT Y4 Y Key Pair Generation

6.1.1.1CA ZEAXT 4 i CA Key Pair Generation

CA RGH RA RGN E PN ZEMBI A =%, HPEMEV LR
BIE FIPS 140-2 Level 3 REMIBHIARME . AEM CA BIAXRS, CAH195%
BINZHEASESE, ATERNRIERARETIT, BEHRN S ANBAE

R, XAk

711, BAEERRKE USBKey WA TIEHI.

H

The key pair of the CA system and the RA system is generated inside the encryptor,
and the generation of the key in the encryptor shall comply with the relevant
provisions of the FIPS 140-2 Level 3 security specifications. When generating a CA
key pair, the CA performs a detailed operational flow control plan according to the
management system of encryptor key, selects and authorizes five key administrators,
and using the method of choosing three out of five, the key administrators control the
key with the USBKey.

CAZRENEEREASE = THITARMIE T #T, FREERIIERE.

A third-party auditor shall witness the CA key generation process and issue a witness
report.

6.1.1.2 7T P &A% 4 B Subscriber Key Pair Generation
NFEREKRSHEPHEEEIER, (TANEANBITPECERHFRE.
NFREERZIER. XEEZIER, KA CANMATFIT @ USBKey. il
BHHZEBARTNEMZETT (0 6 AATLERARFREER) £HEH
Sto BHITFIEES CAVMRHETE CAVIIEIREEA USBKey AR, N4 MRAIFA
FARRITFIAX S, USBKey FF4 FIPS 140-2 Level 2 BN R BIL2MAE, BT

FEFEBCHNLTENRTERZH, TENBNFTE FIPS 140-2 Level 2 &
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SN R AL E MG, TTPERFXEEER, NExkO CAYIEEIRIERX

AGRBMEXEH.
URIARIFRARENTES NS, FRBALTREERE. BRI
FERSERHRIBILE, CAMKBRIELIZHIE. BRITFIMIEMIEEIS,

AR IIT ARASRR TR

For Global Server Certificates and Timestamp Certificates, the subscriber key pair is
generated and maintained by the subscriber.

For the Code Signing Certificate and the Document Signing Certificate, the CA
allows the subscriber to generate key pairs via USBKey, cryptography server, or other
security methods controlled by the signer (eg: complies with the AATL Technical
Requirements). If the subscriber chooses CA to represent it for the generation in the
USBkey provided by the CA, the generated private key shall be encrypted, and the
USBKey complies with the FIPS 140-2 Level 2 security specifications or a
corresponding level; if the subscriber chooses to generate a key pair on its own secure
media, the secure media shall comply with FIPS 140-2 Level 2 and above security
specifications or a corresponding level. Subscribers shall consult with the CA for
system compatibility and acceptance before selecting these devices.

Subscribers have the responsibility and obligation to protect the security of private
keys and bear the legal liabilities arising therefrom. If a subscriber uses a weak key to
apply for a certificate, the CA will reject the application. No other organization than

the subscriber shall archive the subscriber's private key.

6.1.2 FAFAIEIX LT P Private Key Delivery to Subscriber

%= CAMMRIT A TE USBKey NERAE AL FASHRT, B CA #1484 USBKey HBZ 25

TR, ZERITFPBITAERE, FEEBRPEERITA.

If the CA generates the private key inside the USBKey on behalf of the subscriber, the
CA will mail the USBKey to the subscriber; If the private key is generated by the

subscriber itself, it is not necessary to transmit the private key to the subscriber.
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6.1.3 ANERFZIELUE BE & 111 Public Key Delivery to Certificate

Issuer

AT BT EMYN, 3 PKCS#10 HRNMIEBERZBEREEREER
FEROXMHE, NETFXRNTERAFARIEAR CAYMERIES. TR
BT MG EER G EAREERFIUL (SSL) SHMZEMET.

The subscriber submits the public key in electronic text by sending the certificate
signature request information in PKCS#10 format or other digitally signed file
package by itself or through RA to the CA to issue a certificate. Secure Sockets Layer
(SSL) or other secure encryption methods will be used when it needs to be transmitted
over the network.

6.14 B FINERS VLM AR L IXLMAH 7 CA Public Key

Delivery to Relying Parties

CANMRIBIE L2 ] ENIERH CA RPERGKRETT, BNLREAT

The CA shall deliver the CA public key to the relying party through a secure and
reliable way, such as downloading from a secure site.

6.1.5 4RI E Algorithm Type and Key Sizes

RSA BEAHIIR CA ZBEKE N 4096 i, FRE LA sha256RSA; ECC Bk
B9HR CA 4R E 4 384 i (NIST P-384) |, & E £ 4 sha384ECDSA,

The key length of Root CA Certificate of RSA algorithm is 4096 bits, and the
signature algorithm is sha256RSA; the key length of Root CA Certificate of ECC
algorithm is 384 bits(NIST P-384), and the signature algorithm is sha384ECDSA.

RSA B EHyHRZRk CA B E R 2048 rsi Wl b, &2 EEH sha256RSA;
ECC BEEHyh4k CA BEAKE A 256 fi1 (NIST P-256) , & 42 B 3£ 24 sha256ECDSA.,

The key length of Subordinate CA Certificate of RSA algorithm is 2048 bits or more,

and the signature algorithm is sha256RSA; the key length of Subordinate CA
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Certificate of ECC algorithm is 256 bits(NIST P-256), and the signature algorithm is
sha256ECDSA.

RSA ESER9iT PIE B B4AK B H 2048 pref Ul E, & &8 5%k 4 sha256RSA;

ECCEZEMNITRITBEZRAKERN 256 fif (NIST P-256) , £ EE A
sha256ECDSA.,

The key length of Subscriber Certificate of RSA algorithm is 2048 bits or more, and
the signature algorithm is sha256RSA; the key length of Subscriber Certificate of
ECC algorithm is 256 bits(NIST P-256), and the signature algorithm is
sha256ECDSA.

CA #1494 [ certlint. x509lint F zlint 3 4™ linting TE&NFHRE LXK
ZEAKERFS CA/Browser 15 & 1 HJ Baseline Requirements FIE K,

The CA use three linting tools(certlint, x509lint and zlint) to ensure that the algorithm
type and key size meets the requirements of the Baseline Requirements published by
the CA/Browser Forum.

6.16 A A S 8 & pk A1 TR & & & Public Key Parameters

Generation and Quality Checking

X AR AR RDRRIIT R, NASEEFTE FIPS 140-2 Level 2 REM
WM EERL, T CAYE, AASEEFTE FIPS 140-2 Level 3 REH]
REINEIR E AR, FHEMX R ERERASE AR E. XA R AT R
BB, XERENEMNIL. BEFHERIEBNREFREKR,

For subscribers using the hardware cryptographic modules, the public key parameters
are generated by an encryption device that complies with the FIPS 140-2 Level 2
security specifications; for the CA, the public key parameters are generated by an
encryption device that complies with the FIPS 140-2 Level 3 security specifications
and comply with generating specifications and standards for these devices. For the
quality checking standard of the generated public key parameters, the built-in
protocols and algorithms of these devices have reached sufficient security level
requirements.

CA #1#1E F certlint, x509lint 1 zlint 3 4 linting T BN RAPSELT
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4 CA/Browser 115 % 71 89 Baseline Requirements fYE 3K,
The CA use three linting tools(certlint, x509lint and zlint) to ensure that the public

key parameters meets the requirements of the Baseline Requirements published by the
CA/Browser Forum.

6.1.7 Z4A1#F FH B 89 Key Usage Purposes

CAMIE R AI X509 VIEBEE T BAMAEY BRI, A5 RFC 5280 #x
AR, R CAYVMAERZRIEBNRAREY RIAEAT Ak, IEHITH
DR RIZAE AR & E R EA.

The X.509 V3 certificate issued by the CA includes a key usage extension that is used
in accordance with the RFC 5280 standard. If the CA specifies the purpose within the

key usage extension for the certificate issued, the certificate subscriber shall use the
key for the specified purpose.

6.2 FASHRIP FI R A0 R T F232 %) Private Key Protection and
Cryptographic Module Engineering Controls

6.2.1 ZELIEIREEREFFEE] Cryptographic Module Standards and

Controls

CAHMrAMNEZEERIMELZEREXBIVANTHN~ &R, T4 FIPS
140-2 Level 3 Z& &,

The cryptographic modules used by the CA shall be a product approved by the related
state departments and comply with FIPS 140-2 Level 3 security specifications.

6.2.2 FA5AZ A#2% (m 1% n) Private Key (n out of m) Multi-person

Control

CAIEBMMAANER. HUA. EF. BH. EUNREFEELINXAS
AFEHHE, HFEXBBEADEEAR, K CARFANEET R EE m KEER
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T, REHP 0 ARREESFFTNEAT, HAEER USBKey FHIA

PIN 3, A GEXRAAHIT EREE, HF m R/NF 5 nRhF 3,

The generation, activation, renewal, revocation, backup and recovery of the private
key of the CA certificate shall adopts a multi-person control mechanism, and the key
splitting technology is used to distribute the management authority of the CA private
key to m administrator cards. Only when n people and above are present and approve
can insert the administrator USBKey and enter the PIN code to perform the above
operations on the private key. The m is no less than 5 and n is no less than 3.

6.2.3 FAHIEE Private Key Escrow

CAHMEIIRAIAT CA RPAAFIEE, 1TANIEBNENRAHECR

fote

B o

The root private key and CA private key of the CA are not allowed to be escrowed,
and the private key corresponding to the subscriber's certificate is retained by
subscriber itself.

6.2.4 FAAE Y7 Private Key Backup

HFEVESFEFREMNER, CAYMNLINXT CA FAPHITEN . CA PR

M IAME NN RFEMBFEN P FFREREXE, FNRAHK

SXH
ZAEF, NB3 AU ERPAEERZGITRAITRERE, RATOEER
FMAERCPE 522 THER, FAEZEMIENZHHIT,

In order to comply with the requirements of the ongoing business, the CA must
backup the CA private key. The CA private key backup is stored in encrypted form on
an external storage medium and stored in a secure area. The recovery of the backup
private key is controlled by multiple people. Only when 3 or more key administrators
are present can perform recovery operations. Private key backup process shall comply
with the requirements of Section 5.2.2 of this CP and be performed in a secure
physical environment.

CA HIFARHMIT R HIEA.

The CA does not backup the subscriber's key.
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6.2.5 FA%H 314 Private Key Archival

CA FASRITHAIE, CA HIAGATIXT CA FASBIAREIMBRIEFER D +1E,

After the CA's private keys expires, the CA shall archive and retain the CA's private
keys for no less than ten years.

CA AR PIE BRI FASAF LTI

The CA does not archive the private key of the subscriber's certificate.

6.2.6 PAFASN . S H BrLEER Private Key Transfer into or from A

Cryptographic Module

CA PARAEBHBILEIR P =4 . EFBEEN TS CA MR, MNBWE
BRep S H M ADIH B A= H .
The CA private key is generated in the hardware cryptographic module. When a CA

private key needs to be backed up or transfered, the private key exported from a
cryptographic module shall be controlled by multiple people.

TTARARATFNEGRIBREF S, CAYMTRMTARANESR
R R FH N TTE.
The subscriber's private key is not allowed to be exported from a hardware

cryptographic module, and the CA does not provide a method for the subscriber’s
private key to be exported from a hardware cryptographic module.

6.27 FA A £ & 3 &= B B9 77 & Private Key Storage on

Cryptographic Module

HAUEXNT, ARAEEERTINTRT, BHERNENHNL. B

EEYNIAR|EBNEEFREKR,

The private key is encrypted and stored on a hardware cryptographic module. The
built-in protocols and algorithms of the cryptographic module have all met sufficient
security level requirements.
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6.2.8 BUATAERRI /57L& Activating Private Keys

CA SRR AR A ZERR T, BUEFRIZA CP % 6.22 DREAMERE
MEERNRCI, ERMEMATIRMNEIRR LM USBKey BX, BaIERE
EiERr, #TRERANEE FE=REERANLRANES.

The CA private key is stored on a hardware cryptographic module. The activation
needs to be implemented by the administrator authority of the encryption device
according to Section 6.2.2 of this CP. The administrator who has the private key
activation authority uses the USBKey to log in, starts the key management procedure,
and activates the private key. This operation requires more than three administrators to
be present at the same time.

VPR ARGTAEREERT, ITREABMRROS (3 PIN 23) RIFF

o UTPRRPARTERIEAS (L PIND) FF REWACEMER.

The subscriber's private key is stored on a cryptographic module, and the subscriber
uses the cryptographic module password (or PIN) to protect the private key. The
subscriber's private key requires a verification password (or PIN) before activation
and use.

6.2.9 R FASRBUEIRZSAY 7T 3% Deactivating Private Keys

XF CAM, BARGMARASRSHNRNEEREAEZHEECH SN
USBKey &%, BIRIAEEREF, #HTRERULARERSHNRE FTE=R2E

ERUEENES.

For the CA private key, the administrator who has the authority to deactivate private
keys uses the USBKey with his or her identity to log in, starts the key management
procedure, and performs the operation of deactivating the private key, which requires
more than three administrators to be present at the same time.

XTI RRAR, TREERARERSHREBTRE. YRFEFXT. &
GUTSH R G R AHNERERES.

For the subscriber's private key, the subscriber shall deactivate the private key at its
discretion. The private key enters an inactive state when the service procedure is shut
down, the system is logged off, or the system is powered off.
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6.2.10 $EZFAFARI T 7% Destroying Private Keys

L CARPEG AL RE, ¥@EITA CP 5 6.2.5 TRy TTE## T CA FAFHA

1, Hitbs) CA RPARMRE L EHER. £ CARPRAMBERE, BEH

i
B

ANRNEER, BEAEERr, #TERBANEE FE=2ETER

N2

FRNES.

When the CA private key lifecycle ends, the CA private key will be archived using the
method described in Section 6.2.5 of this CP, and other CA private key backups will
be safely destroyed. After the CA private key archive period ends, the administrator

with the authority to destroy the key starts the key management procedure and
destroys the key. Three or more administrators need to be present at the same time.

6.2.11 ZALAEIREE S Cryptographic Module Capabilities

CAMMATEALERKBXREI VAT B~ m, URE~mEE. TE
ME. MY ANRRFERE, EEMHENRR,
The CA shall use the cryptographic products approved by the related national

departments and select the required modules according to the product performance,
work efficiency, supplier qualification, etc.

6.3%% $A X B ¥ Y H fth 77 @ Other Aspects of Key Pair

Management

6.3.1 /A$A13+Y Public Key Archival

CAAUIAIHE B A AT, LR T EEREEF TG RIEEN

The CA archives certificates' public keys, and certificates are stored in the database
and backed up off-site.
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6.3.2 WE B ¥ EHI A0 25 49 XJ £ F§ HA PR Certificate Operational

Periods and Key Pair Usage Periods

CAEB A ZEAME N 9 ZAN N B SR —EM. ITPIEBNEN
FAME B Z AN B SRR FRIBEAT, N TERKIES, AWIEHRE
IEREXHRNERNESR, AT UEIEBE AR IAIMER .

The validity period of the CA certificate is the same as the validity period of its
corresponding key pair. The validity period of the subscriber certificate is consistent
with the validity period of its corresponding key pair. In special cases, for signing
certificates, the public key can be used beyond the validity period of the certificate to
verify the information signed within the validity period of the certificate.

3FF CAHAEAIIR CAIEH, BREARKA @B 25 &£,

The CA's Root CA Certificates have a validity period no greater than 25 years.
T CA RIEH, ARHIRKABIE 15 F.

The CA's Subordinate CA Certificates have a Validity period no greater than 15 years.
XF SSL £EARFAIULT, ARHARKAEBIL 397 K. 7 2020 F 8 A 31

HZ R &AM SSL £EIRIRFR/ILH, BRHKKAET 2 F.

The SSL Global Server Certificates have a validity period no greater than 397 days.
The SSL Global Server Certificates issued before August 31, 2020 are valid for a
maximum of 2 years.

XTRIBERIER, BRHRKAEE 3 F.

The Code Signing Certificates have a validity period no greater than 3 years.
MNFEREEIES, ARHRKAEE 10 £,

The Timestamp Certificates have a validity period no greater than 10 years.
MNFXHEERIES, ARURKAEBE 3 F.

The Document Signing Certificates have a validity period no greater than 3 years.
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6.4 8 EE3E Activation Data

6.4.1 B35 EIE MY = &£ 1L 3 Activation Data Generation and

Installation

ATRPBANZR S, IEPITAFENRERCEEIRLARIERE T E, N

R MAHR. Wi, wAEEER. ®EN. SHEFWIRERNAIE.

In order to protect the security of the private key, the certificate subscriber shall
ensure that the activation data is secure and reliable, thereby preventing the private
key from being disclosed, stolen, illegally used, tampered with, or published with
illegal authorization.

CA FASARIF= 481 CP 58 6.2.2 TTHAIE K, PAEHITER . # & FFEA.

The CA private key is generated in accordance with the requirements in Section 6.2.2
of this CP and is strictly created, distributed, and used .

URARANAERSIE S8R/RATTRIEBNAS (MEBESERREMY) |
USBKey EXN<%E, HOAAELTEUEMNIAE TS L. XEFLEIE, #B
EBEELEUEMNATN, MBLEEER. BBETESFAATEIT . WTIE—
RUEERBEUREEE, CAYMEIA R BITH#HITIEN.

The activation data of the subscriber's private key, including the password (provided
in the form of mail, etc.) used to download the certificate, the USBKey login
password, etc., must be randomly generated in a secure and reliable environment.
These activation data are delivered to subscribers using secure and reliable manners,
such as offline face-to-face delivery, post courier delivery, etc. For non-disposable
activation data, the CA recommends that users modify it themselves.

WRVTPIEBRPHAEEIERZ O, XEOSHI

|+L‘|

b 8 NFIFHETF,

2) ELEE—DFHM—IEF,
3) FEEESREBRNFN,

4) REEFRIERAY R FAERE,
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5) NeEEEARAEETHNBRKNTFENS,

If the activation data for the subscriber certificate's private key is a password, the
password shall:

1) contain at least 8 characters or numbers;

2) contain at least one character and one number;
3) cannot contain many of the same characters;
4) cannot be the same as the operator's name;

5) cannot contain longer substrings in the username information.

6.4.2 BUREIERI{RIF Activation Data Protection

CA TASARAUEEIE, CANIMRIUIRR 6.2.2 TTHRINER D BMRIFA TV
AABEN B ERARNTEAREE.

The activation data of the CA private key is split by the CA in a reliable manner and
delivered to different trusted personnel for management.

WRIEBITAEA RS PINBERPASE, ITARZEREFEAOLSHPIN
5 FHREVSHEANTERNHETEE, BRI

If a certificate subscriber uses a password or PIN value to protect the private key, the
subscriber shall keep its password or PIN value properly and make changes at any
time to prevent disclosure or theft as needed by the business application.

6.4.3 B EEIEH H b 77 ™E Other Aspects of Activation Data

No stipulation.
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6.51TE &£ $2%] Computer Security Controls

6.5.1 45 5 91T E ¥ & £ # RK E 5k Specific Computer Security

Technical Requirements

CARGHEERZEEEMEERERANE, TEREFHANEFHERETE:
RBEROSMRARNFMARBRES . ZEUENRERSE. ZEHAEEE.

imEst. ARIBRESNEESE,

The information security management of the CA system complies with relevant
national regulations. The main security technologies and control measures include:
strict identification and personnel access control, secure and trusted operating system,
multi-layer firewall settings, anti-virus software, and decentralized management of

personnel responsibility.

SNEMHA RS (B3 CA R4, RA R%) LESREPFRNITEANREST
FARNARRIENE, HRNENXARAE. OSUERFIEBRERER
A strict two-factor authentication mechanism is implemented for each trusted person
who has the business operation authority of the system (including the CA system and

the RA system), i.e. to use the login mode of two factors, user name, password and

digital certificate simultaneously for the access.

BE RN R ERHFR, R CARENEEXHNRARREZETENAR

g, ARZIREHENHIHE.

Through strict security controls, the system of CA software and data files is ensured to
be a secure and trusted system without unauthorized access.

ZODRGEDNEHMESGYIEN S, SR GS5HMERBERS. FHK
KEEFA (E MR R RSN NARE =R G NLE, BR&FIF R A =R FERER. RE CA
REBRESEEATYN. AXEIESFTE. HORSENTEART BT OSH

i@ CA £UBE
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The core system must be physically separated from other systems, and the production
system is logically isolated from other systems. Firewalls are used to prevent the
intrusion of production system networks from intranets and extranets, and restrict
access to production systems. Only the trusted personnel in the CA system operation
and management group who need to work and access the system can access the CA
database through passwords.

6.5.2 TTEH Z £ 14 Computer Security Rating

CA RGERAMNEZRNRELNELEFBXRII VAT N RDRE, HFR

ZENMKZRE. . RRRGSNEEE~ M.

The cryptographic devices used in the CA system shall be recognized by related
national department. Other network equipment, host computers, system softwares, etc.,
involved in security shall be acceptable products.

6.6 4 i B B AR 3=l Life Cycle Technical Controls

6.6.1 R A 3=H] System Development Controls

CA AR T I 2 TR 848 I T RN
1) HEASARBHFRLEERIFHEE, FERITEARTERBRENT,
2) HERSNEBHREREREESE,
3) FREFUAEFRIMERHITIRNAALINE, BHRIBMETESHE,
4) ZEIBFHTENNEL SN,
5 B=NRIEMEE,
6) TEMEOFTMITEMLRIT.

The software design and development process of the CA follows the following
principles:

1) Develop an application system for updates and modifications within the company
and require staff to strictly follow the process;

2) Develop a procurement process and management system within the company;

3) The development procedures shall apply to be deployed in the production

environment after the rigorous testing in the development environment;
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4) Perform an effective online backup before changing the deployment;

5) Third party verification and checking;
6) Security risk analysis and reliability design.

6.6.2 &2 EIBIZH| Security Management Controls

CA RG{E AR IEHITEIE, FTANRSGEEE = RENR RIS 7 fe
TREMNFER. BIXNAZHNEFRIERERSE. NERERENRFEELZS. B
HASKRERRERFMEUE T EMEAE N ESRE,

The CA system adopts strict control measures, and all systems are rigorously tested
and verified before they can be installed and used. The security of operating system,
network settings and system configuration are ensured through system maintenance.
The system and data integrity and normal operation of the hardware are checked
through log checking.

6.6.3 & ar AL £ 32 %] Life Cycle Security Controls

EPRGEMRITEILI, RENREMRELRERRKRILEN. TEREEXAE
REAERTARRT, EANEENBMRENBE T EERNLE, FHTE
THRERR L ZERENUHRR T BEREND S, ARGXEEBTHAE, &
ERTARNR. Rgah. BARESFTEETHE BMNRGREYUE.

System security is always the key point from the design to the implementation of the
entire system. The system is strictly designed according to relevant national standards.
The algorithms and cryptographic devices used are verified by competent authorities.
The standard-based enhanced secure communication protocol ensures the security of
communication data. In terms of system security operation, security operation
measures, such as personnel authority, system backup, key recovery, etc., are fully
considered so that the whole system is secure and reliable.

6.7 M 2& By L4 =1 Network Security Controls
AGENEZLZENEEBireRENEREMEE. VRS, NARZEEEUE
EEfTHRE. CAYMEREL A, mERG. NMREN. NRFEHE. KEHE

. BIEED . REREFEMIFER.
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The main purpose of system network security is to ensure the security of network
infrastructure, host systems, application systems and database operations. CA adopts
security measures such as firewall, virus prevention, IDS, IPS, intrusion detection,
vulnerability scanning, data backup, and disaster recovery.

CA HIHHINE 2= HI N TS CA/B Forum NCSSR,

CA's network security control shall comply with CA/B Forum NCSSR.

6.8 B8] &k Time-stamping

Fif [B) B R S 2 fH B9 e 18] BUBR 55 AE SR SRER b 2507 4 8 18 [ R A o B 8] B
W (RFC3161) , RATEMN EEIER. I EBEE UL EBREER, i
[ERATK A E R IR A O R AR RS ().
The time-stamping service provided by the time-stamping system strictly follows the
international standard timestamp protocol (RFC3161) in technical implementation,

adopts standard time-stamping request, response and coding forms, and the time
source adopts the standard time provided by the National Time Service Center.
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7. BB . EBREITRMALZIEBRSIHIN Certificate,
CRL, and OCSP Profiles

7.1 B &k Certificate Profile

A CAHMEEMIEBIEME TS X500 V3 #&81k, FEIRHESE RFC 5280 %R

o IEBEDBEZERMN X509 V1 85, HMEESENRGISHZN TR,

The detailed format of the certificate issued by this CA conforms to the X.509 V3
format and complies with the RFC 5280 standard. The certificate contains at least the
basic X.509 V1 domain, and the specified values or the limits of values are shown in
the table below.

UEPEM A E A
i B ERIBR
R X509 IEBAIETLARA, EA V3.
3= 1Bt CSPRNG £ B AT ZHY 80 frIEFFF M A ME—FRIRTF o

FRE%L FRIEBEFEANERELX (WACPE713%) .

F%% DN FERENImAE, BACNL O, C

xR BE | ETEFRBARE (UTC) FitREEED.

kit BE | ETERBARE (UTC) F4EREEES,

BREHARAR BTG AR CP HLERIRSI.

=+ DN IERFAESLENImAE (WACPET7147) o
CARIEPBEAH, B& CN. O, C,

CA RRIEBREAIE, BE& CN. O, C,

TP DVIEREBIE, B2 CN,

TR IVIERERIE, B8 CN. G, SNy L. S, C,

TR OViIEREAZ, B& CN. O, L. S. C,
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TP EVSSLIEBE &, B2 CN. O. streetAddress.
postalCode. L. S. C. serialNumber. businessCategory.
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1).
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2).
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3), M _EJF
BERFIZ 5 CA/Browser iz EV Guidelines % 7.1.4.2 THE
KEF—HEFERE 7142 BUEZIIMNIETEMH.

A EV REBEZIEBEAIE, 88 CN. OU. O,
businessCategory. streetAddress. L. S. C. serialNumber,
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1).
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2).
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3), M _EJF
B AIZ 5 CA/Browser 121z Code Signing Baseline
Requirements %8 7.1.4.2 T ERRIF—HEAEEE 7142

TREZSINEBEM

NA #R3E RFC 5280 438, {HHA CP ¥ 7.1.3 TIEEMNE X, ZPK
JE#HEAR CP % 6.1.5 TIEEMNEXR
Basic domain of the certificate structure
Domain Value or value limit
Version The format version of X.509 certificate with a value of V3.

Serial Number

An 80-bit non-sequence unique identifier greater than zero
generated by CSPRNG.

Signature The signature algorithm used to issue certificates (see Section 7.1.3
Algorithm of this CPS).
Issuer's DN Issuer's distinguished name, including CN, O, and C.

Effective start
date

Based on Coordinated Universal Time (UTC), synchronized with
Beijing time.
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Effective end | Based on Coordinated Universal Time (UTC), synchronized with
date Beijing time;

The validity period is set in accordance with the limits set by this
CPS.

Subject DN DN of the certificate holder or entity (see Section 7.1.4 of this CPS).
DN of CA’s Root CA Certificate, including CN, O, C.

DN of CA’s Subordinate CA Certificate, including CN, O, C.

DN of subscriber DV certificate, including CN.

DN of subscriber IV certificate, including CN, G, SN, L, S, C.

DN of subscriber OV certificate, including CN, O, L, S, C.

DN of subscriber EV SSL Certificate, including CN, O,
streetAddress, postalCode, L, S, C, serialNumber, businessCategory,
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3), The
above certificate Subject Distinguished Name are consistent with
the requirements of Section 7.1.4.2 of the CA/Browser Forum EV
Guidelines and do not include any Subject attributes except as
specified in Section 7.1.4.2.

DN of subscriber EV Code Signing Certificate, including CN, OU,
O, businessCategory, streetAddress, L, S, C, serialNumber,
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3), The
above certificate Subject Distinguished Name are consistent with
the requirements of Section 7.1.4.2 of the CA/Browser Forum Code
Signing Baseline Requirements and do not include any Subject
attributes except as specified in Section 7.1.4.2.

Public key According to RFC 5280 encoding, using the algorithm specified in
Section 7.1.3 of this CPS, the key size satisfies the requirements
specified in Section 6.1.5 of this CPS.

7.1.1 iRZAS Version Number(s)

CAIMMER LB & X509 V3 IAHER . RAGESAEIEBRASE —1=
3.

The certificate issued by the CA conforms to the X.509 V3 version format. The
version information is indicated in the column of certificate version format.
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7.1.2 WEBY FEIN Certificate Content and Extensions

A CA#LA9E FA X.509 V3 ARIEBARAETUAARAEY RIA, BT RIY E1E

RFC 5280 ¥, F94 EV Guidelines B9E K.,

The CA uses the X.509 V3 certificate standard items and standard extensions.The
certificate extensions comply with the RFC 5280 standard and comply with the
requirements of the EV Guidelines.

TR CAHAMTE 2020 £ 7 B | BZEHIBNFR CAIEBLMBERE
ERMERERARE. TR CAYMELR SSL 2IRRFH/ILH. RIBER
IEH. NEEIEBSAES A ERNEREEARL BTHRPASIMENATT

EIARERAE.

For subordinate CA certificates added by the CA after July 1, 2020, all applicable
EKUs must be populated. For SSL Global Server Certificates, Code Signing
Certificates and Timestamp Certificates issued by the CA, all applicable EKUs must
be populated to indicate the specific purpose of the authenticated public key.

FUEBR—MITRZINLPEAZE SN[ EIREM, 0 RFC6962 FirE
Xo UL PBAZEM ESIEBHER, REEY RFRFE—IHENXRT R H
OID 4 1.3.6.1.4.1.11129.2.4 3, X BFRFUL BASH TS RFC5280 E

SHEEEHES.

A Precertificate is a signed data structure that can be submitted to a Certificate
Transparency log, as defined by RFC6962. A Precertificate appears structurally
identical to a Certificate, with the exception of a special critical poison extension in
the extensions field, with the OID of 1.3.6.1.4.1.11129.2.4.3. This extension ensures
that the Precertificate will not be accepted as a Certificate by clients conforming to
RFC5280.

7.1.3 EEIRFRRFF Algorithm Object Identifiers

7.1.3.1 /A %A1= B SubjectPublicKeyInfo

UTEREATIEBHILBFNERRPEERFE.

The following requirements apply to the subjectPublicKeyIlnfo field within a
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Certificate or Precertificate.

1) RSARIE

X CA #4815 rsaEncryption (OID:1.2.840.113549.1.1.1) B 3E#RIZFFHY RSA
B, SHEEFERNULL, REARMEEARKT RSA ZEH.

2) ECDSA &3k

Z CA #1431 F id ecPublicKey (OID:1.2.840.10045.2.1) B ;X #RriRFFAY ECDSA
5, WAUFE A namedCurve 4515,
® P-256 BY%4H namedCurve 24 secp256rl (OID:1.2.840.10045.3.1.7),

® P-384 B9%4H namedCurve 4 secp384rl (OID:1.3.132.0.34),

1) RSA

The CA indicate an RSA key using the rsaEncryption (OID: 1.2.840.113549.1.1.1)
algorithm identifier. The parameters MUST be present, and MUST be an explicit
NULL. The CA does not use other algorithms to indicate RSA keys.

2) ECDSA

The CA indicate an ECDSA key using the id-ecPublicKey (OID: 1.2.840.10045.2.1)
algorithm identifier. The parameters MUST use the namedCurve encoding.

* For P-256 keys, the namedCurve MUST be secp256r1 (OID: 1.2.840.10045.3.1.7).

* For P-384 keys, the namedCurve MUST be secp384r1 (OID: 1.3.132.0.34).

7.1.3.2 FREIEFRRTT Signature Algorithmldentifier
K CAHMMAEBNMENREBTEEZRZPEABEETRATNEKR.
AE, EEATUTHAENRMFER:
® FBFTEPNEBEEFR.
® TBS IEBMERFE (flm, BIEPHIUEBRFEA) .
® FRERMERELXTER.
® TBS IIREBEEMNETEFER.
® EK OCSP MNMEREEFR,
ARG X L F BT H AR
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All objects signed by the CA Private Key conform to these requirements on the use of
the Algorithmldentifier in the signatures. In particular, it applies to all of the
following objects and fields:

* The signatureAlgorithm field of a Certificate or Precertificate.

* The signature field of a TBSCertificate (for example, as used by either a Certificate
or Precertificate).

* The signatureAlgorithm field of a CertificateList.

* The signature field of a TBSCertList.

* The signatureAlgorithm field of a BasicOCSPResponse.

No other encodings are permitted for these fields.

1) RSA Z&ZE %

78 CA H#34# F SHA-256 with RSA (OID: 1.2.840.113549.1.1.11) & E %,
2) ECDSA & &%
A CAHAAERILT ECDSA R E X!

® SHA-256 with ECDSA (OID: 1.2.840.10045.4.3.2) ;

® SHA-384 with ECDSA (OID: 1.2.840.10045.4.3.3)

1) RSA

The CA uses SHA-256 with RSA (OID: 1.2.840.113549.1.1.11) signature algorithm.
2) ECDSA

The CA uses the following ECDSA signature algorithm:

* SHA-256 with ECDSA (OID: 1.2.840.10045.4.3.2);

* SHA-384 with ECDSA (OID: 1.2.840.10045.4.3.3).

7.1.4 ZF T Name Forms

KR CANMELRMES, HAMEANRXMART & RFC5280 176, BfF
& CA/Browser i£ 3z Baseline Requirements. Code Signing Baseline Requirements
X EV Guidelines F 7.1.4 TR E K,
The format and content of the certificate issued by the CA conform to the RFC5280

standard, and meet the requirements of section 7.1.4 in the CA/Browser forum
Baseline Requirements, Code Signing Baseline Requirements and EV Guidelines.
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7.1.5 ZFRER#] Name Constraints

TTHTE o

No stipulation.

7.1.6 UF B EIEIT R FRIRFF Certificate Policy Object Identifier

BRI RATANFRA CP 5 1.2 15,
The certificate policy object identifier is the same as Section 1.2 of this CP.
717 KBS BR & ¥ B Il B9 B ;£ Usage of Policy Constraints
Extension
THE o
No stipulation.
7.1.8 KB PR E £ 8918 7% A0 1E X Policy Qualifiers Syntax and
Semantics
THE o
No stipulation.
719 XEIEBREEYT RIAYAEIE IR U] Processing Semantics for
the Critical Certificate Policies Extension
THE

No stipulation.

7.21E B HEES 5% CRL Profile
CAYIMERERIEBRIEY IR, FHAFEEFER. SXNIEBRETIRS
& X509 V2 #%=, BYE RFC5280 Frf

The CA regularly issues a CRL for users to use. The issued CRL conforms to the
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X.509 V2 format and complies with the RFC5280 standard.

7.2.1 kRS Version Number(s)

CAHMZR X509 V2 hRARY CRL., MRAE B AIEBRAE R —12EI .

The CA issues a CRL of the X.509 V2 version. The version information is indicated
in the column of certificate version format.

7.2.2 CRL #0 CRL % BE¥ It CRL and CRL Entry Extensions

A CAHIMMBILHRES IR (CRL) 2— M HNEEBFLIHFERNER
HIEBHITIR,

The Certificate Revocation List (CRL) of this CA is a list of time-stamped and
digitally signed revoked certificates.

CRLBIEEX AT

CRL ## EX

CRLESHRAS | 45%E CRL BIARAIE R, 7 CA MM AR X.509 V3 IEB IRz AY

CRL V2 RR A,
B2 EE ZX CA #1433 F3 sha256RSA 1 sha256ECDSA £ Z &k,
mEE e EE XA DN &,

AR (8] BE—NBHE/MEME, AEKRAEAR CRL ZMAIRE.

AT [E] fBE—PBH/EE, AXRBAT—XR CRLEGEX TR 5

(REFAERFIEAIZE)

BIHIEBSIR | IEEEEBEMIERIIR, SFIEBHFSSTNEBEHE

R HAFN A 8]

MAMME A | HREIEE CRL EZERNATTEH. TEPHHIR— CA LA

FRIRTT RNEEA.
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CRL%B¥ B | ~NMEACRLEZBY BRI,

I

The CRL data is defined as follows:

CRL Data Definition
RL i . . .
Iiumber Version Specifies the version information of the CRL. The CA adopts the
CRL V2 version corresponding to the X.509 V3 certificate.
S1gnat.ure The CA uses signature algorithms sha256RSA and sha256ECDSA .
Algorithm
Issuer

Specifies the DN name of the issuing authority.

Specifies  the Specify a date/time value to indicate when this CRL was published.

DN name of the

issuing
authority.
Ti
Update Time Specify a date/time value to indicate when the next CRL will be
published (this standard enforces this domain).
Certificate

Specify the list of certificates that have been revoked, including the
serial number of the certificate and the date and time when the
certificate was revoked.

Revocation List

I Uni . . . L
Ssuet AU sed to verify the public key signed on the CRL. It can identify

Identifi .
cHHer different keys used by the same CA.
CRL Ent .
. Y CRL entry extensions are not used.
Extensions

7.2.2.1CRL k%4> % = CRL Issuing Distribution Point
CAHMEFEZE CRLIY, BAERALY B, YRHHX CRLE, HERZ

TR,

This extension will not be used when the CA issues a full and completeCRL. When
issuing partitioned CRLs, this extension will be used.

7 3FEZIE P IRZS I OCSP Profile
R CAHLMEKF IETF PKIX TEAF X —NELIEBIRESHIL (Online
Certificate Status Protocol, OCSP) , IREAELIEBRTSEERS, AR OCSP

N & 754 RFC6960 FRA
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The CA adopts an Online Certificate Status Protocol (OCSP) developed by the IETF
PKIX working group to provide an online certificate status query service, and the
issued OCSP response conforms to the RFC6960 standard.

7.3.1 kA5 Version number(s)

RFC 6960 & X A9 OCSP v1 ki,
The OCSP vl as defined in RFC 6960.

7.3.2 OCSP ¥ FEIn OCSP Extensions

AEH OCSP ¥ B,

OCSP extensions are not used.

- 154 -



@ HFA M UE A T AR A A
8. INEHL B i F1 H b iE (& Compliance Audit and Other

Assessments

8.17E 1 B9 M X B 1§ 2 Frequency or Circumstances of
Assessment
BT MEBERITAIEALSS, CA UL ER WebTrust Xf CA FUFL IR 175 ERER
AT
1) R (PEARKHMERFEFZZE) . (BFIAMERSEEIE) .
(BEFINERSBZIEEIENE) e, BEXBEXTEBIINIHEESRE,
2) RIBEFHMEREXIRE, EXE=JTTHITVE WebTrust BHit,

In addition to internal audits and assessments, the CA also conducts external audits
and assessments in accordance with the attestation rules of the third-party WebTrust
for CA practitioner:

1) Accept the assessment and inspection of the relevant competent authorities in
accordance with the Electronic Signature Law of the People's Republic of China,
Measures for the Administration of Electronic Certification Services and Regulations
on Cryptographic Management of Electronic Certification Services,

2) Accept the WebTrust audit of third-party auditors in accordance with relevant
international and domestic standards.

CA HIM R TR TS SR !

1) BFE—REZAXIEMIREERZZINNE, N CAVMNEERER

It

2) CAHMPKISIBI RTINS A, SEHIT—K WebTrust BT
E=J M EIt .
Frequency of assessment by CA:

1) Accept the annual inspection of the CA by the competent authorities according to
the laws and regulations once a year;

2) The CA will engage an independent audit firm to conduct a third-party independent
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audit for WebTrust compliance anually.

8.2 & A9 3K /it Identity/Qualifications of Assessor

RFEITARNER—REE: CANRENTARZEEEAR, CASE

J\J\A/ 1}\“.—[:?\/JL&1|:1 ?\/JLJ\ A A%J\J\ //\ﬂij, gﬂ’]AJ\o

The choice of internal auditors generally includes: CA's security officers and security
managers; CA business leaders; certification system and information system
managers; personnel directors; other required personnel.

CATMKISERE ITZEEEBRE L FEVRNERMN WebTrust &8 TT
A, W FIMPE TR A B R R R AN T
1) BEFHAPEMEREREA. FRRE. FRREMAZHITEXN
E=AINERS R
2) WITHAENBERLTTHRLAR, BEELRERRES

3) BEERERGZETUHRENTIFRAEIER,
4) BHBIH WebTrust £iFREERR;
5) BFEMIEIHEE, SEEENAMERVEERTTHAR.

The CA will engage a qualified WebTrust practitioner that is familiar with IT
operations management with years of industry experiences. The qualifications and
skills required for external auditors are as follows:

1) Have third-party certification service qualifications related to public key
infrastructure technology, information security, information technology and system
auditing;

2) The auditor's organization has a licensed professional qualification with a good
reputation in the industry;

3) Possess professional skills and tools to check the system operating performance;

4) Possess an effective WebTrust attestation service qualification;
5) Have an independent auditing spirit and be bound by laws, regulations and
professional code of ethics.
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83 HFE S WL {HE =B HI X &R Assessor’s Relationship to

Assessed Entity

RNEMEITARER CAHMHNEGEER. VEEER. WERIERNIE

o

RARREES.,

The position of internal auditors and the system administrators, business managers
and business operators of this CA shall not overlap.

SNERIEfEE S CAVMZ BB, AV S, MEERSHMEUE
MM EERENFERR.

The external assessor is independent of the CA, and there is no business, financial
transactions or other interests between them that are sufficient to influence the
objectivity of the assessment.

8.4TE{H A A Topics Covered By Assessment
MHEZ TEERERRT:

1) CAYIEREEFEEEIRN L,
2) BEILERESHERSHI KB
3) REIRIRER CPS. WHEHEMREERARINEL S,
4) HESEREETELIR,
5) ZAEHE. EP4ATRAYEERSHTE WS,
6) =EFEHMBTELZEMNE.

The assessment work includes but is not limited to:
1) Whether the CA's physical environment control is fully implemented;
2) Whether the operation process and system are strictly observed.

3) Whether the certification business is carried out in strict accordance with CPS,
business specifications and security requirements;

4) Whether the logs and records are complete and accurate;

5) Whether key management and certificate lifecycle management conform to the
practice statement;
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6) Whether there is any other potential security risk.

5= B HUIBR I WebTrust & 704 377 3 B E7E UM A9 & A O™

TR, X CAFIM#HITIRIHLT

The third-party auditor organization shall conduct an independent audit of the CA in
accordance with the currently valid and ongoing auditing standards issued by
WebTrust.

85Xt a5 A~ E X E A i Actions Taken As A Result of
Deficiency
B CAIMERENFEIHREHTIHE, FRFEIT P RN ABENT
ERREBR I TA T U SRHMTE . CA VK RIEEFRRGIFBOEE. EAR
R AR IR [B) /L
The CA’s management shall assess the audit report, and the corresponding responsible
functional department shall take actions for improvement and perfection of the

deficiency found in the audit. The CA will quickly resolve problems in accordance
with international practices and relevant laws and regulations.

8.6 T L ZE R 151 5 & % Communication of Results
1) CANIMRAITHEITERBNXELATAIBEIL,
2) TECANMERE=TINPFEITYHOIE LG, CAIBREESE

ANEE M http//www.bjca.cn A%

3) W CANIMAEITERAMTREHTFREREBNER, WK
R mEiTABR.

1) The CA internal audit results will be communicated only within the company;

2) After the CA accepts the assessment of a third-party external audit agency, it will
publish the results on the company's official website http://www.bjca.cn.

3) If the audit results of the CA discover potential safety hazard that may be caused to
the subscriber, the subscriber shall be notified in time.

HAE =T B HESSEBATHEERFELMUNESR, BULHE L BFE
CAHMRIFBBAM ENMAR, FIEE CAYMNER, EESFNENRIN
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CAHAMREBAERX T EAVEEN .

Any third party notifying the assessed entity of the assessment resultsor similar
information shall clearly indicate to the CA the purpose and manner of the notification
and obtain the consent of the CA, unless otherwise provided by law; the CA retains
legal power in this regard.

8.7 B ¥ {4 Self-audits

CA VR TIFEEM BEIHE, RIBEFRFE AHEAREFIA CP BIHE,
B EDSFRNABREEE . EDG=1F —RNEFEBREERKE
HARSS RE . BEIHEX LR ERZEE R E AR XA E #IEA 8 A AV B FIAIESE
HNEEHEREXNE. MEFENFEAYEAED TIHEEAFERIEB 2 EH

3%,

The CA will conduct ongoing self-audits and strictly control the service qualityby
performing internal risk assessment on at least an annual basis and self-censorship
sampling on at least a quarterly basis according to international and domestic relevant
standards and this CP. The self-audit assesses whether the electronic certification
activities from the end of the last review period to the initial period of the current
audit period meet the relevant regulations. The sample size of the sampling shall not
be less than 3% of the total number of certificates issued during the period.
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9. EEF T H b A & % = Other Business Terms and
Legal Matters

9.1%% F Fees

9.1.1 FBE %A FE % B Certificate Issuance and Renewal Fees

HEFINEA S T RER MR B FINERXARS RIERIT AIER A, BRI
FAVERETHHEESNMEBITRE. CAYVMERS TRFIRANTIIR
T DSHEB MR #HITE S EE . H1TF R CAYAMITTIEBR, KIRESE ML
PHELXSEHE M. MREEFNEA D EZBHN L P8 BRI EFIMNERA
SATMHMIBEAR—E, ML FRNIE A,

BJCA can charge the certificate subscribers according to the provided electronic
certification related services. The specific charging standards are determined
according to the regulations of the market and management departments. The CA can
make appropriate adjustments to the certificate price without exceeding the charging
standard. When a subscriber subscribes a certificate from a CA, the issuance and
renewal fees of the certificate will be notified in advance. If the price specified in the
agreement signed by BJCA is inconsistent with the price published by BJCA, the
price in the agreement shall prevail.

9.1.2 B &8 % A Certificate Access Fees

HEIERBERERN, ZEB#HTEEENE, CAYMEREEULTZAR, B

R B X UL 0 AR 55 A 2R O AR

During the validity period of the certificate, the CA does not charge fees for
certificate information query for the time being, but reserves the right to charge for
the service.

013 F BHE K IRLDE B A& 189 & A Revocation or Status

Information Access Fees

CAMMERUEUL T A, RIEMARENFATR, FE CAYMEMN
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MIMNZE R, CAMMKES AR BN IZER A EE A .

The CA will not charge this fee for the time being, unless the user requests special
requirements which requires the CA to pay additional fees, and the CA will negotiate
with the user to charge the fees that shall be charged.

9.1.4 HMAR% % H Fees for Other Services

CA MR E X HAh AR SR BRI F . CA WA TTARIBIS KRB HIER, ITHIE
KBRS, BERSHA, ESITHEZITHMILFAE.

CA reserves the right to charge for other services. The CA can customize various
types of notification services according to the requirements of the applicant. The
specific service fees are stipulated in the agreement with the customer.

9.1.5 IRFKKHE Refund Policy

LU RBRENZ LI BAERRFR, CA YIAGEF A& R ER AR,
BRIEHIL CAYMER T A CP Il EMITARHMAERNSZHIER, TTAFTI
TR CAMMBSHIEB IR, HMAERT, CANMXTT RIS AR

During the implementation of certificate operations and the issuance of certificates,
the CA adheres to strict operating procedures and policies. Only if the CA violates the
responsibilities or other major obligations stipulated in this CP, the subscriber may
request the CA to revoke the certificate and refund. In other cases, the fee charged by
the CA to the subscriber is not refundable.

SRR A, TTFMBSEERIZIER, CAYMKEREEERE.

After the refund is completed, the CA will pursue its legal responsibility if the
subscriber continues to use the certificate.

VPN HREAS CAVMERNTE. EX. AWNIEBHIBEER &,

CA A3 L 15 PR AV IR K AN R RA K IB I TTME.

The subscriber shall provide complete, true and accurate certificate application
information in accordance with the requirements of the CA. Otherwise, the CA shall
not bear any responsibility for the losses and consequences caused thereby.
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MRITAFEEBRESHINREBEFIEBREUER, CANMBRRER KA

8] A9 Ak 55 %% S

If the subscriber withdraws from the digital certificate service system during the
certificate service period, the CA will not refund the service fee for the remaining
time.

9.24 4% 35 {F Financial Responsibility

9.2.1 {RF&SEEl Insurance Coverage

REESEE FEE XA CP & 9.9 il E FIME 6=,

The insurance coverage mainly refers to the indemnification stipulated in Section 9.9
of this CP.

9.2.2 H MR = Other Assets

CA HMTIR AL ) A BB HIW 55 35 71 A4S IE R EE F RN X558

[Bf7. BREBEIERIENIT P RKBTNTE.

The CA ensures that the company has sufficient financial strength to maintain normal
operations and warranties the performance of its obligations, and can reasonably
assume responsibility for subscribers and relying parties.

FRERNIEBITFRFEA.
The above requirements apply equally to certificate subscribers.
9.2.3 I B & LK AU 1R P& S 3B /R Insurance or Warranty Coverage

for End-entities

CA HMARIE W 55 R RBERMERRIE A S ST RIGIUREHIZREK
&, CAYIMNBEE=THITASNMEEIT, AFFMEREENIESR™
EAVSRIERE, SNFIEBVEEREFTER BT AHEXBESI.

The CA determines its insurance policies according to its business development and
the business of domestic insurance companies. The CA shall undergone financial
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auditing provided by third party auditors, and has reserved suitable cash assets for
planned customers as financial guarantee for compensation arising from certification
operation.

AR CA HIMIRIEAR CP SR EREMMAE, URBENENEHERK

EREN/SFMETER, CA VAR RBACEEREZNNE . MEVMHNRESK
SRR A FIREE KB N NIRRT E.

If the CA is required to bear the indemnification and/or compensation liability
according to the provisions of this CP or relevant laws and regulations and the
corresponding judicial judgment, the CA will bear the corresponding indemnification
responsibilities according to the relevant laws and regulations, the arbitration
institution's ruling or the court's judgment result.

9.3\ %15 B &% Confidentiality of Business Information

9.3.1 12 %{= B3EE Scope of Confidential Information

# CAHUSIRMABE FIMERS F, REEESERHEERRT:

1) CAHMEITAZERNHILIAR BRI FRATFHNAE. BREEH
MAEHBFEBUEVRIIER, CAHIMAKIEAXNIMAMEEFE T FIE
BEELOMNIEEAREER

2) VUPRABRTIEER VTP NRER CP N EHTEERE
WERVTAPARESBRSEEmMEMRK, Bi]FBTKE

3) HAth|h CAIAM RA REFMIVTPERNUARE, BREXZERE
EMB BT EHUENRNER, AT,

In the electronic certification services provided by the CA, confidential information
includes but is not limited to:

1) Agreement between the CA and subscribers and unpublished content in the
materials. In addition to the expressly prescribed by law or the requirements of the
government and law enforcement agencies, the CA undertakes not to publish or
disclose any confidential information other than the subscriber certificate information.

2) The subscriber's private key is confidential and the subscriber shall keep it properly
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in accordance with the stipulation of this CP. If the private key is compromised due to
the subscriber's personal reasons, the subscriber shall bear the losses;

3) Other subscriber information retained by the CA and the RA shall be considered
confidential and shall not be published except as required by relevant laws and
regulations or by government and law enforcement agencies.

9.32 KN B F & & 89 {5 B Information Not Within the Scope of

Confidential Information

U TEEARET CATMINENREES:
1) SEBEXMNBIERE. RERENTL RIERIEERSELS
2) HCAYIMELRMIERH CRL RMELE,
3) HCA#MXIE. CPSIRBIMIEBEMEE,
4) REFTHBEENERR, EREIEHENEIERES
5) REFBBLIEMEENIZE, EFEZTREMHFHKE I
BHES,
6) BNHEMNBE=TREREITNEENES
7) HthEEAFRERRNES.

The following information does not belong to the confidential information identified
by the CA:

1) Information about the application process related to the certificate, the procedures
required for the application, and the application operation guidance;

2) The certificate issued by the CA and the information in the CRL;
3) Certificate policy information supported by the CA and recognized by the CPS;

4) Data and information held by the recipient before the provider discloses the data
and information;

5) Data and information that were disclosed not for the recipient's reasons when or
after the provider disclosed the data and information;

6) Data and information disclosed to the recipient by third parties who have the right
to disclose;
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7) Other information that is available through public channels.

9.3.3 {RIP 1R B (= B A9 T 1F Responsibility to Protect Confidential

Information

CAYIRIE N EEFE. REMEAFRAPIEER, BRERR
THLE. EREEEF. CATMNERR T HEBTFRE LN,

The CA protects confidential information through strict management systems,
processes, and technical means, including but not limited to trade secrets, customer
information, etc. All employees of the CA will strictly abide by the confidentiality
provisions.

CAHMEBEZEREARACPF 931 THNENREEENTESXSE.

The CA has the responsibility and obligation to keep properly keep the confidential
information specified in Section 9.3.1 of this CP.

9.4 F F B2 FAR % Privacy of User Information
IBROEE . EM, CAVMERER FRIFIEBAEXEFEZ VSR,
FHIEBRHBEAR/HEDAREEXIDAGE. HFMAGEREHE: #8. ¥
E7IN. BMIES. MUt SME (RER/SEEAERANEILR) FRUER.

CA #1953 A PR RS BIR A TR IEHEIE -

In accordance with relevant laws and regulations, the CA needs the applicant and/or
the agent to provide relevant personal information when accepting the client's
certificate application and related electronic signature business. Personal information
includes privacy information such as full name, contact information, ID number,
address and ID card (original and/or any form of copy). The CA provides the
following safeguard measures for privacy of user information.

9.4.1 BRFARYE 7 & Privacy Plan

CA N A8 BER M RARP BN ESEROERT, HERMR
BT PP AGEREFEEMNEHBPIAGRRIPEER.

The CA shall establish a privacy and confidentiality plan to keep the subscriber's
personal information confidential under the premise of complying with the relevant

- 165 -



@ éﬂ?i)\;/[E BT INIE L 7] R BOAER RAE - SRS

provisions and laws of the state on privacy protection and publish the Personal
Information Protection Policy on the official website.

9.4.2 1E A FaFA4NIEHY{Z B Information Treated as Private

CANMAEEMEMITFRENEXEERN, RIEPTFEEANERMUE
IEBRSERIN, ITANEREEERAARKLE. SRBRERRTUTES:
1) WTANENSMESE, MERSMESEHE,
2) VIPHMEREI,
3) VIPHIBEH UL
4) ITFHRITIKA.

When the CA manages and uses the relevant information provided by the subscriber,
the subscriber's basic information will be treated as private, except for the information
already contained in the certificate and the certificate status information. Including but
not limited to the following information:

1) The valid ID number of the subscriber, such as the resident ID card number;
2) The subscriber's contact number;

3) The subscriber's communication address and residential address;
4) The subscriber’s bank account.

RIEEXE CAYMER, FETPRIREHAEREREN. FUEHREIK
FRIBEENEFER, CAHMEARZTIAATT.
The above information is only used by the CA and will not be disclosed by the CA

without the consent of the subscriber or by relevant laws and regulations, law
enforcement agencies or the government in accordance with legal procedures.

0.4.3 AEM A E2FARY{E B Information not Deemed Private
TAHENILEBER, URIEBRESEEREAABAEL,

The information of the certificate held by subscribers and certificate status
information are not deemed private.
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944 1% 37 B2 FA B9 T {£ Responsibility to Protecte Private

Information

CAHIMBZEREARCP £ 942 THAEMLEBHIFTENIAGREM. #

Z. B, BH. HXFRESNSE.

The CA has the responsibility and obligation to properly protect the use, sharing,
management, checking, deletion and modification of the certificate applicant's
personal information as specified in Section 9.4.2 of this CP.

EBFSHEN KRB G EZRFER CAYMERENRAMRMERNE

AT, CAHMEHRAEBALEMNTE.

In the case where the government or law enforcement agency requires the CA to
disclose private information to a specific object in accordance with legal procedures,
the CA is not liable for the resulting liability.

945 B REFAE B L 45 | & Notice and Consent to Use

Private Information

1) ITREE, CANMNRRELNSBRMIEBITANMAGE, NEITS
R REEMTFFERITAEE,

2) ITPER, CAMMTEENSSERENIRIBA CP #E MIBRFARIFBUR {3 FET KR
MEEITRER, FBHAECERARERIERITANRMER, N
EREMEPITAHREBRABREN, MAFKBSRABREN, CAHMBTR
SEITRRMEEEBAARE=A

3 WTRER, TEREXFEEIN. MEAVNXRBUFREBES ZNEFERT, CA
FEEFENTREERMEEN, CAHMBEREMT,.

1) The Subscriber agrees that the CA shall take appropriate steps to protect the

personal information of the certificate subscriber and shall inform the subscriber in
advance in the subscriber agreement and obtain the subscriber's consent;
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2) The subscriber agrees that the CA uses any subscriber information obtained in
accordance with the privacy protection policy stipulated in this CP within the scope of
its business. If the subscriber's private information is used beyond the agreed scope
and purpose, the CA shall inform the certificate subscriber in advance to obtain
consent and authorization. Without subscribers' consent and authorization, the CA will
not disclose the subscriber's private information to any third party;

3) The subscriber agrees that the CA does not need to inform the subscriber when the
CA discloses the private information to a specific object under the relevant laws and
regulations, or required by the law enforcement agency or the government according
to the legal procedures.

9.4.6 ik 3% £ 3 7 B £ ¥ M9 {5 B X E& Disclosure Pursuant to

Judicial or Administrative Process

BRAFFFEMUT &M, CAHMASBITANREFEERHGEME=ATE
=7IH48:
1) HUENIR. BUFSE MR EEZENRROE I IAIEER. Fl. AE R
E. RFREFHIE
2) TTPXAPBERARNAEXERAIME,
3) A CPAEMHMT LUKEMIER.

The CA does not provide the subscriber's confidential information to other third
parties unless the following conditions are met:

1) The law enforcement agency, the government or other departments authorized by
relevant laws and regulations apply according to laws, regulations, rules, decisions,
orders, etc.;

2) The subscriber authorizes the disclosure of relevant information in writing;
3) Other disclosure circumstances as stipulated in this CP.

047 H bt B I ¥ 1§ & Other Information Disclosure

Circumstances

MFEBITAEKR CAYIMRBEREFER A RS, MARRER, CA
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YA DU AR ER AT FRAGERNBEXER, 1T A MipFHibiR s

B=77, WMMEFRAE.,

If the certificate subscriber requires the CA to provide certain types of customer
support services, such as mailing, the CA may provide subscriber's name and mailing
address and relevant information that is not deemed private to a third party, such as a
mailing company.

9.54&1i2 =X Intellectual Property Rights

1) CAHMMERFREINEBE CANMRBNEIRMGE. ZEL BIHEFNEE
R, EFERIFRFLIBEIR =

2) CAVMEEHANMGEFF XM CPS. CP. BAXFFM. KHMMIES
A CRL 589 P RAIFIIR =AY

3) CANMEBEITMLE EAMM—YIEEINET CAVIMMZ, K& CAYIMAERE
R, MARNGSEEATEHLTA,

4) CAHMENIMEE EIRRIBAMSEET CA HAEN >,

1) The CA shall have and retain all intellectual property rights such as copyrights and

patent application rights for the certificate and all software, materials, data, etc.,
provided by the CA;

2) CA have ownership and intellectual property rights of CPS, CP, technical support
manuals, issued certificates and CRLs formulated and published by the CA;

3) All information published on the official website of the CA belongs to the CA’s
property. No one else may reprint for commercial activities without the written
permission of the CA;

4) CA's external operation management policy and norms belong to CA's property.

9.6[% A 53E{% Representations and Warranties

9.6.1 B FINERR S M AIFRIE 5B R CA Representations and

Warranties

CAAIMERME FIMERS AT RERAERNT:
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1)

9)

CANAEEF (REARKHMEBFEZRZZE) REXERNNE, NELM
AL PAIEENERTE

WFFREAMI AP EAFERRTAREY R (3, XEgdEHams, &
BT HEREBRAAENREHNALHER) FEEER P HIHHHERE
DEEES TG

WIFRIEARN T IEPHEXBERIBARRER T HHEN, MAKRHEBA
FRIBIEH,

RIBERHEENEESNAERM (organizationUnitName {5 2BR5M)

REUE e DU NME B 2 8 organizationUnitName” R T &5 B R IR ST
REME;

RIEAR CP % 3.2 TIVERWIERIBA G4,

& CAVMEITPEXREXR, U CAYMEITRFEEZFR XA THITHH
WA, ZITFEMUFTE CA/Browser i1 4 75 A9 Baseline Requirements
FEXK, B CANMEITANE—LAHBE XK, WRIBFEBARKEINTE
S

CA AP N AT A RIS HIE R LIPRSER (FRSERE) | 4B
MRS H AP —ANERER (24x7) AFTHEEEE,;

RFEA CP HIE /YRR T HIRIE S,

10) CA Hlig IR T IEBBUIRAMINESS B = AR MR 7,

11) CAHMERLIT FIIE B EAR CP A KM E K,

12) CAHAEEIEBIT FRIEFAS M. BEXREZWITFIEBERMNS

JEMENEMS
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13) CAHIMIELE LRI BE, BFZRIEIEPREIBEAN TR HEIRER.

The warranties of CAs in the process of providing electronic certification services are
as follows:

1) The CA complies with Electronic Signature Law of the People's Republic of China
and relevant laws, and bears corresponding legal liabilities for the issued digital
certificates;

2) Verify that the applicant has ownership of or control over the domain name and IP
address listed in the certificate subject field and Subject Alternative Name (or, for the
domain name only, has obtained the authorization of the owner of the right to own or
control the domain name);

3) Verify that the applicant has authorized the issuance of the certificate and that the
applicant's representative has obtained a qualified authorization to apply for the
certificate on behalf of the applicant;

4) Verify the accuracy of all the information contained in the certificate (except for the
organizationUnitName information);

5) Take measures to reduce the possibility of misleading information contained in the
certificate subject “organizationUnitName”;

6) Verify the identity of the applicant in accordance with the requirements of Section
3.2 of this CP;

7) If the CA and subscriber are not affiliated, the subscriber and CA are parties to a
legally valid and enforceable subscriber agreement that satisfies the requirements of
the Baseline Requirements issued by the CA/Browser Forum; if the CA and
subscriber are the same entity or are affiliated, the applicant representative has
acknowledged the terms of use;

8) The CA maintains a 24 x 7 publicly-accessible repository with current information
regarding the status (valid or revoked) of all unexpired certificates;

9) The certificate may be revoked for reasons formulated by this CP;

10) The CA accurately describes the procedures in the Certificate Policy and
Certification Practice Statement;

11) The certificates issued by the CA to the subscriber satisfy all the material
requirements of this CP;

12) The CA will notify the certificate subscriber of any known events that will
substantially affect the validity and reliability of the subscriber's certificate;

13) Upon the refusal of the CA to issue the certificate, the CA will immediately return
all fees paid to the certificate applicant.
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9.6.2 AV MBI 5B R RA Representations and Warranties

10 CAMMELEMALM, RBFE CA #1448 CPS 5 CP RIBEFINEW S
FOEAAIMAERTE, MV E FINMEW SR IER T R CANIMMAEXEE
ELR. CAYMEIEMIEES 58 FAMERSERFHEGRENT:

1) SEMVASEIEBIT A REMEMIRET S E CA VBRI CPS IR A LR
K,
2) AT A RIEBRIEMRIARBERE, EMEE ST X

%,

3) AMYIMESEHRBATHIERERIFLE, ERBEARIELRSTEEAIN
BRT, AIEUEPRIFARE—#A 1-3 TR,

4) CAYMMERIERE, ASBHTIMNMAKRNSBUEBHINESSIED
RIEAMNERRA—E;

5) SEMHAEIEA CP AME, KAtE CA VMR H. EHSEHiE,

6) JEMVAMRIBIE =L BIERIERIT A ESZIES CAYY,

7) AMMEZEREITANEERSIMEEXNER, FERNERZS CA
WA SRR ARENE XN EREC & CA HIE#FTER FIMEL 5
SRR

8) SEMMRREIIIT AR ER TS

The RA of the CA shall follow the CPS and CP of the CA to assume the

responsibilities of the RA in the electronic certification business. The operation of the

electronic certification business of the RA shall be subject to the relevant management

regulations of the industry and the CA. The specific commitments of the CA's RA in
participating in the electronic certification service process are as follows:

1) The registration process provided by the RA to the certificate subscriber is in full
compliance with all the material requirements of the CA's CPS;
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2) If subscriber's certificate application materials failed to pass the investigation of the
RA, the RA has the obligation to inform the subscriber;

3) The RA completes the certificate application processing within a reasonable period
of time. When the applicant submits complete and compliant materials, the time for
processing the certificate application is generally 1-3 working days;

4) When the CA generates a certificate, the information in the certificate will not be
inconsistent with the information of the certificate applicant due to the mistake of the
RA;

5) The RA will submit the application for cancellation and renewal to the CA in time
according to the stipulation of this CP;

6) The RA shall transmit the information of the certificate subscriber to the CA
through a secure channel;

7) The RA shall properly keep the subscriber's information and information related to
the certification and transfer it to the CA for filing in good time. The RA shall
cooperate with the CA to conduct the electronic certification business compliance
audit in accordance with the relevant agreements;

8) The RA shall perform its obligation of security warning to the subscriber.

9.6.3 1T P HIFRIA 5384R Subscriber Representations and Warranties

TTRBEX CAYTMELXIERNE, RIWAE CAYME., EMVLIMEEEH

IEPHNBEXREEAELE TIRKIE:

1) TTPFWIAERBHFERT AR CP RAEXNENERMAE, BEREZA CP £
R,

2) VTARBIENSEFERN, ERIERFIEBEAEREXRNEMTTE, #HEX
Siakm CAYANIRILAR T BN EEMAR, FE L REERARNELE
TENEEBHN CAYM, METTFRENBRAESL. FATE. TEH

EAREEIBHN CAHIM, HIEMNRKBITFBITAIE, IR7F
AREAN, BAVTFANREARENBETRE. 1TFAERERRIEARR

TER AR SR, @A CA 1,
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3) VTR{ER CAYIMEFIEBE, NEAESFEEHEFEZEHG,

4) VTRPEBIEBATEEZBENFERTHRNHTRFTESR,

5 VUFPNBETEAXNFERAY, FEXSXR—UIEEERNLERER
WiEmER. MEMRE, ITANZERE CATBELNBFILENR
AMEE, ARUEIZMEA. MERITFRESSMAIE. M. 8§
REFIE BRI, HILERRNRKEIT A BITKIE

6) SITFIEBE R MNRARTITHE—XER, MEITFECHE
%, BERNMILBE2AMEE (EHXAIHSHEEE) | IEPNRA
AT AR iR MER;

7) ITAREENRILEBARHNAER Y, BALENSMNIEBEELIR

8) VTFHEMEMIERH, NEIEBPIENT ARG ELEIES, FTE
EEMEMBOEERENAMA FINAE R EASEEME A,

9) ABELEMARE CAYMARNENAER., TF. FH. HEF, SRER
BRI 3RME . HSEAYE BANIE B AR 55 HY I8 AR AR 5

10) ITRAERBIEBEMAIMIATER, NzR1E CA HIADEHIFRIE:

OB HAKFRH T EERE RSO E B A IEB P EEHN S5 A AR AT
5, MTRZBEFIHILH, FFLERILBRAMBRAREA;
OIEBHREBARLERIAAER, WERIZEBIEFHELLERIES,

11) —B CAHMEIR TITFIEBNASERSIT A EBTHEEEZILRTA,
CAHIF N EERET FIES,

12) ITARIE, —BIEB#% CAYMEERE, BABERIZIES.

From the time the subscriber accepts the certificate issued by the CA, the subscriber is
deemed to have made the following commitments to the CA, the RA and the relevant
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parties trusting the certificate:

1) The subscriber confirms that it has acknowledged and accepted all the content of
this CP and related regulations, and agrees to be bound by the terms of this CP;

2) Subscribers shall follow the principle of honesty and trustworthiness. They are
obliged to always provide accurate and complete information and materials to the CA
in applying for digital certificates and other aspects related to issuance, and notify the
CA in time when the above information and materials are changed. If the information
provided by the subscriber is false, incomplete, inaccurate or not notified to the CA in
time after the change, the losses caused by the subscriber shall be borne by the
subscriber. If there is an agent, both the subscriber and the agent are jointly and
severally liable. The subscriber is responsible for notifying the CA of any
misrepresentation or omission made by the agent;

3) When a subscriber uses the CA's digital certificate, the relevant software shall be
obtained by legal means;

4) The subscriber shall use the certificate for lawful purposes and digitally sign it
within the validity period;

5) The subscriber shall generate the key pair in a reliable manner and shall be obliged
to take all reasonable measures to prevent the key from being attacked, lost, disclosed
and misused; the subscriber shall properly keep the private key and password of the
digital certificate issued by the CA, and shall not disclose or deliver it to others. If
others know, misappropriate, or fraudulently use the digital certificate private key and
password due to the subscriber's reasons, the losses caused thereby shall be borne by
the subscriber;

6) Each signature made by the private key corresponding to the public key contained
in the subscriber certificate is the subscriber's own signature, and the certificate used
at the time of signing is a valid certificate (the certificate has not expired or is
revoked), and the private key of the certificate is used by the subscriber for access and
use;

7) The subscriber will review and verify the accuracy of the certificate content and
confirm that the certificate information obtained is correct;

8) When using the certificate, the subscriber shall install the certificate on the
accessible server listed in the certificate and comply with the scope and conditions of
use of all applicable laws and regulations and user agreement;

9) No statements, changes, renewals, upgrades, etc., that have been published by the
CA can be rejected, including but not limited to policies, changes to specifications,
and additions and deletions of certificate services;

10) If the subscriber finds the following situations after obtaining the certificate, the
subscriber shall immediately apply to the CA for revocation:

(D promptly request revocation of the certificate and cease using it and its associated
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private key if there is any actual or suspected misuse or disclosure of the private key
corresponding to the public key contained in the user certificate;

(2 promptly request revocation of the certificate and cease using it if any information
in the certificate is incorrect or inaccurate;

11) The CA is entitled to revoke the certificate immediately if the CA discovers that
the certificate is misused or the subscriber is being used to enable used it for illegal or
even criminal activities;

12) The subscriber warrants to promptly cease all use of the certificate upon it is
revoked by the CA.

9.6.4 UK ¥ 77 B9 % 1A 5 $8 4 Relying Party Representations and

Warranties

R TT R AR N T A= BN A
1) AEBACPHFNK, THRILPHNEMEBEN, EFACPHAENE, RER
CP AT CA A TTIER BRI A E;
2) HEFRFIZIEBYNAMILPEE, EEBILEE, XHEBOEERETRIL
3) EREMILBMLANGEEXRRIFHINZILBER, 81 BEER CRLH
OCSP #INE B EHAE, WINEBENERSCEMBRER, &%
IR T ArE H I AP T RN, FIMXEBICRNRARSEIL
AR —E; REAMUTEZMEREENMENES
4) NEELEERA CANMATENER. TE. B, ARF, BRHER
PRT-3RME . ASERIE BUANIE B AR 55 RO AN A0 AR 5
5 HNT—ERTRAZSHMRERES 7T SERENEFR, KBTS
CAAITRAVIRKATIRE, FRKBRELEMN B S ALK,

The relying party shall make the following statement and commitment:

1) Familiar with the terms of this CP, understand the purpose of the certificate use,
comply with all the provisions of this CP, and agree to the stipulation of this CP
regarding the limitation of CA liability;
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2) Obtain and install the certificate chain corresponding to the certificate, and verify
the certificate's trust chain before trusting the certificate;

3) Confirm that the certificate is valid before relying the trust relationship proved by
the certificate, including: confirming whether the certificate is revoked by querying
CRL or OCSP; confirming that the certificate is used within the specified scope and
period; checking the reliability of all certificates that have appeared in the certificate
path; confirming that the content of the certificate are consistent with the content to be
certified; checking other information that may affect the validity of the certificate;

4) No statements, changes, renewals, upgrades, etc., that have been published by the
CA can be rejected, including but not limited to policies, changes to specifications,
and additions and deletions of certificate services;

5) If the relying party violates the terms of the reasonable inspection due to
negligence or other reasons, the relying party shall compensate the losses caused to
the CA and shall bear the losses caused to itself or others.

9.6.5 Hih& 5 EH[FRiA 5481R Representations and Warranties of

Other Participants

RI TR EMS5E N BIEAR CP HHLE.

Other participants not listed here shall follow the stipulation of this CP.
9.71B{®% %235 Disclaimers of Warranties

BRZA CP 28 9.6.1 TR A BAFAARIEIN, CA VIMAKIBEMAERFERARIERN
NE 3
1) AMREBEBITA. G877k MS5ENRE 518R,
2) AXERFINEA RN T A AT E AR A H 4B 4R
3) AEIBBUEIEHSCEEASATEMARE CAVMATFHRETROME,
4) AEBEHIEBIE B NRIMNYY BIERAHREK;
5) AABEIE CAHMERSBMREHRE. MEFHSBIEBIRE. XHF
BT S H A SIS BRI K
6) AFEBHTAUMNNEZSENRS P HILERNE AHRK,

177 -



@ éﬂ?i)\;/[E BT INIE L 7] R BOAER RAE - SRS

7) HERT CAYMNEETNERTASHEMI BT ARSI RNERAEX

SMXITPIERAIRE, CAYMARRIEBRE.
Except for the clear commitments in Section 9.6.1 of this CP, the CA does not assume
any other forms of warranty or obligation:

1) Not warrant the representations and warranties of certificate subscribers, relying
parties and other participants;

2) Not warrant any other software used in electronic certification activities;

3) Not bear any losses beyond the scope of the certificate or for other uses not
permitted by the CA;

4) Not bear the losses caused by applications beyond the specified purpose of the
certificate use;

5) Not bear the losses caused by equipment failures, network interruptions resulting in
certificate errors, transaction interruptions or other things that are not because of the
CA;

6) Not bear the client losses caused by service interruption due to force majeure
factors;

7) The CA is not responsible for the losses caused to the subscribers due to violations
of the contractual obligations caused by the CA's partner's ultra vires or other fault
actions.

9.8 PR35 {F Limitations of Liability

R CAHAMARYE CP SAEXEREMME, MR EEHEIRIBREEN/
HAMZETTERY, CAFIMREARIEREBIIA CP 5 9.9 THENARIBETRE.
If the CA is required to bear the indemnification and/or compensation liability
according to the CP or relevant laws and regulations and the judicial judgment, the

CA institution shall bear the limited liability not exceeding the provisions of Section
9.9 of this CP.

CAMAE SIT A MBI ZERNHNF, XTEITASARETT R EE R
MMERREERENS.

The CA does not have an indemnity obligation in an agreement with a subscriber and
a relying party for damages caused by the subscriber or the relying party.
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9.9k 4% Indemnities
9.9.1 CA #1#3Hy M= Indemnification by CAs

W CAMIMER T A CP 2 9.6.1 TTHIFRA SBR, IEBITF . #7759 IX
BI5 CANMRIBIRETE (RERANERTRIN) . TRIBEFENE CA YK
EERBEERE:

1) CAVIMREIERERELRATIFMSMNIE=F, SBUTFSKEAEZREK,

2) TEITFRIZERIANTEABUERLT, CAVMBMERNIEBSHHERE
£, BSBOTP SR H It & /K,

3) CA#MBBAIT PR AZME SR ARFERBIIRNIER, MDAITTAEXR
P, HESBURBTESHRK,

4) BT CANMMNERBETEBRANME, SEITASREEZIRK

5) CAMMKREERMNEHEIIE, ALSEEKRBAEZREK.

If the CA violates the representations and warranties in Section 9.6.1 of this CP, the
certificate subscriber or relying party may apply for the CA to assume liability (except
statutory or contractual exemption). The CA shall be liable for limited liability in the
following cases:

1) The CA wrongly issued a certificate to a third party other than the subscriber,
causing the subscriber or relying party to suffer losses;

2) In the case where the subscriber submits complete and accurate information or
materials, the certificate issued by the CA contains error information and causes the
subscriber or relying party to suffer losses;

3) In the case where the CA is fully aware that the subscriber has submitted false
information or materials and still issues a certificate for the subscriber, causing the
relying party to suffer losses;

4) The disclosure of the certificate private key due to the CA causes the subscriber or
relying party to suffer losses;
5) The CA failed to revoke the certificate in time, resulting in the loss of the relying

party.
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9.9.2 7T Py 4% Indemnification by Subscribers

IERITAEEASERIERN, &5 T AhSERMmSE CA YIAGHEMH
ALK, TP RABRETRE.

When the certificate subscriber uses or trusts the certificate, if there is any action or
omission that causes losses to the CA and the RA, the subscriber shall be liable for
indemnification.

URPERIE PR TREEMN TERL TREBRERE.

Upon acceptance of the certificate, the subscriber agrees to be liable for the following
circumstances.

1) R CAHMGRHMESL T BIERNER, MSE CAYMEHEXRETHREK,

2) RERIPITFHRSA, BEF R B EALEAGIFERR LT PRRAARK.

A

MR RN WARERNAERN, ITAAIXMITHNERAE,

3) AMBIULBBACKLBAETREIEN, KRENEH CAYY, FEILEME
RiZIEH, mSE CANMEEXRETTIRE,

4) ITRIMREERB T ERERNRRAE R, MEBETBIEBRIET - MHZH
WFEZZREMAAMBEXERE, ITRRANXMITANERAE,

5) IEBMIEEFEH, BIER CAYMIHEREANIE, BT CAVMEEX
BTN EZRRK .

1) Failing to provide true, complete and accurate information to the CA, resulting in
losses to the CA or related parties;

2) If the subscriber's private key is not protected, or if the necessary safeguards are
not used to prevent the subscriber's private key from being lost, compromised,
modified, or used by an unauthorized person, the subscriber must be responsible for
the consequences of such conduct;

3) Failing to promptly inform the CA and cease using the certificate when it is aware
that the certificate key has been compromised or may be compromised, resulting in
losses of the CA or related parties;

4) If the subscriber makes a mistake in describing the information to the relying party,
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and the relying party takes these descriptions for granted after verifying one or more
digital signatures with the certificate, the subscriber must be held liable for the
consequences of such conduct;

5) The illegal use of the certificate, that is, the violation of the CA's regulations on the
use of the certificate, has caused losses to the interests of the CA or related parties.

9.9.3 #k#i 77 B9 = Indemnification by Relying Parties

WA TRIEE S CAMMKITAEZME, KT RAEBRERE:

1) KREFT CA VM SHKF T AIMUFIAR CP FH#LERI X5,

2) RWKEBACP EEHEZ, SH CANMRESNAIERRETGSE=TE
SARK;

3) HEMHEAREMER TERIES, WM&BTTRMIEREEE. BEARER,
IERELNK TRETREEE,

4) RETTARRIUEE BT

5) {k#i77ABITEIE CRL 5t OCSP WA 2 &

If the CA or subscriber suffers losses due to the following circumstances, the relying

party shall be liable for indemnification:

1) Failing to perform the agreement between the CA and the relying party and the
obligations specified in this CP;

2) Failing to verify reasonably according to this CP, resulting in losses suffered by the
CA and its authorized certificate service agencies or third parties;

3) Trusting the certificate in an obviously unreasonable situation, such as when the
relying party is aware that the use of certificate is out of scope and overdue, and the
certificate private key has been or may be stolen;

4) The relying party has not verified the certificate's trust chain;
5) The relying party has not verified whether the certificate has been revoked by
querying the CRL or OCSP.
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9.10 BANHEAPR 5 %% 1F Term and Termination

9.10.1 BHRHARR Term

AR CPAANBATMIERXAER, E—hRAR CP B K3,

This CP comes into effect at 0:00 on the effective date, and the previous version of CP
becomes invalid at the same time.

0.10.2 %1 Termination

CAHMBENEIEAR CP (BEITIR) - &R CPET—hRA CP £z A
CA 9% 1F 88 FINIEAR S5 B K30
The CA has the right to terminate this CP (including amendments). This CP expires on

the date the next version of CP becomes effective or when the CA terminates the
electronic certification service.

9.10.3 M EVZ%& 1F 51R B Effect of Termination and Survival

AR CP&ILE, HENIKBENZELE, CPRANABAATHER, BXLILE
ZBRIRERNZERSER, CP PNENRENNERRBRITEMAER. CP HF

EHEIT. REEE. BRFRIP. MR NEFTHASEH .

After the termination of this CP, its effect will be terminated at the same time, and the
content in the CP will be considered invalid. However, for the legal facts that
occurred before the date of termination, the provisions and the exemption obligations
of each party in the CP are still valid. The audit, confidential information, privacy
protection, and intellectual property rights involved in the CP continue to be valid.

911 WHEEZMNAN5)1ESE 5 4318 Individual Notices and
Communications with Participants
S5ZMBH—L T B CP RIREMFENK, TNBTHEIRKR CAHM,

Participants who need to know more about the terms mentioned in this CP can contact
the CA by phone.
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AN ARETT.

After the termination of this CP, the CA will notify the parties involved in the CA's
electronic certification activities regarding the invalidation of the documents.

9.12 117 Amendments

9.12.1 1&1T#2F Procedure for Amendment

Z CANMEZLRKBEEZASEN CPRE/NAGFEDHEE KK CP,
BRENEEZERZEIANEEMINE R LB XE R RE, FEIMETFRASE
bRk 5555

Authorized by the CA's Security Policy Administration Committee, the CP writing
team reviews this CP at least once a year to ensure that: it complies with national laws
and regulations and the requirements of the competent authorities and relevant
international standards; and it meets practice needs of the certification.

A CPEVEITTSEHT, H CP RE/NEREEIIIRE, 2 CAYIMLTERIKE
BZAs#ER, B CPRENANFTAREL], BIT/FH CP FE CAYMRE

REEEIEZRRSHCEREEFIMEA T AR 34 (http://www.bjca.cn) IE 3T Ih &
s}

o

For amending and updating this CP, the CP writing team shall submit an amendment
report and organize the amendment with the consent of the CA's Security Policy
Administration Committee. The amended CP will be officially published on the
website of BICA (http://www.bjca.cn) after being approved by the CA's Security
Policy Administration Committee.

A GEBREE) BEHiT KA RRATZ S

This Certificate Policy will be subject to strict version control.

0.12.2 BHEIHHIFNHAFR Notification Mechanism and Period

EiTIar CP SRR BN CA M98 E M http//www.bjca.cn E& 7.
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SNTFHERITEFIRE. 54, BEFAHABHNNEN, CAYVEKEESIENLT

BRBMAEXETT, EENNENMFRLEEXTZINTEER/N. WEEITEAD
M7 ATHEER, ITRREHRBENHEIEENRE, SEANRBRIZET.

The amended CP will be published on the CA's official website http://www.bjca.cn
after approval. For amendments that require notification by e-mails, letters, media,
etc., the CA will notify the parties within a reasonable time, and the reasonable time
shall ensure that the parties concerned are least affected. If within 7 working days
after the amendment, the subscriber does not apply for the revocation of its certificate,
it will be deemed to agree to the amendment.

9.12.3 A& BN 55 # N B9 1E 2 Circumstances Under Which

CPS Must Be Changed

1) A CPHIEXNAEEEREMNERENSIBITMEA—E, CAVMIELIEN
AR CP FHEXRAA,

2) EREERIINA CP HAFHNENSIFREKR;

3) A CPHRMMN. REMBEXFAEEZARREHZE CAYMEBFIAELSFH
=K,

4) 7K CPH1HXAAR S CA/Browser WIx&H & M HITERFSE . WebTrust Xf CA
AR —EL, CAHUSRIRILIERA CP RIEX AR .

1) The relevant content in this CP is inconsistent with the laws, regulations or
departmental rules of the jurisdiction, and the CA will modify the relevant content in
this CP accordingly;

2) The national regulatory authorities have a clear request of change or adjustment for
this CP;

3) The rules, procedures and related technologies described in this CP no longer meet
the requirements of the CA's electronic certification business;

4) The relevant content in this CP is inconsistent with the latest specifications of the
CA/Browser Forum and the rules of WebTrust for CA. The CA will modify the
relevant content in this CP accordingly.
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9.13 S ALIE Dispute Resolution Provisions

CAHM. IEBITF. BT FREAER FIMPAR P FEFWN, NEF
Wi Z B 3 B AE CA MR HFWAAEERFBHERETT, FWUBR
AT ZA T HR:

1) RIEAR CP RMBXEEZENNME, BHIET

2) H CAHMARERATRSHRIBEANA,

3) & CAHUEINMARE, BEBREEMBITHTER,

4) 75 CANMSUI MR AR CP Brid R AR FI, FIWTT X UK
FURIERMPHEZ RS

Disputes arising from electronic certification activities by entities such as CAs,
certificate subscribers and relying parties shall file a dispute resolution request with
the CA within 3 months from the time of the dispute and notify the relevant parties.
The dispute resolution can be implemented in the following steps:

1) According to the provisions of this CP and relevant laws and regulations, the
responsible party is clearly defined,

2) The relevant departments of the CA are responsible for coordinating with the
applicant;

3) If the coordination of the CA fails, the relevant legal department will make a ruling;
4) For any dispute with the CA or the RA regarding this CP, the parties to the dispute
may only submit the dispute to the Beijing Arbitration Commission for arbitration.

9.14 E#E7%fE Governing Law

CAHMEE CP ZEREMAHN (FEARAMERZER) . (PEARH
MEBFEFZE) M (B FINMERSERINEY RIEXSEEEMNE, Ak CP
MEIMERE ERERENZRSETHITIEREHAR, CA ADRE XTI 57K
TET, BT EEREREANE.
The CP of CA is subject to Civil Code of the People's Republic of China, Electronic

Signature Law of the People's Republic of China and Measures for the Administration
of Electronic Certification Service and relevant laws and regulations. If a clause in
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this CP conflicts with the provisions of the above-mentioned laws and regulations or
its enforceability, the CA will amend the clause to comply with relevant laws and
regulations.

9.15 5i&EHEAENFTS M Compliance with Applicable Law

T8 CAHUMENEBRIT P RBTT F LA FE U R AR CA L
MEGIES, 7&K CP B9ifT. MBEMEFEMEAFEANRLANEEZENE.
EE5 CANMSIRPUEIMVAMEREAR CP FrF K MEMSRIN, HNENFEAR
HFEEE.

The implementation, interpretation and procedural validity of this CP shall be
governed by the laws of the People's Republic of China, regardless of where the CA's
certificate subscribers, relying parties and other entities reside and where they use the

CA's certificate. Any dispute with the CA or the authorized RA regarding this CP shall
be resolved in accordance with the laws of the People's Republic of China.

9.16 —H% %=k Miscellaneous Provisions

9.16.1 SEEMY Entire Agreement

CA#M9RY CP EEMXAEMEIE . BX. TERAT3I&D. KT
XN EFMEFATELENERRR, BB E LD, K CPEEK
P RIS R R AR . HEREABE s AL, RTEMICKEIERE CA

HADEY B 77 Wb o I E 18 AR 5T .

The complete document structure of CA's CP includes 3 parts: title, contents and body
content. The modified alternatives to the contents and body content will completely
replace all previous Sections. This CP will replace all previous or contemporaneous
written or oral interpretations of the same subject. This complete agreement will be
published on the official website of the CA for query and browsing.

9.16.2 ¥:if Assignment

CANIMERS, RIEAR CP FIFERAVMELAE R THMMAMNSE, EHEE

AT HERERZENNRRNELITNAN 5 XS LT AR EN RN
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AL T3 A — T RS R FTIER T

The CA declares that, according to the rights and obligations of the parties to the
certification entity detailed in this CP, the parties may assign the rights and obligations
in accordance with the relevant provisions of laws and regulations. This assignment
does not affect the assignor’s renewal of any debts and liabilities of the other party.

9.16.3 3|4 Severability

A CP NIEEIZFMB N AHET S CAYMETEERENIEREN R £ R
WHEALIHAEFTHIT IR, CAYM T NERKRLEZNRE MEITTIZFK,

ERMEHI, HRMAAZEM, CAYIPKAELEDIREEITHRE.

When any clause or application of this CP is determined to be invalid or
non-executive due to conflicts with the laws and regulations of the jurisdiction in
which the CA is located, the CA may amend the clause to the extent necessary to
continue to be effective, with the rest unaffected, the CA will disclose the amended
content in this Section.

EREBEITEEXRERIER 28, CAYIME XX HZE questions@
cabforum.org, %0 CA/Browser i£izx CP HEEITHEE, HHIACBHAHE

INFEHREF FRFN/A FEAREZF 3R https://cabforum.org/pipermail/public/.

Before issuing a certificate based on the amended request, the CA will send an email
to questions@caforum.org, notify the CA/Browser Forum CP of the amended
information, and confirm that it has been posted to the public mailing list and public
file list https:/ /cabforum.org/pipermail/public/.

EREAEEM, 3 CA/Browser BIZMERFEH, £ CAYVMBENTE
CA/Browser 121z H4 Baseline Requirements B A RE R, NARZT h{E{aXf CA
FAN S BIENAEREREER. ER U ESREHITHEXEE, 3T CA MY
K9 CP 9181T, R[5 CA/Browser iRz AIBEAINE7E 90 R ASEM .

If the law no longer applies, or the requirements of the CA/Browser Forum are
modified to make the CA conform to both the Baseline Requirements and legal
requirements of the CA/Browser Forum, any adjustments to the business operations of
the CA in this Section will no longer apply. The above-mentioned related adjustments
to the business operations, the amendment of the CA's CP, and the notification to the
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CA/Browser Forum will be completed within 90 days.

9.16.4 & 4T Enforcement

CA AR, ATTFIEB ARBITT FLERINTT CAYMME) CP A RIAE
REINFIZSE AR RAMITIZIE E A E
The CA declares that if the entity such as the subscriber certificate or relying party

fails to implement a provision in the CP of the CA, it is not considered that the entity
will not implement the or other provisions in the future.

9.16.5 A~1J$71 /7 Force Majeure

CAHMAX E S, TiEs. BRAKRE. FRMERF. FEL. BN
HAn B MR ETTEEAE AR TR N NEHPNEMA CP AUEBRITENER
RETTEEITIR.

The CA shall not be liable for violations, delays or failure to perform the warranty
obligations of this CP due to force majeure events such as wars, terrorist activities,

natural disasters, infectious diseases, strikes, breakdown of Internet or other
infrastructure.

90.17 HM4Ex Other Provisions
CA ¥ M3t A CP BB RA BTN,

The CA reserves the right to the final interpretation of this CP.
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