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GB/T 35276-2017 {SRRERA SM2 HRDEEEANE

GB/T 20518-2018 fERZERA NPEMRE MFILEBER

GB/T 26855-2011 fERRERKA AAEMIRE IEPBRESIMEV S HEH
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ITU-T X509 V3 (1997) @ ERFAR-AHRRGEE-BR: IANLER

RFC5280: B EXM X.509 A$AEMIIRFEIEPF CRL 4514

Statements
This CP fully or partially supports the following standards:

GB/T 35276-2017: Information security technology, SM2 cryptographic algorithm
usage specification

GB/T 20518-2018: Information security technology, Public key infrastructure, Digital
certificate format

GB/T 26855-2011: Information security technology, Public key infrastructure,
Certificate policy and certification practice statement framework

GB/T 19713-2005: Information technology, Security techniques, Public key in
frastructure-Online certificate status protocol

RFC3647: Internet X.509 Public Key Infrastructure - Certificate Policy and
Certification Practices Framework

RFC6960: Internet X.509 Public Key Infrastructure - Online Certificate Status
Protocol - OCSP

ITU-T X.509 V3 (1997): Information Technology - Open System Interconnection -
Catalog: Certification Framework

RFC5280: Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile

A CP EHR IR R THIM 171R, S ITE3Rk &5 A& www.bjca.cn

Mk &% WebTrust 4835 M ub #7470 .
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This CP has been submitted to an independent auditor for assessment. The audit report
will be published on website “www.bjca.cn” and repository hosting WebTrust reports.

RXAAFA RSV RBFINERD B RASE . REPERN, KX

FRAENXF. BRAEUEEARRHITIRIE AR,

All copyrights in this document belong to Beijing Certificate Authority Co., Ltd. All
texts and diagrams in this document shall not be copied and published in any form
without written authorization.
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1. ¥EFEMEH A Introduction
1.1853AK Overview

1.1.1 /A=) fa 41 Company Profile

IEREEFZINER D BR/AS (Beijing Certificate Authority Co.,Ltd., f&#RBICA
HEFIANE) F2001E2B FHRIEE, A, AENBFAMERSIME, t
EEMABREARLME TV FELABMEHNE FIAERS T T RRA
FALMSN ., BHFIMEATER (PEANRKEFTERFEZZE). (BFIAMERS
ERIE) (B FINERSHRDEEINEY MERMBXEENE, HAFRE
HFIEBRIE. MEA. 7. T8 BEFRS, FBEMUPKEAR. HFIEH
NABARAZUCHNBREMBRAR, ABTESES. BFE%5. DL EEHEE
Re . TENETIRE. 2019F, BFINEATEFLHEWebTrustEfrR &
THMELE, FEMNERRECNZEEERMREKE, HAFRESIRMLAE

FINEARS

Since February 2001, Beijing Certificate Authority Co., Ltd. (referred to as “BJCA”,
or “%4{F-I\IE”) has started operation as an authoritative and impartial certification
authority and is one of industry leaders to be licensed as an electronic certification
service provider by the Ministry of Industry and Information Technology of the
People's Republic of China. Complying with the requirements and relevant
regulations of Electronic Signature Law of the People's Republic of China, Measures
for the Administration of Electronic Certification Services, and Measures for the
Administration of Cipher Codes for Electronic Certification Services, BICA provides
users with digital certificate application, issuance, filing, inquiry, revocation and other
services, and through the application security solutions with PKI technology and
digital certificate application technology as the core, it builds a secure and reliable
environment for e-government, e-commerce and enterprise informatization. In 2019,
BJCA began to implement enhancements in the control environment for compliance
with WebTrust Principles and Criteria for Certification Authorities. We aim to
provide users with global electronic certification services with internationally
standardized operation management and services.
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1.1.2 UEBKMEE Certificate Policy

A GEBEKEE) (BFR'CP) BIERBEFINIRNARASDETERENE
ERINTHEFBZREENEREERRIEBRSREER, ERTHACAH
18 1E WebTrust ElFrirES X HEIEN SM2 IEBREXS5EE, AHE. £
&, B, EH. FH. BEBIEBHAXNTERSHELS . EENRA LN
BRAMAE . REBRMITEEE—EEEAX CAYMSEEIN—SE AN E—N
WE, RIPAR CAVMEREEFRIEBRSNLEHTTEN, FLEE S
REERRARMNEBRIETIER. K CPHAEAX CAYMMESS5TTZ(E
AOREMINL, AR CAYMA RS 5T Z BIRF X SRERN ZEEFNRE
AR AR

This Certificate Policy (“CP”") is BJCA's global-trust system certificate service policy

statement based on the domestic cryptographic algorithm approved by the State
Cryptography Administration, which applies to SM2 certificates that are issued and
managed follow the WebTrust international standard by this CA and related
participants. It formulates business, legal, and technical requirements and
specifications for the approval, issuance, management, use, renewal, revocation of
certificates and related trusted services. These requirements and specifications include
a complete set of rules that are consistently applicable within the scope of this CA,
protecting the security and integrity of the certificate services of CA's global
certification system, and thus providing a trusted assurance throughout the global
certification structure. This CP is not a legal agreement between the CA and the
participants. The rights and obligations between the CA and the participants depend
on the various agreements signed between them.

A CP & WebTrust EIFRArAE, #EBBKMIEALR  GEAM TR EA”
(Internet Engineering Task Force) #{ERY RFC3647 { EEXM X.509 /A $AE ALK
- IEBRESFNE B 5 FER), MUK PEANRLFEFRAE GB/T 26855-2011
(EELRERANAEMBHEIERRIESIMELSHERER) NEMNANETE
K, FAREPEAEEEATAR CA IMHEEERFITELHRE.

15
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This CP follows the WebTrust International Standard, meets the requirements of the
RFC3647 Internet X.509 Public Key Infrastructure - Certificate Policy and
Certification Practices Framework developed by "Internet Engineering Task Force"
and the structure and content requirements of the People's Republic of China standard
GB/T 26855-2011 Information Security Technology - Public Key Infrastructure -
Certificate Policy and Certification Practice Statement Framework, and conducts
appropriate changes in accordance with Chinese laws and regulations and the
operational requirements of this CA.

ERBFINMERDBRASEA—MEBRSVIE (CA), AR CP AR

TERRIEBMPRIES, ERITAIESR. ETAEMERENN AR, 1EAIE
BHEEAMITAT UEMEBHTNEZE S22 RP. RBER., XEEE. i
B&. SMINMEEFARMEA. REBTITREBA CP X THRBITHXSFER, R

ERBEE—KIER. ERBEFIMNERNEBRAS] SM2 £IREEERETIANL

=

SHN (CPS) A CP AR, EMER T It REFTINERNERASE
ABFINERSTGINETRAE BN NERE., BIERMRESER. TEAX
CA##8 SM2 EIREEERIEBRITT P RARB T NS RA CP K AEXK CPS FIM
E, REMNIERHNERNEGEE.

As a certificate service authority (CA), Beijing Certificate Authority Co., Ltd.
generates root certificates and subordinate certificates under the constraints of this CP
and issues subscriber certificates. Depending on the different types and scopes of
application, subscribers who are the certificate holders can use certificates for
different applications such as network site security, code signing, document signing,
time-stamping and identity authentication. The relying party decides whether to trust a
certificate in accordance with the obligations of the relying party in this CP. The SM2
Global-Trust System Certification Practice Statement (CPS) of Beijing Certificate
Authority Co., Ltd. is subject to the constraints of this CP, and elaborates on how
Beijing Certificate Authority Co., Ltd. provides certificates and corresponding
management, operation and safeguard measures as a CA. All subscribers and relying
parties of the CA's SM2 Global-Trust System certificates shall determine the use and
trust of a certificate by reference to the provisions of this CP and related CPS.

A CP 2 SM2 £EERRIEB RS K, 4 CA YRR A CP #I7E CPS,

RA IR CP R85k CPS HITIEBARSZSEBRIELS, TR . KA R HMERXE
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RIZERA CP RABk CPS REXEBRIEM . FEHBITHIHNS.

This CP is the supreme policy of the SM2 Global-Trust System certificates issued by
this Company. The CA formulates the CPS according to this CP, and the RA performs
certificate service application identification according to this CP and related CPS, and
the subscriber, relying party and other related entities decide the usage trustworthiness
of certificates according to this CP and related CPS and fulfill related obligations.

1.1.3 WE PR R ZEH Certificate System Architecture

K CP Ry SM2 £BREEEEREF 2 MRIER, 2548 ROOTCAIEF. BICA
Global Root CA41EH, A ROOTCAIE B R E R ZHLE IR FRIEP .BICA Global

Root CA4 IEBEEHFINERTRIER . BMRIEBTIRPR CAERITAIES.
The SM2 Global-Trust System in this CP has two Root CA Certificates, namely
ROOTCA certificate, and BICA Global Root CA4 certificate. The ROOTCA
certificate is the Root CA Certificate of the State Cryptography Administration and
the BJICA Global Root CA4 certificate is the Root CA Certificate of the BICA. Each

Root CA Certificate has some Subordinate CA Certificates issuing subscriber
certificates.

1) ROOTCA (SM2)

ROOTCA
(sm2)

Beijing SM2 CA

[
Entity Certificate Entity Certificate Entity Certificate Entity Certificate
{EV 55L) OV s5L) [V S5L) (DW s5L)

ROOTCA I BREERZHUEERMNRIEE, BWREXHNSM2, REFAKE
2 256-bit, TIREFIAUE/A ) Beijing SM2 CA EF, BPAKEH 256-bit, XL

LR 2 SM2 256-bit B EV/OV/IV/DV SSL ©3kAR&-281F 3+ .

The ROOTCA certificate is a Root CA Certificate of OSCCA using SM2 algorithm
with root key length of 256-bit. There is a Beijing SM2 CA certificate of the BJCA
with key length of 256-bit under this root CA, used for issuing EV/OV/IV/DV SSL
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Global Server Certificates with the key size being SM2 256-bit.

2) BICA Global Root CA4 (SM2)

BJCA Global Root CA4

(SM2)

(SSL & CS & TSA & DocSign & Generic)

BICAEV BJCA SSL BICA EV Code BICA Code BICA BICA DocSign BICA Generic
SSL CA4 CA4 Signing CA4 Signing CA4 TimeStamp CA4 CA4 CA4
Entity Entity = et : 2 5 ek : < 3 o
7 o Entity Certificate Entity Certificate Entity Certificate Entity Certificate Entity Certificate
Certificate Certificate %
T G (EV C5) {ovcs) (OV TSA) (ov Ds) (Generic Class1)
Ce?ﬁt:zvﬂe Ent“‘E Eem;i(ate Entit(yl\lc’el;ts'l;icate {Entitv C_erl.iiﬁcatt)i
(1v 55L) IV Cs Generic Class2
Entity Entity Certificate
Certificate {Generic Class3)
(Dv ssL)

BJCA Global Root CA4 IE B ZFLE LA SM2, RZFAKE A 256-bit, T

& 7B CAEH, He: (1) BICAEV SSL CA4, BEAKE 4 256-bit, X

A E 5 SM2 256-bit A9 EV SSL £EKFRES=31UEH, (2) BICA SSL CA4, %%

K E 2 256-bit, & BEKE 5 SM2 256-bit f OV/IV/DV SSL £ ERIRE-28IF

(3) BICA EV Code Signing CA4, EEAKE 4 256-bit, X ZFIAKE AL SM2

256-bit Y EV AREBZEZIFF; (4) BICA Code Signing CA4, Z5AKE 4 256-bit,

FREZRAKE A SM2 256-bit FIRILEFRIUER, (5) BICA TimeStamp CA4, %

A E B 256-bit, & K E A SM2 256-bit BT B BLIFF; (6) BJCA DocSign

CA4, BHKEH 256-bit, FERZFEHAKE A SM2 256-bit B9XEEZIUER,; (7)

BJCA Generic CA4, B4AKE H 256-bit, R FEAKE B SM2 256-bit HIIREIE

.

The cryptographic algorithm of the BICA Global Root CA4 certificate is SM2 with
the root key size being 256-bit, and there are 7 subordinate CA certificates, among
which: (1) BICA EV SSL CA4, the key size being 256-bit, issuing EV SSL Global
Server Certificates with the key size being SM2 256-bit; (2) BJCA SSL CA4, the key
size being 256-bit, issuing OV/IV/DV SSL Global Server Certificates with the key
size being SM2 256-bit; (3) BICA EV Code Signing CA4, the key size being 256-bit,
issuing EV Code Signing Certificates with the key size being SM2 256-bit; (4) BICA
Code Signing CA4, the key size being 256-bit, issuing Code Signing Certificates with
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the key size being SM2 256-bit; (5) BICA TimeStamp CA4, the key size being
256-bit, issuing Timestamp Certificates with the key size being SM2 256-bit; (6)
BJCA DocSign CA4, the key size being 256-bit, issuing Document Signing
Certificates with the key size being SM2 256-bit; (7) BICA Generic CA4, the key size
being 256-bit, issuing Device Certificates with the key size being SM2 256-bit.

1.2 ¥4 ZFR5#%Rr1R Document Name and Identification

AXHEBTRE (AERBFINERD B RA B SM2 S ERE R FR LK)
(TR A CPEA (GEBRED)
The name of this document is Certificate Policy of Beijing Certificate Authority Co.,

Ltd.'s SM2 Global-Trust System (hereinafter referred to as "this CP" or this
Certificate Policy).

HFINEATEER OD FMEEFFM T HRE N RIFIRFF (OID),
AR R E B9 OID I

EV SSL £ BkBRSS=HIEBEX A OID 4 1.2.156.112562.2.2.11;

OV SSL £ FKIRESEIEHBAY OID 4 1.2.156.112562.2.2.12;

IV SSL & ERkARSS2SIEHBAY OID 4 1.2.156.112562.2.2.13;

DV SSL & ERKARSS2SIEHAY OID 24 1.2.156.112562.2.2.14;

EV RAZZZIUEHAY OID 24 1.2.156.112562.2.2.15;

OV RILEZIEFHI OID 25 1.2.156.112562.2.2.16;

IV REZZZIUEHAY OID 24 1.2.156.112562.2.2.17;

OV XHEZZIUEFAIOID . 1.2.156.112562.2.2.21;

IV XA ZUEHA) OID 240 1.2.156.112562.2.2.22;

AHEBIE B A OID 24: 1.2.156.112562.2.2.23,
BJCA has registered object identifiers (OID) with National OID Registration

Management Center and the certificate OIDs involved in this document are specified
as follows:

The OID of the EV SSL Global Server Certificate is 1.2.156.112562.2.2.11;
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The OID of the OV SSL Global Server Certificate is 1.2.156.112562.2.2.12;

The OID of the IV SSL Global Server Certificate is 1.2.156.112562.2.2.13;
The OID of the DV SSL Global Server Certificate is 1.2.156.112562.2.2.14;
The OID of the EV Code Signing Certificate is 1.2.156.112562.2.2.15;

The OID of the OV Code Signing Certificate is 1.2.156.112562.2.2.16;

The OID of the IV Code Signing Certificate is 1.2.156.112562.2.2.17,

The OID of the OV Document Signing Certificate is: 1.2.156.112562.2.2.21;
The OID of the IV Document Signing Certificate is: 1.2.156.112562.2.2.22;
The OID of the Timestamp Certificate is: 1.2.156.112562.2.2.23.

AR CP UREXIGEL RN AT, HRARAS P XARARHIAETE S, P
SChRA J3HE o

This document is the Chinese -English bilingual edition of BJCA CP. In case any
inconsistency or conflict between the Chinese and English versions, the Chinese
version shall prevail for all purposes.

1.3PKI & 5 PKI Participants

1.3.1 8B FIANEARS A1 Certification Authorities

BINMERSTMEXAAEE AREBONLE. Mk, HIEMEERON
BANLAS, AMNEE TR GENET EEMARFIUE R REEFIEBRIERS .

A certification authority is an authoritative body that is trusted by users and is
responsible for the creation, issuance, revocation and management of certificates. It
issues digital certificates and provides digital certificate verification services for all
parties involved in electronic transaction activities.

HFNE AT RERIMNE=TTE FIMERS YIS (EFRCAYME"), 75

B (FEARKTNEE FERZE). (EFNERSEENE) FAE.

BJCA is a third-party certification authority ("CA" for short) established in
accordance with the law, and complies with Electronic Signature Law of the People's
Republic of China and Measures for the Administration of Electronic Certification
Services.

20
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1.3.2 ;¥ 4144 Registration Authorities

SEMAAGE A B FINMERSTMBNEZREN T BV, BFIMERS (FEIR:
RAR%Z) FHERAMZIES, HRIZIBILPRHIE.
As a subordinate authority authorized by the certification authority, the RA includes

the RA system ("RA system" for short) and the local certificate receiving points,
responsible for receiving the certificate application.

HFINMERSIBR T &IE CAYMN A&, KETEE RAEMIE, £&
FEE=T718E RAEMING, FRANGVUEMAENHA CA HI1E1E,

Besides acting as a CA, BJCA will also act as a RA and no third party will be
entrusted as the RA, i.e. the authorized RA shall be the CA.

1.3.3 1T Subscribers

TTPZM CANMBREFIEBEE, TRUEMA. HEE5RE. ITAE

FHRER CAYMEITEAMNRFEFES, FABEMLEBITANTE.

A subscriber is an entity that receives digital certificates from a CA and can be an
individual, an organization, or a device. A subscriber usually needs to contract with
the CA to obtain a digital certificate and assume responsibilities as a certificate
subscriber.

1.3.4 Yk#1 77 Relying Parties
KA RAZ—RAMER. FEAK CAYVIMELAMNIEBILE, K770
Pz, B UIAR2—MT .

A relying party is an entity that uses and trusts the certificates issued by the CA for an
application. The relying party may or may not be a subscriber.

1.3.5 HAth£& 5 Other Participants

Hth55E450 CAIEERFZERIRHBRRSHEMELIE,

Other participants refer to other entities that provide related services for the CA
21
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1.4 B v A Certificate Usage

1.4.1 EEMIEH N A Appropriate Certificate Uses

R CANMERZNBFILBEANAELLERKL. BTHSES. BTHFR
PHRESFNE, UKASMALE. BFER. XBEIENBEFEN, RNDOH
FREKMESEENT SN EEEMAELE. FENTERETRE M.

The digital certificates issued by the CA are appropriate for application in the fields of
enterprise informationization, e-government, e-commerce, public services, etc., in
order to achieve identity authentication, electronic signature, crucial data encryption,
etc., and also to ensure the identity legality and authenticity for both parties of Internet
information transmission, as well as the integrity and confidentiality of the
information.

R CAHMMEBFIEBES SSL £XKRSF|/IED. REERIEH. WEBIE
B XHEERILER, IEBXFHHENNEGENA, BB RNERRAE CP§
TEH9 CPS 8 1.4.1 TP E AR
The digital certificates of this CA include SSL Global Server Certificates, Code
Signing Certificates, Timestamp Certificates and Document Signing Certificates, the
certificate supports corresponding legal applications, and the specific application

scenarios should be described in Section 1.4.1 of the CPS formulated in accordance
with this CP.

1.4.2 PRHIAYE T 7 FH Prohibited Certificate Uses

EARFEEAR THIEBIRBEELKEEIGE FFART, S—XEBEB, #
RENATIERRRERNEASNEEGHNRE. EEATENNA, RZAK CP
FIRIF

The certificates in this trust system are functionally limited based on different types.
Each type of certificate can only be used for the purpose suitable for the identity of
the subject represented by the certificate. Any non-compliant applications are not
protected by this CP.

22



=75
@ Hﬂ?l)\Z[E BOFAMIE A 7 SN2 A BR(E ATk RiAE T s
R CAHMERNEAE B L ATRESEE. ENFBERERTENE

ATER, ITRAASRIEBA TR, BIEMGs HMERILETAH, R
BRIEBATAGITAUESSEUEEEERENER, ALLEREEERE

RIS,

Any digital certificate issued by the CA is prohibited from being used in violating
national laws, regulations or damaging national security. Subscribers shall not use the
certificate for phishing attacks, fraudulent websites or other malicious criminal
activities, and shall not use the certificate for releasing a program that contains or is
suspected to contain malware, and the resulting legal consequences should be borne
by the subscriber.

1.5% B& & 18 Policy Administration

1.5.1 KBS SCRY B IEA 4 Organization Administering the Document

K QEBRE) WEEVNMERFTNIATLERBERZRS . HEEIA
AT L ERWERZRSNTA GEBERE) MEIT. ZHh. ENFEH.

The administrative organization of this CP is the Security Policy Administration
Committee of BICA. The Security Policy Administration Committee of BJCA is
responsible for the creation, issuance, update and other matters of this CP.

1.5.2 BE£Z& A Contact Person

1.5.2.1 IFE 3 [a] BFR 25 Certificate Problem Report
WE PR & X B E R IURE I T AR
(1) KHBRHEZE: sslservice@bjca.org.cn; =X
(2) ZH#: +86-4009197888,
SSLIEBIT P holi@id ACME APHRATIEBRIHIER, A CP 3 4931

To

Certificate problem reports and certificate revocation requests shall be submitted in
the following ways:
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(1) Send email to: sslservice@bjca.org.cn; or

(2) Call: +86 -4009197888.

SSL certificate subscribers can also submit certificate revocation requests through
ACME API, please refer to section 4.9.3.1 of this CP.

1.5.2.2CP [g] @} CP Problem
EfEIH X CP Aylal . L. BER%F, W RIRMUTAR#THE.
BRI BFINER S E BT
BRREN Z=%&4
M SEHBIE:  http://www.bjca.cn
B FHRFEHhAE: cps@bjca.org.cn
BRRMAE: FPEARAMEILRTEEXILMIAHER 68 5 1501 5
R B 4RE5: 100080
BiESH: +86 10-58045600
£HE S +86 10-58045678

For any problems, suggestions, questions, etc. about this CP, please contact in the
following ways.

Contact Department: Operation Department of BICA

Contact person: Mr. Li

Website address: http://www.bjca.cn

Email address: cps@bjca.org.cn

Address: 1501, No. 68 North Fourth Ring Road West, Haidian District, Beijing, China
Postal code: 100080

Telephone number: +86 10-58045600
Fax number: +86 10-58045678
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153 R E CP £ & %K B 89 #1 #9 Organization Determining CP

Suitability for the Policy

A QEBRIEE) ABFINEATRERREEZASARATE, REFINE

AN RERBEEZASHAELTT.
This CP is created and approved by the Security Policy Administration Committee of
BICA.

1.5.4 CP #tEF2 & CP Approval Procedures

K GEBREE) HBEFINERATLTERREEZRS, AR CPREE/NA,
RENATHRE CPERE, HEFINIATLERBEEZRSARN CP
BERHTOLER. LEFE, B CP EFERREIBFINEIA T RERIBETE

ZRSHEI, AHFNIATREERKREEZASHIBILE, EXEFIANLEAT

Ell]

AP uE EXSsha T, FFARIE (B FINMERSEEINE) BRE, AXShamzH
EN=tHzNEITVHNERLBER

This CP is compiled by a team organized by the Security Policy Administration
Committee of BJCA. After the CP draft is completed by the writing team, the Security
Policy Administration Committee of BJCA conducts a preliminary review of the CP
draft. After the preliminary review, the reviewed CP draft is submitted to the Security
Policy Administration Committee of BJCA for approval. Upon approval of the
Security Policy Administration Committee of BJCA, it will be published on the
website of BJCA, and According to Measures for the Administration of Electronic
Certification Services, BICA should put the record to the Ministry of Industry and
Information Technology within 30 days after the publication.

1.5.5 CP 4&71T CP Revision

CAHMARIBERBURZEN . FAEKR. IERURIVSERIEREFRNE

TJZ CP,

The CA will revise this CP in a timely manner in accordance with national policies
and regulations, technical requirements, standard changes, business development, etc..
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CAHAHEXT CP HT IR AT, FHZERBEEZRSNTHEX

EH. ACPELFHEBIT K. MRETABTN, WBERAS. EHREkmE
8. AT EIREITIER. BIT/EMIN CP, M HZzHEN=1THZRET
WHEBAERER.

The CA will conduct strict version control of the CP and the Security Policy
Administration Committee will be responsible for related matters. This CP is amended
at least once a year. If there is no change in content, increase the version number and
update the publish time, effective time and revision history. BICA should submit the
revised CP to the Ministry of Industry and Information Technology for the record
within 30 days after the publication.

1.6 E X #1455 Definitions and Acronyms

1.6.1 & X Definitions

VNS EX

ZERWEEZRR | BFNLEASIAMERSERANES KR EELEENY

0 CPS HitEMH4 .

BIMERSHE | RAAGEE AFIEBOERE. MAk. HIETNEENN

BRATLAS .

SEALAL SEMALAS (RA) Registration Authority B8 T3 —IRs %
TUINRERYSEAR: RBIFNEFNEBRIBA, EESIELIL
PHIF, EREXRETESRESEECIES, LEITH
BsESEREHIERAIER, RENELETTAEHFLIES

HHAMER, B2, RAFTELIES (8] RA K CA

FIBRLEES).
HFIEH HEFNERSTMEZNERILERHEELATINGE
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BRATFEARE T XM

IEBRETI&R —PMEEFINERSVMBEFERNIIER, ERET —
RINEBMEAZBINATESR, hiRERBERS.

UEF R A KTEFINMERSVMFEITH—ERN, RIFIEBXI%
ERENEREE, SINARZETRERNERRAN,

BFIAMESHA | XRTIEBEFINMERSVMES R, BE. BESER
UE B (S EHTIE B P EY = )T 12 AT REAM A A 55 SC R Y
A,

KAR MIEFNIEBHIFERXNES, HBARDERFIE
BERIE. TF. HIEFFEL.

Bz R CANMRIEVSHFERE—RHATRFEZR, NHRFEXZ
IEBHIFES, ®EZBdE, HAEZRIES.

CAEIHS&R —PNEEFINERSVMBFERNIIR, FCELK
SRR CA MARIEBMFIR, KFAIZ CA REXMILEH
EZLT.

NIFAERERE | XFATEAETN TS EMRE, =RESHEH. i
7. ZEMEMATEIAERS

TA$A ZBBFEEFENER, BTHERFER, FUK
EHZETR, HENENRATFBAMBOXHHER
FIARRE

NS PNARELHRBFEESENESR, ATRIEEX N

AFENBFER. ARTURATF, —RIFTTHEEE
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BEE. FHEESIHMAKLBRT, EETHESEIAN
FIAEBRESE!.

FELZRUEFARTS T

FLIEBREINL, T EMRETT R ARG HIREEEIE

BAVIRZS

WebTrust 3T FINERR S VA A IR TE PR TR A

LIRS FIED — FEJ AL 1) 35 B ] BE =8 SR B 1IE W 3t L Sk S 43 A9 5K
FUEP, BIERSFIER T DA E P inF1AR & i B 2
BEESRE M SSL MEBE,

DV SSL £ BkIRES#31IE | HAWIER SSLIEH, RIEIEMSEER R BN EHE

+ SSLIEH.

OV SSL £ BkAR&5281E | MV IGIERY SSLIER, BRERIEMIGHAREN, hE

&t KWIEMEEEE (H8) HEZSH.

IV SSL £ Bk R & 881E | N ALIEE! SSLIEH, BERIEMMGBZFMEN, hE

&t BIEMEZEE (PA) NELSH.

EV SSL & BKkARSS2R1E | $E5R5GIEEY SSLUEF, FBEX MG BEN. Muss

&t EERIEPRIEENESS SOHITEIN A IGREY/
P REWIE, BRESRE—N™ESHRIETRE,

REDEBIEDH AFSRERE/RFETHFTERNIES.

EV RIBEZIEH AFNRERE/RFETHRFERNIER. IEBMAH
BXEBRIFEEHITIGERE/Y BRESMIIL.

XA ZIEP AT HTHFERNIES.

B ) B IE P FATFREBREE, RESFEZNINE.
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FiEH —MURIFEREAREBSHNEREESEH, W
RFC6962 FTiE X o
Terms Definitions
Security Policy | The highest policy administration and supervision
Administration organization and CPS approval organization within the
Committee certification service system of BJCA.

Certification Authority

The authority that is trusted by users and is responsible for
the creation, issuance, revocation and management of

certificates.

Registration Authority

The Registration Authority (RA) has one or more of the

following functions: identifying and authenticating
certificate applicants, accepting or declining certificate
applications, voluntarily revoking or suspending certificates
in certain circumstances, handling requests of certificate
revocation or suspension from subscribers, accepting or
declining subscribers' requests of updating their certificate
or key. However, the RA does not issue a certificate (i.e., the

RA represents CA to undertake certain tasks).

Digital Certificate

An electronic document signed by a CA, which contains the
public identity information and public key of the certificate
holder.

Certificate Revocation

List

A list digitally signed by a CA that specifies a list of
certificates that the certification issuer considers to be

invalid, also known as a blacklist service.

Certificate Policy (CP)

A set of rules developed by a CA that indicates the
applicability of a certificate to a particular community or the
rules

of application for different types of security

requirements.

Certification Practice

A statement of the business practice adopted by a CA in the

Statement (CPS) procedure of issuing, managing, revoking or updating a
certificate (or updating a key in a certificate).
Entry Clerk Responsible for entering the information submitted by the
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certificate applicant and assisting the user in digital

certificate application, renewal, revocation, etc.

Reviewer

According to business needs, the CA sets up one or more
levels of reviewers who are responsible for reviewing the
certificate application information and approving the

certificate issuance after the reviews.

CA Revocation List

A list digitally signed by a certification authority that marks
the list of CA's revoked public key certificates, indicating
that the CA and the issued certificate have been invalidated.

Public

Infrastructure

Key

Secure infrastructure that supports public key systems,
providing identity authentication, encryption, integrity and

non-repudiation services.

Private Key

A key generated by numerical operation for making a digital
signature, and can be used to decrypt a file or information
encrypted by the corresponding public key according to its
operation mode.

Public Key

A key generated by numerical operation to verify the digital
signature generated by its corresponding private key. Public
keys can be disclosed, generally identified in online
databases, repository, or other public directories and

available to anyone who wants to obtain the public key.

Online Certificate

Status Protocol

An online certificate-checking protocol that enables

relying-party application software to determine the status of

a given certificate.

WebTrust

Current international auditing standard for CAs.

Global
Certificate

Server

A digital certificate that allows visitors to verify the true
identity of a website through a browser. A server certificate
can be used to establish a highly secure SSL encryption
channel between the client and the server.

DV SSL Global Server
Certificate

Domain validation SSL Certificate, a simple SSL certificate
that only verifies the ownership of website's domain name.

OV SSL Global Server
Certificate

Organization Validation SSL certificate that verifies both the
ownership of website's domain name and the true identity of
the website operator (organization).

IV SSL Global Server
Certificate

Individual validation SSL certificate that verifies both the

ownership of website's domain name and the true identity of

30




@ BEENE

HUFVE A ) SM2 A BRAS AR AR RAE - SRS

the website operator (individual).

EV SSL Global Server
Certificate

Extended validation SSL certificate requires more strict
extended validation of the ownership of website's domain
name, the authenticity of the website operator and the
certificate applicant, conforming to the rigorous validation
standards which are globally unified.

Code Signing | A certificate used to digitally sign software code/programs.

Certificate

EV  Code Signing A certificate used to digitally sign software code/programs.

Certificate Extended identity verification of the certificate applicant is
required before issuing the certificate.

Document Signing | A certificate used to digitally sign a document.

Certificate

Timestamp Certificate

Used for timestamp servers to provide digital signatures.

Precertificate

A signed data structure that can be submitted to a Certificate
Transparency log, as defined by RFC6962.

1.6.2 4585 Acronyms

s HRT el

Acronyms English Full Name Chinese Full Name

CA Certificate Authority B FINFRREAIM, FB
A

RA Registration Authority SRR RS A

CP Certificate Policy TFRERS

CPS Certification Practice Statement B8 ATV S5 20

SSL Secure Sockets Layer MmEEEHN

TLS Transport Layer Security EHERS

CRL Certificate Revocation List BT &

ARL Certificate Authority Revocation List CA 545513
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LDAP Lightweight Directory Access Protocol 270 B 35 T M
OCSP Online Certificate Status Protocol TELEAT BIRZS TN
SCA State Cryptography Administration REH SIS
PIN Personal Identification Number AN BHRRIRD
PKCS Public KEY Cryptography Standards N B R R AT
PKI Public Key Infrastructure N BREAE RS
RFC Request For Comments BEEWEWARE
CAA Certification Authority Authorization AT
CSR Certificate Signing Request TERE RS
DBA Doing Business As 25 2 R
DNS Domain Name System B2 %
ICANN Internet Corporation for Assigned Names BEEMEZTE 55240
and Numbers
449
EV Extended Validation PRI/ IR I
FIPS Federal Information Processing Standards B30 B AN RAT A
FQDN Fully Qualified Domain Name =R
gTLD Generic top-level domain B AT E
SCT Signed Certificate Timestamp ST B At ) B
ACME Automated Certificate Management B Z LT BB IR IR
Environment
API Application Programming Interface N EREFESREED
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2. E B %% E5E{E 2 &I Information Publication and

Administration
2.11Z B JF£ Repositories

KR CAHMNEREREIT A RKGATRBESRS RHEEERSEHEE
ARTUTAR: RIEBFHHK CAIEB. CPH CPS EATFHSEARA. CRL. EV
IEB LI HIRUE B FIMNMERA SR ERETHNESR

The CA's repository provides information services to subscribers and relying parties,
and the information services include, but are not limited to, the following content:
Root CA Certificates and Subordinate CA Certificates, current and historical versions
of CP and CPS, CRLs, Authentication Data Source for EV Certificates, and
information irregularly issued by BJCA.

2.2I\IEE B By A& %7 Publication of Information
AKCAYIMBEEMAMUTEE: RIEPHAEK CAUEH. CPF1 CPSIE
THBERRAUREMBIEFTIMEA A ENZHER . FIANEA S E MM

HE: http://www.bjca.cn, BREFINEAS XM EEERNENRE, fHEXA

T#H. &

The CA publishes the following information through the official website: Root CA
Certificates and Subordinate CA Certificates, current and historical versions of the CP
and CPS, and other information irregularly published by the BJCA. The official
website of BJCA, http://www.bjca.cn, is the most authoritative channel for
information publication, available for the related parties to download and view.

A CAHABBITTEL RS AR CRL F1 OCSP 5.8, 1T A RMKE 7 o] MBI 7
LRSHKBULBRESEW. IEBRFEE RS F.
The CA publishes CRL and OCSP information through the online service, so that

subscribers and the relying parties can obtain the certificate status inquiry and the
certificate revocation inquiry service through the online service.

A CA HA8% “bjca.cn"fEH CAA EIHFRE,
The CA uses "bjca.cn" as the CAA query label.
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@ B=F L HCFIEA ] SU2 BRI RIE 0
2.3 & B9 [E) 53X Time or Frequency of Publication

R CA IR CP 2R CP £ 1.54 TR MNHCERTE, 2EFINEA TR
SHRREBERSTFMBIEE, EHFINEA SN, EXFMAT, & CA 18
E/EFELRH—K CP F CPS, CP I CPS @it {= 8 E 7X24 /NI E.,

The CP of this CA is published on the website of BJCA after approval by the Security
Policy Administration Committee in accordance with the approval procedure
described in Section 1.5.4 of this CP. The CA publishes CP and CPS at least once a
year. CP and CPS are available through the repository as 7X24 service.

CA WK CRL AYSEARIBIE BRIEHE, 1T IEBA CRL—A& A 24 /)

MEH LT, TTFIESH CRL B MIARIKAEIL 3 K, F14k CA B ARL —fR A

12 NBEHET, FRIEB ARL ASEIRKAEBIL 12 B . MRARIE B
W, NREENGEAHEREES.

The frequency at which the CA publishes CRL is determined according to the
Certificate Policy. The CRL of the subscriber certificate is generally published
periodically every 24 hours and is valid for no more than 3 days. The subordinate
CA's ARL is generally published periodically every 12 months and is valid for no
more than 12 months. Information should be published on website timely if a Root
CA Certificate is revoked.

HERIRERT, CANMTTINRBTHITIEBT CRL IR0,

In special conditions, CA can issue certificates and publish CRLs in advance.

2 412 B EETh 032 Access Controls on Repositories
NFRAFEAHE CP. CPS Fl CAIUERFAFELR, KA CAVMATFLARETT

I Wk I RE R TEE AL,

For public information such as published CP, CPS and CA certificates, the CA allows
the public to make inquiries and accesses through the website in a read-only manner.

CANMEBIENEZLZEHIF. RELERIT. TE2BEFHERRRAEE
WHIAN R BESTE B EFRRIE S HTIEM. BBR. BRHATR.
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Through network security protection, system security design and security
management system, CA ensures that only authorized personnel can add, delete,
modify, and publish information in its repository.

3. B #RiIE 5% 5 1dentification and Authentication

3.1%5 % Naming

3.1.1 ZFRZEA! Types of Names

CA ¥MME NI FIEBRTE X509 74, BBEMEAVMWINERITATH
MmalE, BEMTPNN— 7% (Distinguished Name, f&i#% DN), 7% X

A X500 fEar B, RIEBHEENE—IRBIA,

The digital certificate issued by the CA complies with X.509 standard and contains
the issuing authority and the distinguished name of the certificate subscriber. Each
subscriber corresponds to a Distinguished Name (DN). The DN is the unique
identifier of the certificate holder adopt the X.500 standard naming method.

3.1.2 S AFRE X ALHIE K Need for Names to be Meaningful
TANEMAZON)ZIMREBTEAE—MHNTE, PAREF-ENKERE

X, ISIEBHFENESE BRI,

The subscriber's distinguished name (DN) is an element that identifies the uniqueness
of the certificate topic. It must be representative and can be associated with unique
attributes of the certificate holder.

31317 P I E % 5 fh & Anonymity or Pseudonymity of

Subscribers

RPOIEBHRIBA) A EEAERS .

Subscribers (certificate applicants) shall not be anonymous or pseudo.
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314 B AE B FRF B N Rules for Interpreting Various

Name Forms

CAMMEZNEFIUEBNFFE X509 V3 -4, B3| A& NIBF X.500 tRf.

The digital certificate issued by the CA complies with X.509 V3 standard, and the
DN's format complies with X.500 standard.

3.1.5 AFMHEIME—M Uniqueness of Names

CAHMNMRILEZERGEMTAMIES, HEAR 2, EEEEEHREME
—iy. HEIMBEENRIRE, WERBEEREER.

DN of certificate must be unique for different subscribers in BJCA trust domain.
When DN is not unique to different subscribers, the first applicant of this DN shall
govern.

3.1.6 AR A . L 5F01 £ 8 Recognition, Authentication, and

Role of Trademarks

CAHMZELZNIEBFATEEBHHES, EEFAEATHIAL BAHE
BREFLEGHMNIRR . EEIERRIEERNREREE T ERICHIRFNHE
Mo BFINEASAMERRIFEREMA Z BRI FIR =R T H B FIRE,

AAFTBRIEB PR R TEHS . BRFMIRS NS BFINER SR
NF, RH XE5ERENE BT RSB MR DIL B HIE,

A subscriber certificate is allowed to contain the information of trademarks, which
could not be used to identify individual, organization, or facility. Certificate applicants
should not use names that infringe upon intellectual property rights of others. BJCA
does not judge and determine whether certificate applicants have the intellectual
property of names, and is not responsible for any dispute about domain names,
trademarks and other intellectual property. BJCA has no right, and no obligation to
refuse or question any certificate request which causes dispute about intellectual

property.
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3.2%1486 B 1A Initial Identity Validation

3.2.1 1F BRI A FAEH B 7 7% Method to Prove Possession of Private

Key

IEBRIBEELIERFTE SFEMAPREN NN, ERTEEHE:
PKCS#10. HE SMELMEARRTIE, 3FE CAYREZMNHECIEATIR.

The certificate applicant shall prove the possession of the private key that corresponds
to the registered public key. The proving methods include: PKCS#10, other
equivalent key identification methods, or other proving methods accepted by CA.

3.2.2 #1495 {3 #0115 %2 B9 £ 51 Authentication of Organization and

Domain Identity

TTRPBRIBHFINMEASEIZEEER TEAMIE BN EIEBRIBA, B4
BRGMERX . IEBRIEXH, HEIEPRIENE XL, BRKEHEN

Before the subscriber applies for the certificate issued by BJCA under this trust
system, the certificate applicant shall provide valid identity documents and certificate
application documents, accept the relevant provisions of certificate application, and
agree to bear corresponding responsibilities.

CAMBUEMAEZIT AL BEHIER, EXITANSNEL
%, FIEBRRTHNNEZERTU P HIBEMRL

After accepting the certificate application of the subscriber, the CA or RA shall
authenticated the subscriber's identity and properly keep the subscriber's application
materials in accordance with the agreement of both parties.

3.2.2.1 H1¥ B 89E 51 Authentication of Organization Identity
MIT] PERIUE BN IFNEENS I, SFERRT: ELHE,
SEARBIE. BV BACEANER. HE2AEECIER. RAOFESLECIES. 4
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(HX) eWEFEREVEEICIEMBAH, REIEBHIE.

The organization shall hold the valid identity documents before applying for a
certificate, including but not limited to: business license, legal person code certificate,
institution legal person certificate, social organization registration certificate, private
non-enterprise registration certificate, registration certificate of resident representative
office of foreign (regional) enterprise and the government approval, and submit the
certificate application.

CA SR EMY PR FIANFIT P EFKFERN . ARSI LT

INHRIBANER, HEMNEIREN S BAHICRERRA CP FIZEH/ CPS f,
The CA or authorized RA will confirm the actual existence and legality of this

organization and confirm the applicant's intention. The authentication procedure shall
be specified in the CPS formulated in accordance with this CP.

3.2.2.2DBA/E \ Z FRAY4 51 Authentication of DBA/Tradename
ZUEBEAFEEDBAS AW BAFR, CAVMSENAEMYIEN HBIHE

MITRHINRIFE B IE AIZDBAS & L B #R.

If the certificate subject contains a DBA or tradename, the CA or the authorized RA

shall verify the applicant’s right to use the DBA or tradename using effective
methods.

3.2.2.3 EZ AL 5! Verification of Country
FZLEPEIHESEREM, CAYBSRNAEMME L BEIEIAR
FINRIBARIPH L FrEE S R1EE LR EE —.

If the certificate subject contains an option of country, the CA or the authorized RA
shall verify the country using effective methods.

3.2.2.4 W Z BB INFIL FI Verification and Authentication of Domain
Name

X B ARIE, WIIE AT INR RIEENEA S FASSEKE A,
CAVVMSIRA MM U RAUT LN AR —F, HWIARBEERFIZ
HE.

For the verification of a domain name, the verified entity may be the applicant's
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parent company, subsidiary company or affiliate, and the CA or the authorized RA
shall adopt one of the following authentication methods to confirm that the applicant
owns the domain name.

(1) ZR%E 3.2.29 T RERHMALANFIAMNMLRITE, BEERMATT AR IXME

ME, REBER—ERZEVENFIAER, FIARIFAX FODN AATE,
BEVUE LR IX TR AE BB R ARE FE A5 'admin’, ‘administrator’,
'webmaster', 'hostmaster's}'postmaster’, [FHE (@) ZERERDIHEZ. (K
& Baseline Requirements v2.1.3 £ 3.2.2.4.4 B9 B YIE 75 3%)

(2) @it 7"/ well-known/pki-validation” B 5 N X4 E 89 4R A #1718
I (R ERESMETERNM), FIATTFAX FODN B9 G, (#ikiE Baseline
Requirements v2.1.3 2§ 3.2.2.4.18 YIS B WIEF77E)

(3) BII#E DNS TXT R EFAEC AEMNMEYESIEKRE, MHFIATAY
HRMAEN, BR 1) BER, 3F 2) — PR TIEFFTFLAER
& . (Fk#E Baseline Requirements v2.1.3 2§ 3.2.2.4.7 B9 B 75 %)

(4) BT HFT RFC8555 58 8.3 5 E X B ACME HTTP FUEIL XM 7,
HIAERIEA X FODN A9#2l. (4k#E Baseline Requirements v2.1.3 % 3.2.2.4.19
AR SIETTIR)

(5) @135 A3 RFC8737 HE X A TLS ¥ Fi B M (ALPN) # BB [RFC7301]
RN BRI, FIABRTEAX FQDN A2, (4k$E Baseline Requirements
v2.1.3 % 3.2.2.4.20 IS ARIE 5 7%)

(1) As per the procedure of Verification and the Verification and Authentication of
Email Address in section 3.2.2.9, send a random value by email, and receive a
confirming response using the random value to confirm the applicant's ownership of
the FQDN. The random value must be sent to the email address identified as the
domain name contact or created by using 'admin', 'administrator', 'webmaster',
'hostmaster' or 'postmaster’, followed by the at-sign ("@"), followed by an authorized

domain name. (Based on the domain name validation method of Baseline
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Requirements v2.1.3 Section 3.2.2.4.4)

(2) Confirm the subscriber's ownership of the FQDN by verifying the content of the
agreed file (files containing requested values or random values) under the
"/.well-known/pki-validation" directory. (Based on the domain name validation
method of Baseline Requirements v2.1.3 Section 3.2.2.4.18)

(3) Confirm the subscriber's ownership of the domain name by confirming the
presence of a negotiated random value or request token in a DNS TXT. Requirements:
1) authorized domain name; or 2) an authorized domain name with a prefix starting
with underline character. (Based on the validation method of domain name in
Baseline Requirements v2.1.3 Section 3.2.2.4.7)

(4) Confirm the applicant's control over a FQDN by validating domain control of the
FQDN using the ACME HTTP challenge method defined in Section 8.3 of RFC8555.
(Based on the validation method of domain name in Baseline Requirements v2.1.3
Section 3.2.2.4.19)

(5) Confirm the applicant's control over a FQDN by validating domain control of the
FQDN by negotiating a new application layer protocol using the TLS
Application-Layer Protocol Negotiation(ALPN) Extension [RFC7301] as defined in
RFC8737. (Based on the validation method of domain name in Baseline
Requirements v2.1.3 Section 3.2.2.4.20)

ERIUETT % F AR R BEYUE AR U A M= 12V ETT4RA9 30 K. A
CA #LIA A .onion FERAIE B4R SSL £ERIREF|IEB. ERBIUEAE 2. B
WEF7E 3. WIEFE 4. WiIEF & 5 KRR Baseline Requirements 25 3.2.2.9 A9
E KNS A EZITHILE.
The random value used in the above validation method is remain valid for no more

than 30 days from the time of creation.The CA does not issue SSL Global Server

Certificates for domain names in the form of .onion. The above validation methods 2,

3, 4 and 5 must implement Multi - Perspective Issuance Corroboration as specified in

Section 3.2.2.9 of Baseline Requirements.

3.2.2.5IP #u it AN FEIAFNL 51 Verification and Authentication of an IP
Address

CA HLAAR K IANA FRTHREE 1P Hblb s AR B FRE RIEH . CA HAEIR
REGEMVEN G RBUATERHN TR —F, FIARBFERAIIEGIZ P
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The CA does not issue a certificate for a Reserved IP Address marked by IANA or
non-routable internal domain names. The CA or an authorized RA shall confirm the
applicant’s ownership of or control over the IP address using one of the following
authentication methods.

(1) Wit 7E"/.well-known/pki-validation” B 5 T X A4 E BY1E B3t {725,
FINT XS IP bl B9340, (4k¥E Baseline Requirements v2.1.3 % 3.2.2.5.1
M 1P BT 3%

(2) BREE 3229 TSI AFRIAFIL R 7L, BT NE XM
Ul REZR—ERZEVENFIAMY, FIARIBEAX P it AR,

(#i#& Baseline Requirements v2.1.3 % 3.2.2.5.2 i3 IP B 7 3%)

(3) 1&id IP it FAYSRIE IP EHKBS P HIUKBMEE, AEEAKR
CP £ 3224 TR M T ARIE, FIARIBEAXS IP it A= HIA . (fkE Baseline
Requirements v2.1.3 % 3.2.2.5.3 (4 IP IF773%)

(4) BEEITIRIRA IP BXR AN R IESHHREWIARIFARIE IP il
TERIVIBA, FIAERTEAXS IP 3t A=A . (#k¥E Baseline Requirements v2.1.3
% 322558 IP WIETT%)

(5) BT FT RFC8738 H5+3d http-01"FIEICRMFER, FHIAEHIBEAXT P
ik E4REl . (4K3E Baseline Requirements v2.1.3 8 3.2.2.5.6 B9 IP BiE753%)

(6) i@iTHNFT RFC8738 FREtRT tls-alpn-01"FIEIC R MR, HIARHIBEA
Xt 1P HHEAY4E%] . (4R Baseline Requirements v2.1.3 £ 3.2.25.7 B9 IP BIETT
%)

(1) Confirm the subscriber's control over the IP address by making changes to the

agreed information under the "/.well-known/pki-validation" directory. (Based on the
validation method of IP address of Baseline Requirements v2.1.3 Section 3.2.2.5.1)
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(2) As per the procedure of Verification and the Verification and Authentication of
Email Address in section 3.2.2.9, send a random value by email, and receive a
confirming response using the random value to confirm the applicant's control over
the IP address. (Based on the validation method of IP address of Baseline
Requirements v2.1.3 Section 3.2.2.5.2)

(3) Obtain the domain name associated with the IP address by performing a reverse-IP
lookup, and then use the method described in Section 3.2.2.4 of this CP to verify the
applicant's control over the IP address. (Based on the validation method of IP address
of Baseline Requirements v2.1.3 Section 3.2.2.5.3)

(4) Confirm the applicant's control over the IP address by dialing the telephone
number identified as the IP contact and obtaining a response confirming the
applicant's request for verifying the IP address. (Based on the validation method of IP
address of Baseline Requirements v2.1.3 Section 3.2.2.5.5)

(5) Confirm the applicant's control over the IP address by performing the procedure
documented for an “http-01” challenge in RFC8738. (Based on the validation method
of IP address of Baseline Requirements v2.1.3 Section 3.2.2.5.6)

(6) Confirm the applicant's control over the IP address by performing the procedure
documented for a “tls-alpn-01” challenge in RFC8738. (Based on the validation
method of IP address of Baseline Requirements v2.1.3 Section 3.2.2.5.7)

FRISIETT A AR A MBALE R R SR A M= EZFEVEFIGRY 30 K. &
CAHAIAR 4y IP Hu3it % & EV SSL £FRERF=RIEH . EIRIIUETIE 1. WIETT% 34
A% 5. WIEF 7% 6 3% ER Baseline Requirements £ 3.2.2.9 I ELHEL
MARITHIE .

The random value used in the above validation methods is remain valid for no more
than 30 days from the time of creation. The CA does not issue an EV SSL Global
Server Certificate for the IP address. The above validation methods 1, 3, 5 and 6 must

implement Multi-Perspective Issuance Corroboration as specified in Section 3.2.2.9 of
Baseline Requirements.

3.2.2.6 BECFTE 2 A FIAFIL 51 Verification and Authentication of
Wildcard Domain Names

CANIMIN R FARCPEE3.2.2 40 B R I IUE T /AL IS UETT /RS Y — MG IE TS
%, WIEFIABRIEE W R A MERNAENRETIN, #RiZEE 0%
BTE UK. HSBRAKBUTIME, FETEEXIMREN.
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The CA shall confirm the applicant's ownership of and control over the domain name
to the right of the wildcard by using one of the validation methods in Section 3.2.2.4
domain name validation method 1 and verification method 3 of this CP, to ensure that
the domain name is clearly assigned to a commercial entity, social organization or
governmental agency, and obtained through legal registration.

CAYIMIEE BN AMNNERZEREEMAE S ALERIAHZEME

B HINE R AL RS, RIFTFEBILARAZEEWIZERNAE 63

=,

The CA refuses the certificate application if the domain name to the right of the
wildcard is directly a top-level domain name, a public suffix, or the domain name is
controlled by the domain name registration management authority, unless the
subscriber can prove its rightful control of the entire domain namespace.

PERN, CAMFIRRMHMBINEZITE, NHESRNEER, NF
ZTFIRMEAENHE, TTRARERUERIIEHIEL.
When necessary, the CA needs to adopt other independent review methods to

determine the ownership of the domain name. If the corresponding assistance is
needed from the subscriber, the subscriber cannot refuse it for any reason.

3.2.2.7 FIBIEHI AR M Data Source Accuracy
CAVMIMEEVIE BEIEHWBEEE AN EAE, WERE, BHHD

http://www.bjca.cn,

The CA publicly discloses Authentication Data Source for EV Certificates on the
official website. If necessary, please visit http://www.bjca.cn.

CAVMAEZT I BLEHER R, MENKEEVIESSIEEIERN RN
R .

The CA shall disclose the latest version of Authentication Data Source for EV
Certificates in a timely manner after changing the certificate authentication data
source.

AR EIRREA T ENEIRREZ], CATMEMIZRENTEM. &
PR ERS S TSR THE, FEERUTREER:
Prior to use any data source as a reliable data source, the CA shall evaluate the source

for its reliability, accuracy, and resistance to alteration or falsification, taking into
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account the following factors:

(1) FrRfERBER.

(2) ERRIFREFIE.

(3) IR EIEHERENEN.

(4) BEEXSAARET MR AR,

(5) AL IR RN
(1) The age of the information provided.
(2) The frequency of updates to the information source.
(3) The data provider and purpose of the data collection.

(4) The public availability and accessibility of the data.

(5) The relative difficulty in falsifying or altering the data.
3.2.2.8 INIEA#9#E4X (CAA) Certification Authority Authorization

(CAA)

ACAVATER RSSLIERZ /T, BRFERIEREAR 2 RIFHE—
dNSName i CAAIL F 1& & . CAHL#4 # 17 CAAIL K & & ¥ & B8 Baseline
Requirements#3.2 2 9M M E LML A AR ITHIE, FHESHCAATEMA M

(BREANCAAE R FRTEI SRS/ N R B ) W, EIFBERIEE LK

WP, HBIICAALEHN BN, CAVIMIGEIHITCAARE,

The CA will check for CAA records for each dNSName in the certificate subject alias
extension before issuing the SSL certificate. The CA conducting CAA record check
will implement Multi-Perspective Issuance Corroboration in accordance with Baseline
Requirements 3.2.2.9, and issue a certificate to the certificate applicant within the
validity period of the CAA record (the TTL of the CAA record, or 8 hours, whichever
is greater). If the validity period of CAA record is expired, the CA will re-check the
CAA.

CANHEIRIERFC8659FH E AL FE “issue”, “issuewild” & “iodef BN B 5% &

“issue’. “issuewild"trEF A BHRA B2 bica.cn’, WICAYUGAREL XS K AYILE
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The CA shall process the property tags of "issue", "issuewild" and "iodef" as specified
in RFC8659: if the "issue", "issuewild" tags exist and do not contain "bjca.cn", the CA
will not issue the corresponding certificate; if the “iodef” tag appears in the CAA
record, the CA will communicate with the applicant and then decide whether to issue
the certificate.

CAHMIA T FICAAE R EH R IMERIEA T ERIEBAIKMA
1) FEIEFRFIMEA S EMIZEFERCAAL TR,

2) EOERE —REFMEHCAALE,

3) B & X E AR F7EF5[E ICANNAR X 35 A9 DNSSECIS IF 5% o

The CA is permitted to treat a record lookup failure as permission to issue if:

1) The failure is outside the CA’s infrastructure;

2) The lookup has been retried at least once;

3) the domain's zone does not have a DNSSEC validation chain to the ICANN root.
3.2.2.9 HREHb HE A9 FRIAFIL B Verification and Authentication of Email

Address
CAMAA L IR AN A9 E ML 4948 X BR 15 35 BB R Hb HE A9 B UM A1 # AN 17 4
. HERFRETZOT.,

The CA or the authorized RA shall verify the effectiveness and control rights of the
applicant’s email address. The authentication procedure is specified as follows.

(1) BIETNEEBIE, REER—MERZBEVERNTIARL,
HaIA IR A X HRAE A9 TSI o X551 B AR A2 AR 8 A — D — R BB AL E it

]]

Bk, BEAVER XAIXE EARIEAVE TER b, RNEUEETEMTHE.
(2) HIBEEWREIER I O EIZBEYEHTTHIA.
(3) CAHIMBIREIEE, FREEEFHMBIES ZEMBYEHRTILY, &
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HR—B, BRI L)@ .

(1) Send a random value by email, and receive a confirming response using the
random value to confirm the applicant's control over the mailbox. Control over each
Mailbox Address SHALL be confirmed using a unique Random Value. The Random
Value SHALL be sent only to the email address being validated and SHALL not be
shared in any other way.

(2) The applicant must send a confirming response utilizing the Random Value to the
CA.

(3) The CA receives the response and shall make sure the received Random Value is
the same with the sent one.

bR 577 7% B MR A BEHUE R B U A M= R IZBEAUETT R #Y 24 /B
N

The random value used in the above validation method remains valid for no more than
24 hours from the time of creation.

3.2.2.10 DV SSL € KR &2 IEB1T P 54234 51 Authentication of DV
SSL Global Server Certificate Subscriber Identity

MATRA . AT PINFEERIF DV SSL £2BkRSFUER, T IUE CA Y148
SR NAVEMAAIIRZHIE. DV SSL £HRRS=ER T E R 1P Hit. BECTIE
Ho VTFERIE DV SSL 2RIRSARIEBA, NIRRT TR E FEIEL A HE
LS
If the subscriber applying for an DV SSL Global Server Certificate is an individual, it
may apply to the CA or an authorized RA. The DV SSL Global Server Certificates
can contain [P addresses and wildcard certificates. When a subscriber applies for a

DV SSL Global Server Certificate, the following paper or electronic data materials
should be submitted:

1. ERERIER
2. BIBEANNASUIERSR
3. IEFHHEHIE CSR X4

1. Certificate application form
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2. Applicant's personal identification proof

3. Certificate application CSR file
CAMMEXEHE (IP) K& CSR &M M#HITER . HRENEHIRIER = BT

ICEREIRIBA CP #IER CPS H,

The CA needs to authenticate domain names (IP) and CSR compliance. The
authentication procedure shall be specified in the CPS formulated in accordance with
this CP.

3.2.2.11 IV SSLEIRERSSAL BT P 51345 Authentication of IV SSL
Global Server Certificate Subscriber Identity

PMATTFIFERTE IV SSL £FRRSAIER, o] U3 CA YIS A E M
MAIRZHRIF. IVSSL £IKRGSHIEB I ESREM. P MU BHZIER. 1T
FEIE IV SSL £IRRESRLBH, MR TR B T EEL X RiER

If the subscriber applying for an IV SSL Global Server Certificate is an individual, it
may apply to the CA or an authorized RA. The IV SSL Global Server Certificates can
contain wildcards, IP addresses, or multiple domain name certificates. When a
subscriber applies for an IV SSL Global Server Certificate, the following paper or
electronic data materials should be submitted:

L. IEBEIER
2. HIEANDASMERYE
3. IEBEHIBECSRX M

1. Certificate application form
2. Applicant's personal identification proof
3. Certificate application CSR file
CAMMBRXITT P St 7L A5, EEXEHE (IP) & CSR &M M#HITE

A, BNALERRIEN 4 FFICRAIRRA CP HER CPS H1,

In addition to the identification of the subscriber, the CA also needs to authenticate
domain names (IP) and CSR compliance. The authentication procedure shall be
specified in the CPS formulated in accordance with this CP.

3.2.2.12 OV SSL ©FkRE =2 IE B 1T P S L£ 51 Authentication of OV
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SSL Global Server Certificate Subscriber Identity
PAIT P ANFEE RIS OV SSL & IKPRF=FIEH, o Ua CA HUSRNAYE
MR X ERIE. OV SSL £FRIRSIE B B2 BECAHT. IP thit L HRIER.

TP E1E OV SSL £ERARSS 2L B, IR AW MR B FEURF R BB A}

If the subscriber applying for an OV SSL Global Server Certificate is an organization,
it may apply to the CA or an authorized RA. The OV SSL Global Server Certificates
can contain wildcards, IP addresses, or multiple domain name certificates. When a
subscriber applies for an OV SSL Global Server Certificate, the following paper or
electronic data materials should be submitted:

I BB

2. EH— A BIE AT
3. EEARANASHHERATR
4. HUHHET BB ARG H
5. S HECSRIC M

1. Certificate application form

2. At Least One Organization Information Proof

3. Applicant's personal identification proof

4. Proof of authorization granted by the organization to the applicant

5. Certificate application CSR file
CANMERXIT P S TE5I5h, BEXEHE (IP) K CSR M M#HITE

A, BNALERRIEN 4 FFIC R AIRRA CP HER CPS H1,

In addition to the identification of the subscriber, the CA also needs to authenticate
domain names (IP) and CSR compliance. The authentication procedure shall be
specified in the CPS formulated in accordance with this CP.

3.2.2.13 EV SSL £ERER S 21E B 1T P B 47£ 71 Authentication of EV
SSL Global Server Certificate Subscriber Identity

AT FINFEHIE EV SSL £ IRARS LS, T IA[E CA HIEEIRNAYE

48



FO=>]5
@ Hﬂ?l)\Z[E B AL AT SM2 4-BR{S (L0 TP g
MHAIRZ HIE. EV SSL £ERIRS LB HTE, RAEE WEB RES8MEE, 7

BEAAEESBES, AXIEIPHUREHTE, EVSSL EXRRSH/LBITER
ZHBIUER. RIFEERARRERVX. ©FVEM, HSARFVMEITS. B
BB EREWATFM:

If the subscriber applying for an EV SSL Global Server Certificate is an organization,
it may apply to the CA or an authorized RA. The EV SSL Global Server Certificate
application can only be the domain name of the WEB server, and the domain name
cannot contain wildcards. The application for the IP address is not accepted. The EV
SSL Global Server Certificates can include multiple domain name certificates.
Applicant subscribers can only be organizations such as Government Entity, Business
Entity, and Private Organization. And the applicant organizations need to meet the
following conditions:

1. ERVIKNHEIN T FM:

(1) EH ERIRRAIRGEM AR

(2) #EITFHRIBME LSRR A AR,

(3) FrEER VT CAZERILS,

(4) TEFEBFELZERELRE (MRAHEE) P

1. Government Entity shall meet the following conditions:
(1) Approved by the superior in accordance with its functions;

(2) The authorized representative of the unit must be specified in the subscriber
application materials;

(3) In a country where CA is allowed to issue a certificate;
(4) Must not be listed on any government denial list or prohibited list (such as the

trade embargo) under the laws of CA's jurisdiction.
2. EVBANHED T &M
(1) REHBBEEVMAKINNEEZAHR,
(2) AEBEEVMNEL T SE B EZ S,
(3) AT BRIEM R AR B AR R,
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(4) HBEREEHE VIFHET,;

(5) HAWMBINRRMERR AV CA ZBXRILEH;
(6) MMFFRNAKAETEBFEEREREILERE (NMEZHTLE) F,

2. Business Entity shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;

(5) The country in which Business Entity and its authorized representative reside
allows the CA to issue a certificate;

(6) Business Entity and its authorized representative must not be listed on any
government denial list or prohibited list (such as the trade embargo) under the laws of
CA’ sjurisdiction.

3. HREERIFHEN T FM

(1) B LB EVRKINNEIEEAR,

(2) AEEENMNFL TR TR BRI,

(3) AT HIBH B L JURH R A AR,

(4) AEEENE WA,

(5) PREEZR AV CA BXRILH;

(6) NEFEBFEERERZLERE (WRHEE) F.

3. Private Organization shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;

(5) In a country where CA is allowed to issue a certificate;
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(6) Must not be listed on any government denial list or prohibited list (such as the

trade embargo) under the laws of CA's jurisdiction.

4, RIFYIMNEENAR:

RHIFA: BHIERNENDAR

Bt A BIFBRMNEEAR

FEN BHIFHUHNEEZEA

RIFRIEAN: &£ CASHRIEERXEKT, BEXHTHEERT EVIEBERAEN
HIERAT, BIFEFTREFBREA, RERBIBFBHFINTERHFERAEN,

MEPRIFBYM T EN— P ARTRIENAE, w23 Z ARTM. XL
AEXIERIFEANIRASERNNRIEAN, BIFRAFHIAREAENER
ENERBIFIU CAYINT AR (BRERRTIMAE. EMEAARE.
ABEREAR) WIEBRBERITAHIETESR, I TALMBRIFARER,
CANMBRIELRIT, FFXNEXMAIERHITHEE.

4. The role that the applicant organization should have:
Certificate Requestor: handling personnel of the application unit
Certificate Approver: the person in charge of the application unit
Contract Signer: Signatory of the application agreement

Applicant Representative: In the case that the CA and the applicant are related parties,
and both parties have applicable guidelines for the use of EV certificates, the
applicant must set an application agent to represent the applicant to accept the
guidelines for the use of certificates.

The certificate applicant organization can authorize one person or multiple people to
fulfil all the roles. Above roles must be employees or authorized agents of the
applicant. The applicant shall confirm that the information of the application role is
true and accurate, and sign the certificate request and subscriber agreement in the way
approved by CA (including but not limited to the registered official seal, registered
legal person's name seal, role signature, etc.). For the false information of the
application role, the CA has the right to refuse the application and withdraw the issued
certificate.
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5. HIFHMAEE:

(1) FRIENRE SRR ENEE—F AN AR IR EXNEHZ BB
o ME— 15 AN
(2) B&EME B /AT WHOIS B E.

5. The domain name of the applicant organization:

(1) The applicant organization owns the domain name ownership or exclusive use
rights and is aware of its ownership or exclusive use rights to the domain name;

(2) Domain name registration information should be disclosed in the WHOIS
database.

6. TTFEIE BV SSL £3KIRSAFIEB A, NIRZM T4Umsk B FHiER &
BREL

(1) EVIEBHIER

(2) ED>—FAEESIERMR

(3) ELFWHMEABFANSMERAME

(4) HAGET ERIEAMRAULEH

(5) Mk FF7EIEBASC A

(6) IEHEIF CSR XX fF

6. When a subscriber applies for an EV SSL Global Server Certificate, the following
paper or electronic data materials should be submitted:

(1) EV Certificate application form

(2) At Least One Organization Information Proof

(3) At Least two types of Certificate Requestor's identification proof

(4) Proof of authorization granted by the organization to the applicant

(5) Proof of company’s existence

(6) Certificate application CSR file
CA#AXS EV SSLIEPHRIFHNLARIERN L HICKAEIREA CP HIEM
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CPS A,

The authentication procedure of the EV SSL certificate application by the CA shall be
specified in the CPS formulated in accordance with this CP.

3.2.2.14 TBRAFZIUEHITF S0 £ 7 Authentication of General
Code Signing Certificate Subscriber Identity

AMNTR TIMIT PR EREEBRBEZZIES, o E CAYIME RN
FLEMANASIRZBRIF, 1A HIFERABE LI PR, MR RS T
R BB

If the subscribers of organizations and individuals apply for a General Code Signing
Certificate, they may apply to the CA or an authorized RA. When a subscriber applies
for a General Code Signing Certificate, the following paper or electronic data
materials should be submitted:

1. IEBHIF*R

2. EL—MHMERIEAME (PATTAARER)
3. HIBABDA SR

4. MR T ERIBANRDGER (DPATTRARER)

1. Certificate application form
2. At Least One Organization Information Proof
3. Applicant's personal identification proof

4. The proof of authorization granted by the organization to the applicant (not
applicable to individual subscribers)

CAHMBRXITT P S0t 7L 350, EESN CSR EMMHTER ., HERL
AIRAE R & BFRIC R TRIR A CP HIEHY CPS 1,

In addition to the identification of the subscriber, the CA also needs to authenticate the
CSR compliance. The authentication procedure shall be specified in the CPS
formulated in accordance with this CP.

3.2.2.15 EV RIEZEZIEH1T P 544 51 Authentication of EV Code

Signing Certificate Subscriber Identity
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H

REIE. EVREBERIEBHIE, FESEMEERIPHIL. RIEERELERIK.
EVERL, HEARFNMITS. BRIENHTERISMN TR

If the subscriber applying for an EV Code Signing Certificate is an organization, it
may apply to the CA or an authorized RA. EV Code Signing Certificate application
cannot include domain names or IP addresses. Applicant subscribers can only be

organizations such as Government Entity, Business Entity, and Private Organization.
And the applicant organizations need to meet the following conditions:

1. ERVIKNHEIN T FM:

(1) EH ERIRRAIRGEM AR

(2) #EITFERIBME A SR B A AR,

(3) FTEER VT CAZERILS,

(4) TEFEBFELZERELRE (MRAHEE) P

1. Government Entity shall meet the following conditions:
(1) Approved by the superior in accordance with its functions;

(2) The authorized representative of the unit must be specified in the subscriber
application materials;

(3) In a country where CA is allowed to issue a certificate;
(4) Must not be listed on any government denial list or prohibited list (such as the

trade embargo) under the laws of CA’s jurisdiction.
2. WV EBAYHEIN T FM
(1) RELBEENMARINNGEZAR,
(2) AELEEVMNEL T EE B85,
(3) T HIBEMEI R LR BN AR,
(4) BEEENE LIS,
(5) MMFERMAKRFAEERRAVF CAZRIESH;
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(6) HABFIRIR AR E FEBRHES L RSB 2% (K

HEIE) HF.

:1:1

2. Business Entity shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;

(5) The country in which Business Entity and its authorized representative reside
allows the CA to issue a certificate;

(6) Business Entity and its authorized representative must not be listed on any
government denial list or prohibited list (such as the trade embargo) under the laws of
CA’ sjurisdiction.

3. HREERIFHEN T FM

(1) %BHHBBEVARKINNEIEEAR,

(2) AEEENMMNFL TR TR RE ),

(3) AT HIBH B A JURH R A AR,

(4) AEEENEWIHT;

(5) PREER AV CA ZRXRILH;

(6) NEFEBFEERENZLERE (WRHEE) F.

3. Private Organization shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;
(5) In a country where CA is allowed to issue a certificate;
(6) Must not be listed on any government denial list or prohibited list (such as the

trade embargo) under the laws of CA'’s jurisdiction.
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HIEA BHIERNEAR

HA BIFRNEEAR

EEAN RIBHE

FRIERIEAN £ CA SRIEFERXEKT, EXTTHEEAT EVIEBERER
MERT, RIEERRERBEREA, RRBPIFFINTIEBAHERAN,

B ERIBVM TR — D AR ENAE, heJ25Z AR, ML
AELIERIBR MR AREENOREN, FERNFRIAFIEREMNESR
REAERIFU CANMINTH AR (BRERRTIMAZE. IFMWEAARE.
AREREFNR) MEBRIBERITAMHTER, FTALNRBERARER,
CANMAERIELERTE, FFXNERRAEBHITRIE.

4. The role that the applicant organization should have:
Certificate Requestor: handling personnel of the application unit
Certificate Approver: the person in charge of the application unit

Contract Signer: Signatory of the application agreement

The certificate applicant organization can authorize one person or multiple people to
fulfil all the roles. Above roles must be employees or authorized agents of the
applicant. The applicant shall confirm that the information of the application role is
true and accurate, and sign the certificate request and subscriber agreement in the way
approved by CA (including but not limited to the registered official seal, registered
legal person's name seal, role signature, etc.). For the false information of the
application role, the CA has the right to refuse the application and withdraw the
issued certificate.

5. THHEEY RIBETZIERE, NIRRT THRRANKE FEIER X RIER
R

(1) EVIERERIER

(2) EL—FANAEESIERMEL
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(3) EOEWFEIFAN SRR

(4) HARTF HIFEANRFRAGLHA
(5) fbMvfFFEIUE ARSIt

5. When a subscriber applies for an EV Code Signing Certificate, the following paper
or electronic data materials should be submitted:

(1) EV Certificate application form

(2) At Least One Organization Information Proof

(3) At Least two types of Certificate Requestor's identification proof
(4) Proof of authorization granted by the organization to the applicant

(5) Proof of company’s existence

CAHLAEXT BV RIBERIL P HRIRMNEFIRIEN 4 BAFIC K ARRA CP HIE
H9 CPS A,

The authentication procedure of the EV Code Signing Certificate application by the
CA shall be specified in the CPS formulated in accordance with this CP.

3.2.2.16 B EIE BT P F4 £ 5] Authentication of Timestamp
Certificate Subscriber Identity

VAT RN B E BRI EIEIES, o = CAY M AN A9 E M 45912 32 B
B. VPRGN ESIERN, NRZMTRRSE R RIEMEL
If the subscriber applying for a Timestamp Certificate is an organization, it may apply

to the CA or an authorized RA. When a subscriber applies for a Timestamp Certificate,
the following paper or electronic data materials should be submitted:

1. IERHIER

2. EH—FHME SIEEME

3. BHIFEAMDASOHIEAME

4. WADET RIEABIIRAGER
1. Certificate application form
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2. At Least One Organization Information Proof

3. Applicant's personal identification proof

4. Proof of authorization granted by the organization to the applicant

CANMBRNIT P SM#TLE A5, EEX CSR EMMHITLER . HEAIE
AR S BFRIC R IR IR AR CP HIE /Y CPS H,

In addition to the identification of the subscriber, the CA also needs to authenticate the
CSR compliance. The authentication procedure shall be specified in the CPS
formulated in accordance with this CP.

3.2.2.17 NMRZEZIEHIT P 54X 5 Authentication of Document
Signing Certificate Subscriber Identity

MNP USIT A FERIEXEERIES, T IE CA MM HENAE
AR Z BRI, TP BRIEXEERIEBRN, NRZM TRRSE R B
B

If the individuals and organizations apply for Document Signing Certificates, they
may apply to the CA or an authorized RA. When a subscriber applies for a Document
Signing Certificate, the following paper or electronic data materials should be
submitted:

1. IEBHIFER

2. EL—MHMERIEAME (PAITFAAREH)
3. HIBABDASML A

4. PR T EHRBANRDULH (DPATTRARER)

1. Certificate application form

2. At Least One Organization Information Proof (not applicable to individual
subscribers)

3. Applicant's personal identification proof
4. Proof of authorization granted by the organization to the applicant (not applicable
to individual subscribers)

CAHMBRXITT P S0t 7L 350, EESN CSR EMMHTER ., HEL
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In addition to the identification of the subscribe, CA also needs to authenticate the
CSR compliance. The authentication procedure shall be specified in the CPS
formulated in accordance with this CP.

3.2.3 M A B B9L 5] Authentication of Individual Identity

PAITASAAET] P RIBEAERTIEBIINF AR RIS ML, BFRER
BRT: SMNE. PRE. EEIE. BRERREIAMBITIE. S0IE. PRI
EAKAREILE, RUIEHHE.

To submit a certificate application, individuals or organizations should hold valid
government-issued photo ID before applying for a certificate, including but not
limited to: ID card, residence booklet, military ID, Mainland Travel Permit for Hong

Kong and Macau Residents, Taiwan Compatriot Travel Certificate, passport and
permanent resident permit for foreigners.

CA MM RN AGEMIADR AN A SN ETHEME RN AL
MIEN M AFRIC KA IR IR A CP &Ry CPS A,
The CA or the authorized RA shall confirm the authenticity and validity of the

individual's identity. The authentication procedure shall be specified in the CPS
formulated in accordance with this CP.

3.24 B UFATT F{E B Non-verified Subscriber Information

IEBFANEEMLRELTRIE, RERIENEFEEREENILS.

The information in the certificate must be verified and non-verified information shall
not be included into the certificate.

3.2.5 ¥ HFIA Validation of Authority

ARERDEAEFHENTY, KRAQRBEFIES, FEHAEALRREN
HRRKIZBRADIE CA BRFIEBEENRNAM . BLRE CAYMHEFIES
FRiFR EMERAAER, NIEARBLANIEAIFRFIA.
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In order to ensure that the agent has a specific license to represent the organization to
obtain a digital certificate, an authorization document that the organization authorizes
the agent to represent the organization for the CA digital certificate needs to be
provided. After the organization affixes the official seal of the unit on the digital
certificate application form of the CA, it proves that the organization has confirmed
the authorization of the person in charge.

AR CAHMMAFHRIFTEIEEIRI D ARBBILH. ERIFEUBALIEE

T RFHTIEBHIBENIRZIDA, WA EREIZIEEA R SMNIETIL B HIFS

Ko AREIRBFECAZIMNPEIBERE, NEBRBEERHEACSRNARNEES.

The CA allows an applicant to specify the independent individuals who may request
certificates. If an applicant specifies, in writing, the independent individuals who may
request a certificate, then the CA shall not accept any certificate requests that are
outside this specification. The CA SHALL provide an Applicant with a list of its
authorized certificate requesters upon the Applicant’s verified written request.

3.2.6 H#E{EAN] Criteria for Interoperation or Certification

A CANMM NS HMB FINERRSYIBHITERE, ERZBEFANERS
HAH CP & CPS AT &t HEFEIMERRM BIR/A S SM2 £EREFEARRILS

REEMER, FESBFINEATEZHEXINL.

The CA can interoperate with other certification authorities, and require that their CP
and CPS shall confirm to the requirements of the CP of SM2 Global-Trust System of
Beijing Certificate Authority Co.,Ltd., and the relevant agreement shall be signed
with BJCA.

WMREFEFEEINNHBER, HFNLATEHET.

If national laws and regulations have requirements over the matter, BJCA will strictly
abide by them.

BHUEER, K CANMRZELZEAZSGAMERIES.

By now, the CA has not issued any cross-certification certificate.

60



@ SI=VUAE W PEA ) SN2 ABR (5 (A 2 P40
33 (A E 15 3K B9 #r 1R 5 £ F Identification and

Authentication for Re-key Requests

331 E M EH FE F W R IR 5 £ 7 Identification and

Authentication for Routine Re-key

T EAEFEHE, 1T AR ZEBRBFRIEBNEBRELS, WiTAEA A,
ERFIISE, SRIFNEMNET

(1) RIEBFAEFH CAYBMEL;

(2) RIRIES LA A RPN BRIENERH TR,

(3) ETREMERHETIMER.

For a re-key request, the subscriber must submit sufficient information to identify the
original certificate, such as the subscriber's DN, certificate serial number, etc. The
identification of the application is based on :

(1) The original certificate exists, and it was issued by the CA;

(2) verifying the signature of the application with the subscriber's public key on the
original certificate;

(3) Identity authentication based on the original registration information.

ZREFREMERRBRANMEN XA BIRET EZRE, 1JPERIFE
SEHET, MHWIMERRERBRNMBAXGREIEC HE, HILERNRE, CA
AP A XIBTE.

Re-key can cause files or data encrypted using the original key to be unable to be
decrypted. The subscriber must confirm that the encrypted file or data using the
original key has been decrypted before applying for the re-key, and the CA will not be
liable for the losses caused thereby.
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32WEE B EH B IR 5 X 5 Identification and

Authentication for Re-key After Revocation

IERRHEENBAEFFE T AEFRIFGIES, WHERERAEHNIRR
545 Rn S NTHIMERRRE, AEERESARCPE 32 PR,

The re-key after the certificate is revoked is equivalent to the subscriber reapplying
the certificate. The identification and authentication of the re-key after revocation is
the same as the procedure of authenticating the initial identity. The requirements are
the same as in Section 3.2 of this CP.

34W IS K BV FRr1E 5 X 5l Identification and Authentication
for Revocation Requests
BV RIEREEIE R, CAYMRRENEE=TT8EE. FIEE.
B R EFINEIEE T AT P S0 HTER,

If the subscriber actively applies for revocation of the certificate, the CA will verify
the identity of subscribers through authoritative third-party database, SMS, domain
name control verification, and other methods.

HERVTPRETAR CP FRRLEMNNSHATACP 584911 BhAER, &
AR CA WS AL EMV D R IBRIRTT P RGE B, THEXNIT A FH#HTIRA
5

If the subscriber fails to perform the obligations specified in this CP or because of
reasons stated in Section 4.9.1.1 of this CP, the identity of the subscriber is not
required to be identified and authenticated when the CA or the authorized RA applies
to revoke the subscriber's certificate.
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4. EB & ay FEHAR EZE R Certificate Life-cycle Operational

Requirements

4.17F B H1§F Certificate Application

4.1.1 JEFHEBTESEER Who Can Submit a Certificate Application

IEBHBLEEREDIA ARSI HMSLE,

The certificate application entities include individuals, organizations or other entities.

4.1.2 yF i3 2 5 57 fF Enrollment Process and Responsibilities

IEBHRIBARRA GEBERE) FIENER, BERZENERAELTT
RIEBHAE, SREAXNIMEBRYR. CATMESUEMIAAZIZILRHIE,
WESHEFICEHIEBRIBANSNHTER], FREREGEXILS.

The applicant shall submit the certificate application through face-to-face or online
way, including relevant identification materials, in accordance with the requirements
stipulated in this CP. The CA or the RA accepts the certificate application, identifies
the identity of the certificate applicant according to the identity authentication
specification, and decides whether to issue the certificate.

TR ITRREEIT MY, & CP R85 CPS il E (ISR AEM N &t
T FHIAEZ. EXRERMER, WITABESRACP E 32 THEXK
HITIERRIFRIE, NG CA YIS B EMNAE TR S5 SR E
WWRMEZ. FMAME, ITRAERERPEMRENIEBRANTE.

Subscriber: The subscriber shall know in advance the responsibilities and obligations
stipulated in the subscriber agreement, this CP and the relevant CP, and confirm
acceptance. To formally request for registration, the subscriber needs to refer to the
requirements of Section 3.2 of this CP for certificate application operations, and
should cooperate with CA or an authorized RA to complete the collection, recording,
and review of identity information. After successful registration, the subscriber is
responsible for protecting the security of the obtained certificate private key.

RIE (REARAMERTERE) HWAE, IEBHIBEAKRE CA YR

63



FO=>]5
@ Hﬂ?l)\Z[E HE T T SM2 A BR{ (T4 2T S
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BRH, NKBHENAEERRENLFREE.

According to Electronic Signature Law of the People's Republic of China, if the
certificate applicant fails to provide true, complete and accurate information to CA, or
has other faults, and causes losses to CA or relying party of the electronic signature,
the certificate applicant shall bear the corresponding legal responsibility and
indemnification obligations.

CAMA: CAHUIRANR . BHZRASRA CP 5 32 TR 524 TR RS

pali

ANSNERETXE. LR, Tz, BERAR. FRAWDNITEARNE
IEs#t/E, CA#MEEITAERIES.

CA: CA entry clerks and reviewer collect, record, and review the identity information
of subscribers in accordance with the requirements of Sections 3.2 and 5.2.4 of this

CP. After verification and approval by two trusted persons (entry clerk and reviewer),
the CA issues a certificate to the subscriber.

4 2UF B EIE4LIE Certificate Application Processing

4218 1718 51 5 X 5] I 88 Performing Identification and

Authentication Functions

CA MM IR AEMA B ENT AL B EHIEE, REAEX GEHRE)
PRER S LEREN HIBEANSNHTIRA S L5 RENLEIREFILA
CP 28 3.2 154196 B HIA,

After receiving the certificate application of the subscriber, the CA or the authorized
RA identifies and authenticates the identity of the applicant according to the identity

authentication procedure stipulated in this CP. The specific identification procedure is
detailed in Initial Identity Validation of Section 3.2 of this CP.

CAHIMENFEANETRRES[UEFTTINZY B g—1
dNSName f#f CAA iCEZEE, FFIREBA CP £ 3228 FHKREFAMERHER

BHEZIEBHRIF, ALRRSH/IEBELR, & CAYMREARACPE 32T
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K15 FYEE SUIE S B9 RS [B) M BIE K CP 56 6.3.2 THAEMRFZH/ILBRAK

B, BiZERARKRERML, N CA YT EMZERESILAXHE, WiTRS
mHTIRB S5 £ 5.

The CA will perform a CAA record check for each dNSName in the certificate
Subject Alternative Name extension of a Global Server Certificate to be issued, and
determine whether to approve the certificate application according to the inspection
method and result in Section 3.2.2.8 of this CP. Prior to the issuance of a Global
Server Certificate, if the time of obtaining data or certification by the CA under
Section 3.2 of this CP does not exceed the maximum validity period of the server
certificate as specified in Section 6.3.2 of this CP, and the information has not
changed, the CA can reuse the data or supporting documents to identify and
authenticate the subscriber identity.

AERBERIER. XHBERIEBELRET, & CAYVIMIREAR CP % 32 ik
BREERSUE A AIE B NBIT A CP 8 632 THAEMARBERIER. X
MEZIERRAERH, BiZEEREETL, W CA YA TTE BiZEHESIITE A
XAk, TR SRS £5),

Before the Code Signing Certificate and Document Signing Certificate are issued, if
the time of obtaining data or certificate by the CA according to Section 3.2 of this CP
does not exceed the maximum validity period of Code Signing Certificate and
Document Signing Certificate as stipulated in Section 6.3.2 of this CP, and the
information has not changed, the CA can reuse the data or the certification file to
identify and authenticate the subscriber identity.

4.2.2 F B EBIFH A FIE 24 Approval and Rejection of Certificate

Applications

CA FIM SN AV EMVOIREAR GEREKEEY FrlEN S MHERIRIEXIE
PRIBFBASDHTIRAIEGELHE, RIELHNERREMAESIEEIEBRIE.
After the CA or the authorized RA identifies and authenticates the identity of the
certificate applicant according to the identity authentication procedure stipulated in
this CP, it decides to approve or reject the certificate application according to the

identification result.
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1%, CAHIMEIRMNAVEMIAPR AL B RIE, AEBRIBATEFMAEF
EH.,

If the certificate applicant passes the identity authentication procedure specified in
this CP and the verification result is qualified, the CA or the authorized RA will
approve the certificate application and create and issue a digital certificate for the
certificate applicant.

WRERETIER, CANMMBLTIREILBHIE:

1) RIFEAR CP 5 32 THIME, ARETHIRFFIMEFFELFTNITARER,
2) VTP AREEMRIEE RIZEHIAB RN S ML AR

3) TTRPRMHEAREEZITFIHMNNE RATMEKR;

4) ITRRASENEBIERNE BN A,

5) EIEMIEREH ICANN ZEHHFNEESZ;

6) CA HIAIA AHUEIZ B IB RS W EFINEA SR F W EEUDPHER

Ko

The CA has the right to reject the certificate application if:

1) According to the provisions of Section 3.2 of this CP, not all necessary subscriber
information can be identified and authenticated;

2) The subscriber cannot provide the required identity documents;

3) The subscriber objected or could not accept the relevant content and requirements
of the subscriber agreement;

4) The subscriber fails to or cannot pay corresponding fees as required;

5) The certificate applied for contains a new top-level domain name under
consideration by ICANN;

6) The CA believes that the approval of the application will bring disputes, legal
disputes or losses to BICA.

XTEERMILBEHE, CAYMMBHMBEBENLBHIBERY, RNEMHEIBTA

KRG RECEREIERBRIN.
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For the rejected certificate applications, the CA will inform the applicant of the failure
of the certificate application and reasons (except where prohibited by law).

CANIMNRERNEKE. RS BEXEKE,. IENEZEESM

BAMEFE=TEGNEE, RAHEERATHREPEENER, Ex M4
IEBSMEEBHIBEASIR, ERENEBHIBNEEEIZIIR, NTHRPHIAEH
BA, CAYMKIELHRAE. MXTEEAMIES, EHREIEZTUEZ,
—BRINEBFEALIRAETIRT, CAVIMBPIRIHIZIE B S RKBUE S/ 3

FTARIE,

The CA establishes and maintains certificates high risk applicants list according to the
list published by the anti-phishing Alliance, antivirus vendors or related Union,
government agencies responsible for network security services, or information
disclosed in public reports by media, and will check the list when the certificate
application is received. For applicants in the list, the CA will reject the application.
For issued certificates, they will be reviewed periodically according to the list. Once
the certificate holder is found in the list, the CA has the right to revoke the certificate
or take appropriate mechanism to deal with it.

XTREEN . BRBUFER . T BRI S BT B I M=l
AHMBEHEATERNANANE, CAYMAERIELEARFRIEH. ki, WRIES
RIEHEXAR (BREBIBEA. BitA EBAF) JFEEZEN. BERIVTE
JFRIAERIRE], CAYMIELEREHESSNIEBHRIEEE.

For those organizations is prohibited engaging in commercial activities or public
activities by laws and regulations, national government departments, industry
regulators, the CA has the right to refuse issuing an certificate. In addition, if the
person (including Certificate Requestor, Certificate Approver, Contract Signer, etc.)
applying for the certificate is subject to relevant laws and regulations, national or local
government restrictions, the CA may refuse to accept the certificate application in

which the person is involved.
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Applications

A CAHAMIEY SM2 EIREEEREFIMEL SN (CPS) NAESIEAYIE
PEHIFLIER (). A CA WA AVEMAIGR A CPS HLE AY RS 8] A AL IEIUEH

5, LTit—HERZIELE.,

The CPS of CA's SM2 Global-Trust System shall specify a reasonable certificate
application processing time. The CA or an authorized RA shall process the certificate
application within the time specified by the CPS, whether approved or rejected.

4 3FBE . Certificate Issuance

431 IEBEZRFEMAEANE FIMEAR S HLATRI1729 RA and

CA Actions During Certificate Issuance

R CA BIEBELX AR CAYMRNMNTEARBRBEATERES, £1R
CAHITIEBERERIE,

Certificate issuance by the root CA shall require a trusted person authorized by the
CA to deliberately issue a direct command in order for the root CA to perform a
certificate signing operation.

EITFIEBNERIED, CATMHNFARDTINEBHIFEERINGE

L, ERZANTTIEBRIBNER, FHFBTRIE RA RGERBERIEBAITREE CA
MIEBEXRG. RAXHMIEBERBRELFEIMNMHNEN LI SEL
REEE, FHERIFREZIERHHN CA Y4,

During the issuance process of the subscriber certificate, the entry clerk of the CA is
responsible for entering the information submitted by the applicant, and the reviewer
is responsible for the approval of the application, and the request for certificate is sent
to the CA certificate issuance system by operating the RA system. The certificate
issuance request information issued by the RA requires the identity authentication and
information security measures of the RA, and ensures that the request is sent to the
right CA.
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HigzfE, BERILE. IPNEXRRER TIMERSTNRE T2 E

ETIEBERIE.
After obtaining the certificate issuance request, the CA shall determine its validity,

and issue the certificate after approving the application. The issuance of the certificate
means that the CA has approved the certificate application completely and formally.

4.3.2 B FINERSYAFEMAEX VT P BY18 & Notifications

to the Subscriber by the CA of Issuance of Certificate

CA 9B EMINAE LR FIEPMELERMABIEBM I, o

BIEENE. B4, NETEH, 5 CANMEIAAEMZ2TTTNARNEMT

~

o

The CA shall inform the subscriber through the face-to-face, e-mail, network
download, or other means that the CA considers safe and feasible through the RA of
the issuance of the subscriber certificate and the way to obtain.

4 AF B 3E52 Certificate Acceptance

441 1 B ¥ % E B B9 7 4 Conduct Constituting Certificate

Acceptance

IEBELETNE, 1TABE CAYMEEENTNREGES, EITFAREM
TER—MiTAE, CAYMIAATTPEZTIES:

1) TP THEERETIES;

2) R CAHMEITANATT, REITATHIES, FEIEHREENE.
B ER S H L T T RRERTT P,

3) A CAHMPKIEBABBIAESLT] FE, EANTNNEIRNT] A RERT

B4,
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After the certificate is issued, the subscriber obtains the certificate through the method
announced by the CA. After the subscriber has any of the following actions, the CA
considers that the subscriber has accepted the certificate:

1) The subscriber has downloaded or installed the certificate;

2) The CA, with the permission of the subscriber, downloads the certificate in place of
the subscriber and sends the certificate to the subscriber by face-to-face, email or
other safe and feasible means;

3) After the CA sends the certificate acquisition notice to the subscriber, the
subscriber does not refuse within the agreed time.

442 8 FIANIE BR 55 H1 48 XFE B By & %5 Publication of the

Certificate By the CA

CANMAEZRIEBRE, BEBREITTFANEBNES.

After issuing the certificate, the CA sends the certificate to the subscriber as the
publication of the certificate.

443 B FINIE R 55 M 4 X H fih 21K A9 18 25 Notification of

Certificate Issuance By the CA to Other Entities

CAYMAN ESLAHTESE, ASKATUERFEELBTEN.

The CA does not notify other entities, and other entities can make their own queries
on the repository.

4 5Z4AXTFIUE H B91E A Key Pair and Certificate Usage

A517] P FA$A F0 1E B B9 {5 A Subscriber Private Key and

Certificate Usage

URHERK TIEBHRIEFERT CAYMAERNIERE, HIUAELRAR
BF5 CAE. MRETTH KA T XSS HIFK

The actions of submitting a certificate application and accepting the certificate issued
by the CA shall be deemed the subscriber has agreed to abide by the terms and rights

of the CA and the relying party.
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I, FEEIEBRASHEREZE, 1TABIUFIEERIZIEB XN AR .

The subscriber shall only use the private key and certificate within the application
scope specified by applicable law, this CP, and subscriber agreement, and stop using
the private key corresponding to the certificate after the certificate expires or is
revoked.

FF SSU/TLS WEB, 1TRBREMNXSRIE R BT H A F B 52 3T A

AR5 AR HEREIL B

For SSL/TLS certificates, the subscriber has the responsibility and obligation to
ensure that the certificate is only deployed on the server corresponding to the topic
alias listed in the certificate.

452 1K % 73/~ $3 F11E B B9 55 A Relying Party Public Key and

Certificate Usage

T REETEE SN FSEE AR TIER, FESIERERE—K (WE
PRRY RE) . KBRS AMIEBRAASE, ERIBEBHERE, 81

a) F CAHASANERRAIFIER %R, FINZIEBEKE S ST CA

MAEELR, FEIEBHIANTIEHEX.

b) BB BHENE, FIMZEBEBIHIZA,

c) BiZ &1 CRL 5] OCSP, FIMZIEFEBHIEH.

The relying party shall only rely on the certificate within the appropriate application
scope and be consistent with the certificate requirements (such as key usage
extensions, etc.). After the relying party obtains the certificate and public key of the
other party, the relying party should verify the validity of the certificate, including:

a) Verify the signature in the certificate using the certificate of the CA, confirm that
the certificate is issued by the CA that the relying party trusts, and the content of the
certificate has not been tampered with.

b) Verify the validity of the certificate and confirm that the certificate is valid.
c¢) Confirm that the certificate has not been revoked by querying the CRL or OCSP.
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2, ENZEREE R HARERRTHRERNEIE.

When verifying an electronic signature, the relying party should know exactly what
data has been signed. In the public key cryptography standard, the standard signature
information format is used to accurately represent the signed data.

4. 67F B F ¥ Certificate Renewal

4.6.1 WIEBEFH A EF Circumstance for Certificate Renewal

IEBEHEAEANTIEBLPIT AN AAHEMEFAERAERT, AITFAE
K —SKFNLH. R CAYMIEFIT AL RE ML BEAENRS, HFHUACPE

4775,

The Certificate renewal refers to the issuance of a new certificate to a subscriber
without changing the subscriber's public key or any other information in the
certificate. The CA recommends subscribers to use the certificate re-key service
preferentially. For details, see Section 4.7 of this CP.

VT ARAIEBEIEART 30 RFTIUEPEFH. IEBIEE, ITRXMEFRBIF
FEB .
Subscribers are required to renew their certificate 30 days prior to the expiration of

the certificate. After the certificate expires, the subscriber must re-apply for a new
certificate.

CAAIEXF5 0 SSL 2RSS ARILH . W EBILBRIIEBENRRS .

The CA supports certificate renewal services for SSL Global Server Certificates and
Timestamp Certificates.

4.6.2 1EKIEBEFTAYELR Who May Request Renewal

ERIEBEHHSLAEIERIT .

Certificate subscribers may request renewal.
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Requests

IEBEFIERMNLCELEEREHBERIE. £73). FRIER. YHIFHRIEM

SR METATILATTE:

1L ITFHRIEBFEF BRA CAYMELR,

2. EBEIFIEREVFTHBRA;

3. ETEIMESH#HITSHER

4. & CANMIRIEA CP 58 3.2 TG EERSIE X 4 a i e B

RCPE 632 THAENLKIEPNERREIHEZEERLKET L, N
CAAUS I B MIZEIRSUEAX M, TR SMETIRIS£5),

The processing of certificate renewal requests includes application verification,
authentication, and certificate issuance. The verification and authentication of the
application must be based on the following aspects:

1. The original certificate of the subscriber exists, and it was issued by the CA;
2. The certificate renewal request is within the license period,
3. Identity authentication is based on the original registration information

4. If the time of obtaining data or certification by the CA in accordance with Section
3.2 of this CP does not exceed the maximum validity period of such certificate as
specified in Section 6.3.2 of this CP and the information has not changed, the CA may
reuse the data or supporting documents to identify and authenticate the identity of the
subscriber.

A EWIEMERBEE CAYISA T HUEZRZIES.

After the above verification and authentication are passed, the CA can approve the
issuance of the certificate.

FIEBEHN, TPTUARENRANEIERETESR, CAYEKES
XHAANERMRHE. EFERNESNAAGERATERME. &&ME—1
SRE SN ik Syills
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When the certificate is renewed, the subscriber can sign the renewal request with the
original private key, and the CA will verify and authenticate the correctness, legality
and uniqueness of the user's signature and the public key and the user information
contained in the renewal request.

VP PUEEIZIRA CP 5 3.2 B RATIL B EHMHIBRIE, EWR

R SMIERAMEL CAHIMEAETER TEB e X AR IE B iR LRI T 1E
AP EH A EFILEFER.

The subscriber may also choose to perform the certificate renewal application
operation in accordance with the requirements of Section 3.2 of this CP, and re-submit
the identity certification materials. The CA may, in any case, use the authentication
method of the initial certificate application as the authentication processing method

when the certificate is renewed.

4.6.4 MAHTIE B X1T P HY1B & Notification of New Certificate
Issuance To Subscriber
B CP % 4327,
The same as Section 4.3.2 of this CP.

4.6.5 M pY 3 % HIE B AYFT 4 Conduct Constituting Acceptance

of A Renewal Certificate

EACPE 4417,
The same as Section 4.4.1 of this CP.

4.6.6 B FINIE R 55 #4933 5 H1 ik A9 & 75 Publication of the

Renewal Certificate By the CA

EA CPE 44275,
The same as Section 4.4.2 of this CP.
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4.6.7 8 FINIEBR 55 M1 49 XF H fib S 1A A9 18 25 Notification of

Certificate Issuance By the CA to Other Entities

EA CPEE 44375,
The same as Section 4.4.3 of this CP.
4 7T1UE P& EHE H Certificate Re-key

AT1UEE® S Circumstance for Certificate Re-key

IEBBARMEIRIT A ENRERAFRBAFRPAELMES, CAYIIGIER
HHEBERAES, BHLIE R,

The certificate re-key means that the subscriber generates a new key and requests to
issue a new certificate for the new public key. When the CA provides the certificate
renewal, the key must be renewed at the same time.

& CAHIMIRIEZAR CP 5 3.2 oI5 ERIRIA TS HIEIESUL A A BT (8] AN
WA CP % 632 THAENLRIEBNERBIIRZEERRELK, M C
MM UERAXEWRFERIENES. ki, (TRERIBIEBRARHNLHES

RAIEBHRIBEABEME, RZBENIRFRIE BB ESRNE, WIS
S TR ESE, UEXARIEBNEMANEBZAETERETERUE
CA HABIEIE

If the time of obtaining data or certification documents by CA from the source
specified in Section 3.2 of this CP does not exceed the maximum validity period of
such certificate as specified in Section 6.3.2 of this CP and the information has not
changed, the CA may reuse these previous validations. In this case, the subscriber
does not need to submit the required materials for the certificate application again
when applying for the certificate re-key. The subscriber shall only submit the
corresponding information for assisting in identifying the original certificate, such as
the certificate serial number, the subscriber's DN, etc., and sign the certificate re-key
request using the private key corresponding to the original certificate for CA's
verification.

IEB AR ERAEERNT:
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a) HiTFIEBRVEEIERY

b) HiTFILBAFHMEEMBHILBAS;
) HITFIESKEMBRHIL B R AR R 2/,
d) HETRESEBAEHMNBEL.

The specific circumstances for certificate re-key are as follows:
a) when the subscriber certificate is about to expire;

b) when the subscriber certificate private key is compromised and the certificate is
revoked;

c¢) when the subscriber confirms or suspects that its certificate key is unsafe;

d) other circumstances that may result in a re-key.
CA MM F5 4 SSL RS AR BRAEBRAEIIRS

The CA supports the provision of certificate re-key services for SSL Global Server
Certificates.

4.7.2 15 KIUE B ZEAE HAISLK Who May Request Certification of
a new public key
ERIEBEAEHNIELAAIERITF.
Certificate subscriber may request certificate re-key.

A73 EBZEEEFEHIF KA IR Processing Certificate Re-keying

Requests

B CP % 3.3 3%,

The same as Section 3.3 of this CP.
A7.4 MAHIE B X1T P HY1B & Notification of New Certificate

Issuance to Subscriber

B4 CPE 43275,
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The same as Section 4.3.2 of this CP.

ATS M IE S Z A F #iF B 89 17 & Conduct Constituting

Acceptance of A Re-keyed Certificate

BACP%E 4417,

The same as Section 4.4.1 of this CP.

4.7.6 BFINERRS YN 258 EHE P AY & 5 Publication of the

Re-keyed Certificate By the CA

A CP % 442 75,
The same as Section 4.4.2 of this CP.
4.7.7 B FINE AR 5 149 XF H fth SC K B9 18 & Notification of
Certificate Issuance By the CA to Other Entities
[EA CP £ 44375,

The same as Section 4.4.3 of this CP.
4.81F B2 F Certificate Modification

4.8.1 IFH T FE ST Circumstance for Certificate Modification

T PREASEIMME R R ERE, HAE CAYMMREIEREE, IEPEE
AERIBHIE B RIGATHBARE. FMH—2.
If the registration information provided by the subscriber changes, a certificate

modification must be submitted to the CA. The procedures and conditions required
for the certificate modification application are the same as the certificate application.
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48215 K WF B T & 1Y 3£ £ Who May Request Certificate

Modification

ERE BTN DEBITA.

Certificate subscriber may request certificate modification.

483 UFE P T F 15 Kk 19 4 I Processing Certificate Modification
Requests
IEPEFRBYPRRIFIEBAEMS RATAIE.

The certificate modification is processed according to the registration procedures of
the initial certificate application.

4.8.4 WA FHIEBE XN 1T P BY18 2 Notification of New Certificate

Issuance to Subscriber

B CP % 432 %,
The same as Section 4.3.2 of this CP.

4.85 MRIESZ T EIEE 174 Conduct Constituting Acceptance

of Modified Certificate

EACPE 4417,
The same as Section 4.4.1 of this CP.

4.8.6 B FINIE R #1483 % 5 U F A9 & 7 Publication of the

Modified Certificate By the CA

EA CPE 4427,
The same as Section 4.4.2 of this CP.
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487 B FINIEBR 55 M1 49 XF H i S 1A A9 18 25 Notification of

Certificate Issuance by the CA to Other Entities

BA CP & 4437,
The same as Section 4.4.3 of this CP.
4 9F B FOFEAS Certificate Revocation and Suspension

491 IEBHE IS Circumstances for Revocation

49.1.1 #EE1T A IEBAEYERE Reasons for Revoking A Subscriber
Certificate

WMRHBI TR —FHZMEBER, CAVIMRTE 24 /N REEIZIT AIE

L ITR B ER R RIS ETIES,

2. ITRINABIRIERIBERREFEN, BERREEMBENTH,

3. CAYMAEIEEIE, SITAIEBRANAAXNNNMASHE

4. CAHSFKAE LI T 2 RIEFIT A RFMBE A X, ZAXTET A
RAESFWITEHITFRAE, BIEERRTF Baseline Requirements 28
6.1.1.305)PHREMNTT X,

5. CAMMIRFIESE, EBFAEEMEED IP it (EHREIEE R F
Bl

6. CAMMUEEBMS NEMATRNEBMEFARBITAABEEERESH
B8 F R A 1B

7. HAth CAHIN AR BIBSHIEBAIEF

The CA shall revoke the subscriber's certificate within 24 hours if one or more of the
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following occurs:

1. The subscriber requests in writing to revoke the digital certificate;

2. The subscriber believes that the original certificate request was not authorized and
does not retroactively grant authorization;

3. The CA obtains evidence that the subscriber’s private key corresponding to the
public key in the certificate suffered a key compromise;

4. The CA is made aware of a demonstrated or proven method that can easily compute

the Subscriber’s Private Key based on the Public Key in the Certificate, including but
not limited to those identified in Section 6.1.1.3(5) of Baseline Requirements;

5. The CA obtains evidence that the validation of domain authorization or control for
any Fully- Qualified Domain Name or IP address in the Certificate should not be

relied upon,;

6. The CA receives notice or otherwise becomes aware of any circumstance indicating
that use of the email address in the certificate is no longer legally permitted;

7. Other CA considers that the certificate should be revoked.
INREMTIERT—MHLZTIER, CAYVMERE 24 /N ZRBEIES, B
WITE 5 RZ NHBSEIES:
1. IEBARHEFAEARCPE 6.15F6.1.6 TAHEX;
2. CAHER T IEPHK B A,
3. CAMMERENIT PARBITIT AL FEREFRHNEN—MH ZMEEX
EH R
4. CAHMIRENERE EARBIATIZIT AIEB AR FODN 3 IP i, 4,
RSB E RSS2 EMAE BB BHNF ., HEZIMASHRIE
AZ B MRXEF T HRES N E L LSS B M ARSI THZF,
5. CAYUMEIRMIT P BRMEBEHATRIERIEMN TR S,
6. CAYMRIMIEBFBEMNEERETEREWK,
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7. CAAAEHKRENT PIE BRI A AREE CP/CPS FYHE X E K,

8. CAHMBES KA PIERFEE T FERIERNES,

9. Y CANMMMEBFAMEYFHRREHIEE, BRAULLER CRL/OCSP
SRENS, NBHEREEERMNIES

10. H I CA H44 CP/CPS ERBHIE B AIE

11. CAYUERFE LI T AT WIENTT FRRAMETT X, BRI ER
A A T4 B AR B AR T A TR TR GREA,

12. 4 CAHIME R E L 8 FINERS, BRRHHAM CA MM HEE
B ARSI B 931,

1B ATPAHRIINERE=FHE MR, EREETMNREREF, 5 CA
VA EER NIEEVMEILETTFEEME A RRS,

14. CAMMBITIEBRES ZBEHNSE, TTHDREM,

15 7% . FTBUEMMENHMIER .

The CA should revoke the certificate within 24 hours and must revoke the certificate

within 5 days if one or more of the following occurs:

1. The certificate no longer meets the requirements of Sections 6.1.5 and 6.1.6 of this
CP;

2. The CA obtains evidence that the certificate was misused;

3. The CA is made aware that a subscriber has violated one or more of its material
obligations under the subscriber agreement or terms of use;

4. The CA is made aware that the use of a FQDN or IP address in the subscriber
certificate is no longer legally recognized. For example, a court or arbitration
institution has revoked a domain name registrant’s right to use the domain name, the
relevant license or service agreement between the domain name registrant and the
applicant has terminated, or the domain name registrant has failed to renew the
domain name;

5. The CA is made aware that a wildcard certificate has been used to authenticate a
fraudulently misleading subordinate domain name;
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6. The CA is made aware of a material change in the information contained in the
certificate;

7. The CA is made aware that the certificate was not issued in accordance with the
CP/CPS issued by the CA;

8. The CA determines or is made aware that any of the information appearing in the
subscriber certificate is inaccurate or misleading;

9. When the qualification of the CA engaged in the electronic certification business is
revoked, except for continuing to maintain the CRL/OCSP repository, all issued
certificates should be revoked;

10. Revocation is required by the CA’s Certificate Policy and/or Certification Practice
Statement;

11. The CA is made aware of a demonstrated or proven method that exposes the
Subscriber’s Private Key to compromise or if there is clear evidence that the specific
method used to generate the Private Key was flawed;

12. The CA ceases operations for any reasons and has not made arrangements for
another CA to provide revocation support for the certificate;

13. Subscribers are included in the blacklist of any third-party phishing website
alliance, credit regulator, or the regulatory body of the country where the CA is
located prohibits conducting services at the place where the subscriber operates;

14. After the CA fulfills the obligation of urging certificate service fee, the subscriber
still fails to pay;

15. Other circumstances as stipulated by laws and administrative regulations..

49.1.2 HEET % CAUEBHIJERA Reasons for Revoking A Subordinate
CA Certificate
MBHI TR —FsL BFPER, CANME 7 KRB L CAIEE:
1. CAHSINBER N BIERMIETR CAIES;
2. CAHBINAFR CAIEBIFRAREHEN, BEREREWWIRNITA,
3. CANMBIERIEASIEBFHAANEAFHR CA NRASHE, FHA
BHEACPE6.15H6.1.6 THEX,

4. CAHIME LRI BIEBHIKE;

82



=
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5. CANIMFKFNEPBAIZ L RETE CP/CPS FIHEXEX;

6. CAVMBHE TIERHEEFAERIEFTRSMHENEL,
7. CANME % CA AEAREFEILEE, HARTHEM CA HAGIR A
PFIEP R HF,
8. MHIN CA M4 CP/CPS ERBHIEBMIIE
The CA shall revoke a subordinate CA certificate within 7 days if one or more of the
following occurs:

1. The Subordinate CA requests revocation in writing;

2. The Subordinate CA notifies the Issuing CA that the original certificate request was
not authorized and does not retroactively grant authorization;

3. The CA obtains evidence that the private key of the subordinate CA corresponding
to the public key in the certificate suffered a key compromise or no longer complies
with the requirements of Sections 6.1.5 and 6.1.6 of this CP;

4. The CA obtains evidence that the certificate was misused;

5. The CA is made aware that the certificate was not issued in accordance with the
CP/CPS issued by the CA;

6. The CA determines that any of the information appearing in the certificate is
inaccurate or misleading;

7. The CA or the subordinate CA ceases operations for any reason and has not made
arrangements for another CA to provide revocation support for the certificate;

8. Revocation is required by the CA’s Certificate Policy and/or Certification Practice

Statement.

4.9.2 7&K IE BHEEEAISE{E Who Can Request Revocation

REFEARAER, TTA. CAHE, SEMVAM T UL ERIFIEBEIEK.,

Depending on the circumstances, the subscriber, CA, or the RA can initiate
revocation.

RSN, VTP ARETT . N AR A H AR S =TT IR A B ) AR

EH CAHMBHBFREIE BN AIERE
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In addition, subscribers, relying parties, application software suppliers and other third
parties may submit certificate problem reports informing the CA of reasonable cause
to revoke the certificate.

4.9.3 #5H1E K A9 2 Procedure for Revocation Request

4.9.311T PEFNIR B HSHEHTE A Subscriber Makes An Application for
Revocation on One’s Own Initiative
1. IEBHEEAIERIEA R CA IS AN A EMAIEIR ST B R IER),
IS RE,
2. CA WIS IZAN B EMAIRIEA CP & 3.4 BPHERIT AR A
Eki ; ANEIEE I N AT AL TR
3. CANUMHITHISEIRIE, TTPIEBHEEEE, STV BEBIA. BH4F
BATT PIE BB R B NIER, BRERRINTH, GENLE
IERT, CAMMXHEEAIE B R RIEMub#iTA S,
4. CA MR 7X24 /e AOIE BREEERIERR S, 1T B AT A HiE
1
(1) RBRZ: sslservice@bjca.org.cn; =X
(2) ZkH: +86 -4009197888.

# SSLIERIT Fidid ACME APHRATIE BRHIER, CA VAR &I IS
BEGHREBREERNEFERSETRNHTLES), WEIEBE N THEL
I,
1.The applicant for the certificate revocation submits the Certificate Revocation

Application Form to the CA or the authorized RA and indicates the reason for
revocation;

2.The CA or the authorized RA shall authenticate the revocation request submitted by
the subscriber in accordance with the requirements of Section 3.4 of this CP and
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perform revocation operation if the request passes the authentication;

3.After the CA performs the revocation operation, and the subscriber's certificate is
revoked, the RA shall notify the subscriber of certificate revocation and reasons for
the revocation via telephone or email; in the case of failing to contact with the
subscriber, the CA will announce the revoked certificate through the website if
necessary;

4.The CA provides a 7X24 hours service for certificate revocation application, and
subscribers can apply for revocation through the following ways:

(1) Send email to: sslservice@bjca.org.cn; or
(2) Call: +86 -4009197888.

If an SSL certificate subscriber submits a certificate revocation request through
ACME API, the CA will authenticate it by verifying domain control rights, digital
signatures of certificate revocation requests, and other methods; If the authentication

1s successful, it will be revoked.

CA YU RN ERIFfE 24 /B AL IEHIEE AR

The CA shall process the revocation request within 24 hours of receiving the
application.

4.9.3.2 1T PR HISEIEH A Subscriber is Forced to Revoke A
Certificate
1. YCANMBERNMIERBEEUACP £ 4911 FHRLSSEITFIESR
WERBIBSE M IEE, CA TR MR RE R IEHEEIES,
2. HIEBHGEE, CAVMRBEESNIN, BEMY. BI1a%, BHM&K
LATFIEBEWBSE R ERENIER, EREREITAN, ELENS
TR, CA A HISH AIIE B K@ WS 47 /A &
3. CAMAGIRML 7X24 /B BIUE F ()8R S MALIERTE,
4 HERBATMEENME . KARHRER. BRSTMEE=FRIES
BRI, EHEA. AR REE IR, IE BB T

RRIEERZE, UERMBEUTARFTEERE:
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(1) &RMB{EZE: sslservice@bjca.org.cn; B
(2) ZXEE: +86 -4009197888,

1. When the CA has sufficient reason to believe that situations that will cause the
enforced revocation of subscriber certificates in Section 4.9.1.1 of this CP occur, the
CA will apply for the revocation of the certificate through the internal process;

2. After the certificate is revoked, and the CA will notify the subscriber of certificate
revocation and the revocation reason through appropriate means, including email,
telephone, etc. In the case of failing to contact with the subscriber, the CA will
announce the revoked certificate through the website if necessary;

3. The CA provides a 7X24 hours certificate problem report and processing flow;

4. When a relying party such as a judicial organization, application software provider,
anti-virus agency, etc., finds that the certificate may have problems, such as certificate
misuse, the occurrence or suspected occurrence of private key disclosure, certificate is
used for suspicious code signature, etc., a timely problem report can be done in the
following ways:

(1) Send email to: sslservice@bjca.org.cn; or
(2) Call: +86 -4009197888.

CANMMEIRE S, 7 24 /NTAINHZIEBRIBEREABTHTIEE, FHET
IMTHRAR A E R ERHIEIES:
(1) FrikeRIBmA R,
(2) AERZ[a)BAY IR B FIAER
(3) MEIEIR &AL IFAILIA,
(4) TTRXA CA #1449 CP/CPS F0iT P EAB XA SE A B IR IE .,
(5) BUATEEREMMBIE.
After receiving the report, the CA shall investigate the content of the certificate report

within 24 hours and decide whether to revoke the certificate based on the following
criteria:

(1) The nature of the reported problem,;
(2) the occurrence number and frequency of the problem,;

(3) The entity of the problem report or complaint;
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(4) The subscriber's compliance with the relevant specifications of the CA/CPS and
subscriber agreement of the CA;

(5) The compliance with current laws and regulations.

4.9.4 #5H1E K PR #5 Revocation Request Grace Period

MR EIAAMEFEM, BIEIERYNEL MBS F M ELREE 8 /NI A
fR . HALEGHREREEIERK A IE 48 /NIT IR .
In the event of a private key disclosure, etc., the revocation request must be filed

within 8 hours of the discovery of a disclosure or a suspected disclosure. Revocation
requests for other reasons must be filed within 48 hours.

4.9.5 B INERR S YA IR HTEIE KA AR Time within which

CA Must Process the Revocation Request

CAMBZEBIEIE R EH AR, BE S IAR &SI B HEEIEX

AXRMBLME R CAYMLIEBIHIFRABEI L 24 /B,

The CA shall process the request immediately after receiving the request for
revocation, and investigate the facts and circumstances related to the certificate
problem report or the certificate revocation request. The cycle of revocation request
processing for a CA is 24 hours.

A9G MK ¥ 7 16 B WE B i §H 89 E 3k Revocation Checking

Requirement for Relying Parties

CAHIIEEELA—K CRL, FFR&MEY CRL A M2 H KR FSRIsENME,
HIEREZR TH.

The CA shall issue a CRL every 24 hours and publish the latest CRL to the location
specified by the directory server for the requester's query and download.

CRL 94T

a) kA=
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b) EREZX
c) MKk ZEBIR
d) ACREF (8]
e) T REFHES A
f) HASHRYIE RS Z=
0) MAAAMEZ AR
h) IEBHIEIIRS
The structure of the CRL is as follows:
a) version number
b) signature algorithm
C) issuer name
d) update for this time
e) update for next time
f) list of revoked certificates

g) authority key identifier

h) crl number

FEEEMERIESR, MRBT7 220 A X T MM e 2 —# TP UL B Y9

a) CRL &18): FFIEH P #rIRAY CRL #bilt, 83d CRL {5 B EZEEH T CRL
BlAH, FHTIEBRENRE.

b) FEZIEFIRSEIE(OCSP): CA HHg1R it Get M Post WFHTT A OCSP
FRS, ERERELTERE, BRESGIERE.

Before trusting and using a certificate, the relying party must use one of the following
two functions to perform a status query of the dependent certificate:

a) CRL query: use the CRL address identified in the certificate to query and download

the CRL locally through the CRL repository to check the certificate status.
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b) Online Certificate Status Protocol (OCSP): The CA provides OCSP query services
in both Get and Post modes. After the query results are signed, they are returned to the
requester.

AR KRBT ERIE CRLATTEMMTEY, BRER CANMAXHITE

FHM.

Note: The relying party shall verify the reliability and integrity of the CRL and ensure
that it is issued and signed by the CA.

4.9.7 CRL &% CRL Issuance Frequency

CA M R AL B E I T % %6 CRL.

The CA can publish CRLs in real time or on a regular basis.

&7 CRL AUSRARYEIE B RIEHE, VT P IEB—MRA 24 /N EHAR A CRL,
FEIT/ CRLIEXE N 3 R, FL& CAIEB—R AT 12 M AEH AT CRL,
FEBEAR CRLABREN 12108 ERIEPER CAIEBE, BE 24 /\HRE
#1 CRL.

The frequency of issuing CRLs is determined according to the Certificate Policy. The
subscriber certificate CRLs are generally updated and reissued every 24 hours and are
valid for 3 days (the value of the nextUpdate field exceeds the value of the thisUpdate
field by 3 days). The subordinate CA certificate CRLs are generally updated and
reissued every 12 months and are valid for 12 months (the value of the nextUpdate

field exceeds the value of the thisUpdate field by 12 months). After the subordinate
CA certificate is revoked, the CRL will be updated within 24 hours.

4.9.8 CRL &% B9 K /5 BF 8] Maximum Latency for CRLs

CRL X REKTw/ERT 8] 4 24 /AT,

The maximum latency for CRL release is 24 hours.

499 FEL&IRZSEIEAY T A M Online Revocation/Status Checking

Availability

CA MRV FAMRBT IR LILBIRSE|ARS (OCSP), OCSP MR
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& RFC6960 WE K, B¥HBEZHIEBRIHIAZSH CA H149F1 OCSP na Kz =5 i#

TEH.

The CA provides the Online Certificate Status Protocol (OCSP) service to subscribers
and relying parties. The OCSP response complies with RFC 6960 and will be signed
by the CA and OCSP responders that verify their certificate revocation status.

OCSP i N #8fF AR B IE BARSHBANIE B E EATWASHIEBHE —
CAZ%, FHEBE RFC6960 AT E X AYZEE A id-pkix-ocsp-nocheck BYY BN,

The certificate of signing certificate server used by the OCSP responder is issued by
the same CA as the certificate being queried, and contains an extension of type
id-pkix-ocsp-nocheck defined by RFC 6960.

4910 ¥ % K 75 & 78 E 3k On-line Revocation Checking

Requirements

CA #1912 £ Get 1 Post W77 XA OCSP &E1ARS -
The CA provides OCSP query services in both Get and Post methods.
XFITAIES, CAHMEDZOMRXEH—K OCSP 58, OCSP MR A&

WKHBHAN 10 XK. ITELBIBAIES, ZRIEH OCSP,

For the status of subscriber certificates, the CA shall update information provided via
the OCSP at least every four days. OCSP responses must have a maximum expiration
time of 10 days. For certificates that have been revoked, update the OCSP
immediately.

STFHR CAIER, CAYIMMELF 12 NMAEFEH —KXOCSPEE. BIEFR
CAFBIF 24 /INAREH,

For the status of subordinate CA certificates, the CA shall update information
provided via the OCSP at least every 12 months and within 24 hours after revoking a
subordinate CA certificate.

HYEAREREBNELIEBIRSEIGIBER, OCSP AR E"good Ik

AN

If the OCSP responder receives a request for status of a certificate that has not been
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issued, then the responder shall not respond with a “good” status.

4911 #H B 1E BE B9 H fib & 77 £ I Other Forms of Revocation

Advertisements Available

WEBHEEEE B0 UBIT CRL 8{F OCSP RE3K15. CA HIMETNIEAIE B
FENHMEARER.

Certificate revocation information can be obtained through CRL or OCSP services.
The CA does not provide other forms of certificate revocation information.

4912 A MEMFEHIZE K Special Requirements Related to Key

Compromise

B CP & 491 FHRMEMIERS, YiTARARERHERIEBE TS

SEEN, NEEEE CA AR EIEBREHEIEK.

Except as provided in Section 4.9.1 of this CP, when a subscriber discovers or has
sufficient evidence to prove that its key has been compromised, it shall voluntarily
and timely submit a request for certificate revocation to the CA.

CA #4989 CPS IR BAFRIE E & 77 ) XA SRIL RS BR RO 7T 0%

The CA’s CPS must clearly specify the methods that parties may use to demonstrate
private key compromise.

4.9.13 JE B YIS Circumstances for Suspension
AEH,
Not applicable.

4.9.14 7&K B AISE{A Who Can Request Suspension

AEH,
Not applicable.
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4.9.15 215 KB % T2 Procedure for Suspension Request

REM.
Not applicable.

49.16 1EEfIHEAFRPREI Limits on Suspension Period

AEH,
Not applicable.
410 EFIRTSHRS Certificate Status Services

4.10.1 #{E4H{E Operational Characteristics

WERIRZSTT LB CA #4912 A9 CRL. OCSP R&Z&E 18,

The status of the certificate can be queried through the CRL and OCSP services
provided by the CA.

T HREEAIES, CAHMARHBREAE CRL PEIRSHIC X

For a certificate that has been revoked, the CA does not delete its revocation record in
the CRL.

CA H A HB& OCSP AR55 A& AYIISHIC X .

The CA does not delete the revocation record in the OCSP server.

4.10.2 AR%5 0] A4 Service Availability

CA MR 7X24 /N ANIEBRSEEIRS, EiRNG R H el Aiid 10 7.
RIEEMBATIERLT, 1TAREBENRSIERRESERRS.
The CA provides a 7X24 hours certificate status query service with a query response

time of no more than 10 seconds. That means, the subscriber can obtain the certificate
status query service in real time when the network allows.
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4.10.3 TJIE4F{E Optional Features

RIBFBEREFNER, BIEREMEXERRE, CAYMET INRBMRS,
LIEEMIEBHWBEEN, CA VA BMIZIRS HIEKRSE .
According to the requester's requirement, after the requester pays the relevant fee, the

CA can provide the notification service. When the designated certificate is revoked,
the CA will notify the requester of the service.

411 7TM%Z5R End of Subscription
VTSR EE SIE P AR SOEBREE, ZEBHNRSHEER.

The end of subscription means that the service time of the certificate ends when the
certificate expires or the certificate is revoked.

VMERBEEUATRMIER:

a) IEBENHH, ITAABEERKIEBEARIEAFERHIBILBN, 17
PO A& BT,

b) AIEBENHA, IEBHEREERE, BITTRE

The end of subscription includes the following two situations:

a) When the validity of the certificate expires, and the subscriber no longer extends
the period of use of the certificate or no longer re-applies the certificate, the
subscriber can terminate the subscription;

b) After the certificate is revoked within the validity period of the certificate, the
subscription is terminated.

412 EAFEE K E Key Escrow and Recovery
4121 ZEAILE MK E BUK X 174 Key Escrow and Recovery
Policy and Practices

ATRIBTFERMANLEHE—E, BIOTFECERERHHRTE
r, EBRPELXEHTRE.

In order to ensure the security and uniqueness of the subscriber's signature private key,
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it is recommended that the subscriber generates a key and makes backup so as to
recover it if the key is lost.

4122 TR BANHKERENKEE 5174 Session Key

Encapsulation and Recovery Policy and Practices

ANEH,
Not applicable.
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5. INENI 1R 5E. BIEMBEEFZH Certification Authority

Management Operational, and Physical Controls

5.1%38 3= % Physical Controls

5.1.1 A E 574 Site Location and Construction

CAHLERITHEE X EX D AR NER, HAKE,

The functional area of the CA's computer rooms is divided into six layers and four
areas.

APERBIFEDBZ: ANAC DA B B3EDO. FRUE. ®RE
HAE.

The six layers from the outside to the inside are: entrance, office area, sensitive, data
center, shielded room, security cabinet.

OAXIFESPEIEDHIE: AHXE, DMZ R (FFEFX) . BEXEM
T X,

The four areas from the outside to the inside are: public arca, DMZ area
(demilitarized area), operation area and security area.

5.1.2 #3858 4= % Physical Access

ATRIEARGNZ S, #EE—MEReENTASTEXR—ENE
H. 7H. BIEFE. CAYIMA CPS AFXI W3R A B 1= H i TIE MM E
In order to ensure the security of the system, certain isolation, control and monitoring

methods shall be adopted for all actions in and out of the physical security layer. The
CA’s CPS shall make detailed regulations on physical access control.

5.1.3 8 /15221 Power and Air Conditioning

NENAEZE. URNERMMERERENTRHAS, DNHRIFEN B
BAOHN. 7% ENEBIEETATERSG. INRSGEFEERETHEE
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The computer room shall have a safe and reliable power supply system and a power
reserve system to ensure a continual power supply. Besides, it shall have a dedicated
air-conditioning system and fresh air system for computer rooms to control the
temperature and humidity of operating facilities.

5.1.4 7K 2Bf3a Water Exposure

MERE T INEARERCNIRK LI, FHeE7E B IR/KEN & A TEE R/
IRIKIPINER SR F2 0,
Computer rooms shall have special technical measures to check water leakage and be

able to minimize the influence of water leakage on the certification system when
water leakage occurs.

5.1.5 KR [FH3F Fire Prevention and Protection

VBN XL ERE, FFHEERNNERFRIERMBG K RNESE, XK
KB PERN T & S HEREERINREE K.
Computer rooms shall adopt preventive measures and formulate relevant programs to

eliminate and prevent fire, and these fire prevention measures shall conform to
security requirements of the local fire management department.

5.1.6 /)7 f# Media Storage

STEN RGN AFERR HE R, e T, k. BHKENZEE
K, FFEE ST AR ROIRIP F R IR LE 33 B R IR AN A B A0 0).

The storage and use of physical medium shall satisfy security requirements on
anti-magnetism, fireproofing, waterproofing, etc., and strict protective measures shall
be taken to prevent unauthorized usage and access to medium.

5.1.7 4438 Waste Disposal
SR FE FRRAR S S TE AN IR 2 BTG A%, 5B TRIRE . BADR &
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FHHEEENFENTRERERIIREF EFRENAELEEVRAERT

YIIESHER
Shred the files and materials out of use before processing to make the information

unrecoverable. Before the disposal, cryptographic devices shall be initialized first and
then be destroyed physically as per the method provided by the manufacturer.

5.1.8 FH &4y Off-site Backup

CAMUMMEY T Rt iEEm O, ERAETITNRANEFMEREH TR
&

The CA has established an off-site backup center, using the special software to make
an off-site backup for the electronic certification data.

5.2F2 7= | Procedural Controls

5.2.1 T[{= A Trusted Roles

B INERRSHAE  SEMAM . KRBT FAR T SBAMIEB L BHAEE
BRIEAXNIEAR, HIUEAE, LIHTEAREE.
Staff members associated with key and certificate lifecycle management operations in

organizations such as CAs, RAs, and relying parties belong to trusted roles which
must be served by trusted personnel.

fEReNBIE:
1) REEER
AGEEANTOHFIUEBRSERERABNNRGHITHEESE,

TRGHNBE LR, FUREFRESLARSHIEBMTREERIER.

ZEEERX CAROHYIE. ME, RENResENFE. FEIT

22 BEEFIEMNRERE BEEXRULZEEENNTER
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HiITEERES. B, FAREHIRS, REFITRESHTILH

BERAGHNENTRED, ARENTRENEITMRIERTILE,

ZIEERNTEE CA O EPFRXRE, 317 CA P OBANE

B & RE. HRFRIE.

=
&
e
g
e
psii

PV FEERAXNEMYUGIRIERSITEE, FXPEMIAWN SHITE
SN
6) TAWHRANR
FWHEARANRI CA. RA RFZHMEEEERFHITARSNL. W5
E, FFAERITPREIEBMEFHERRALS.
Trusted roles include:

1) System administrator

The system administrator is responsible for daily management of the digital certificate
service system in the system of the unit, performing daily monitoring of the system,
and issuing server certificates and subordinate operator certificates as needed.

2) Security administrator

The security administrator is fully responsible for the security of the physical,
network, and system of the CA center. It also formulates security administration
systems and operational procedures to monitor the implementation of security
administration in each position.

3) Audit administrator

The audit administrator controls, manages and uses the security audit system. The
security audit system is distributed among various subsystems of the certificate
management system and is responsible for the running and operation log records of
each subsystem.

4) Key administrator
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The key administrator is responsible for managing the key-related devices of the CA
center and performing operations such as generating, backing up, restoring, and
destroying keys.

5) Certificate service administrator
The certificate service administrator manages RA's operators and RA's service.

6) Technical professionals

technical professionals develop, optimize, test and verify CA and RA's system and
operation management system, and provide relevant technical support for certificate

deployment for certificate subscribers.

5.2.2 B 1E % 5F E /9 A £ Number of Individuals Required per

Task

CAHMTE T T EMEEREE, NRBESHIRTTRKIE™BES, YT
RIRE, ZEPERMANU LN ERACHRETN. B, XEAMINERENHF
&, BESANUBARTH 3 NHEEN, WERELXRFESEN. BH, =

iz, EABFIULR, FEL2PMAFTEBLSEENTEAR.

The CA has developed a sound management policy for strict control over the
responsibilities of key tasks. Sensitive operations are completed by at least two or
more trusted individuals together. Specifically, the operation of the key and the
encryption device requires three of five trusted individuals to complete together; for
backstage operations of the certificate issuing system, such as to modify, add or delete,
or audit and issue the digital certificate, at least two trusted individuals responsible for
certificate service management are required.

523 BENAE IR S L 5 Identification and Authentication for

Trusted Roles

B CAHUMMNERAR, RRMEBEFENABHTENER . HAVE
BEEMNERTIELORS, HARZFEEAXNEAFZRIENFHTSHL,
CA WA IS Se BT R E T A IR IEfT A

All CA's incumbents are identified according to their roles. Access to the computer
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room requires access card and fingerprint identification; entering the system requires
a two-factor verification mechanism for identity authentication. The CA will record
all its operations independently and completely.

524 FEIEFNHH AT Roles Requiring Separation of Duties

ARUERGRE, EREUVEACTBNEN, CAHIMHATIRISBENAE,
BIFERRTFIEBIYEZIE. (TRESHEF. ITRSHEREH . EHK CRL

5% RGTRSHP. CARPEE. Rewits,

In order to ensure system security and follow the principle of separation of trusted
roles, the roles that the CA implement duty separation include, but are not limited to,
certificate service acceptance, subscriber identity authentication, subscriber identity
authentication approval, certificate or CRL issuance, system engineering and
maintenance, CA key management, security audits, etc.

5.3 A 22 Personnel Controls

531 R . KB IiT %k EK Qualifications, Experience and

Clearance Requirements

PIENRIESHFNLADZITREDN. T RETEHEHAMERA
BHAR, DIEEN—EMNRRS B CAYSRXNBIMNEZETE LK,
BEGBEREAZEEFEDIAE. CAYMERZLUEACHAREDLAR
FEW. TEHREIENRNE. TEW CAYMETHEERIRIE. TR

IZI

WEKRBIRIDK. THEFILKF.

All employees sign a confidentiality agreement with BJCA. For those who act as
trusted roles or other important roles, they must have certain qualifications or be
trained and assessed by the CA before they get into jobs. The specific requirements
are stipulated in the personnel management system. The CA requires that individuals
acting in a trusted role must at least have loyalty, trustworthiness, and enthusiasm for
work, with no other part-time work that affects the operation of the CA, no major
industry error records, no illegal records, etc.
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5.3.2 =8 & & Background Check Procedures

CAMMER XNBUFERITFIEENMEEIE, X CAYMEEEERTH
TR,
The background check procedures for trusted employees of the CA shall be completed

by the CA cooperating with relevant government departments and investigation
organizations.

PrE BRI EERIMEFEANTEER ML LAREN HitiT
BRIEE.

All current trusted employees and trusted employees who apply for transfer-in shall
agree in writing to accept a background check.

EREEN AN BRNREMEEIBFE

Background check is divided into basic check and comprehensive check.

EXFERENIEZE, RiEE, HE HEXRATHNRS.

The basic check includes check on work experience, career recommendation,
education, and social relations.

EHIFEREFERFEMHINEBIEMNILFILK, HEXENMHERETT
EHAE.,

The comprehensive check includes check on criminal records, social relations and
social security in addition to basic check items.

BEERFER:
1) AZEMI AT NEARNDARET UFIA BREOTHER BH.
ReFHEVIER. HAOEH. REIERSMIEFHEXEIULR.

2) AERITBIERE. FFR. WE. £35. FEANERHAMRINES
MHITEE,

3) AABRI BRI MG EZ. BEUAR, BRERFIANEEE.

4) %1%, AEHIIMAARIKEES (JERAFER), REERS
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The check procedure includes:

1) The personnel department is responsible for confirming the personal data of the
applicants. The following materials shall be provided: relevant valid proof such as
resume, graduation certificate and degree certificate of highest education,
qualification certificates, ID card, etc.

2) The personnel department identifies the authenticity of the provided materials by
telephone, letter, network, interview, etc.

3) The employing department examines the applicants through on-site assessment,
daily observation, and scenario testing, etc.

4) After the assessment, the personnel department and the employing department
jointly fill out the Trusted Employee Check Form and report to the supervisor for
approval before granting the job.

5.3.3 $Zj)l

B 5K Training Requirements and Procedures

CAHMMIZE AN RIZRERNMMAE ARSI SI1F: PKI A
IR, CP/CPS, ERRIESEFE M. CA/Browser LI ERHT K 1 AY Baseline
Requirements. REEHRESH . KGR FEiT54IP. RERe. AR
HENEITH . CA FILMIEITEIE. CA FILHAIBERE. BERIMER RS
EMEWESE., XAFTEVSSLIEBMEV REBEZMzEAR, il EVIEFHE
R
The CA shall arrange different training for operators based on their positions and
roles. The training includes: basic knowledge of PKI, CP/CPS, common threats to the
information verification process, Baseline Requirements newly published by
CA/Browser Forum, system hardware installation and maintenance, system software
operation and maintenance, system security, application software operation and
maintenance, operational management of the CA, internal management of the CA,
policies and regulations, and system backup and recovery, etc. Operators responsible

for EV SSL certificates and EV code signing will be trained on standards related to
EV certificates.

NFEEAR, HCAMBXMIRGHKE BFEL)BRELE—RIHCAH

0

MALRBNEEZ . RANHEL . REDEEHSHRGNIN, EFEXIEX
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ARBETEUFHEZ.

For operators, the relevant knowledge and skills of CA shall be summarized at least
once a year, and the training and assessment will be organized by the CA. Advances
in technology, system function updates, or the addition of new systems require
training and assessment of relevant personnel.

CA HUAR R THIFIIM B RICRIFFHE, X TELR SSUTLS k=
IEBMRBERIEBNRERTMERZR, RS IBIEEIIFFIAZ Baseline
Requirements FRERE ML T {ERT AAAHIEATE . CAVIEEEDER
—RIFNEEZ, WEREFEBEE NEEZRA.

The CA shall record and archive the employee's training. For operators and reviewers
who issue SSL/TLS Server Certificates and Code Signing Certificates, they must be
trained and possess the skills required for the job specified in the Baseline

Requirements. The CA shall organize training and assessment at least once a year to
ensure that the personnel have sufficient capacity to perform their duties.

5.3.4 HIE

CAYMNREFTELHFTRI, MRIEZEZERMUNRTEMFERAFEK,
“Jﬁ%ljxﬁkﬁlﬁz /\J\o

The CA shall arrange retraining as needed to ensure that the employees of important
positions be more qualified for their job requirements and successfully fulfill their
duties.

535 T 1E = hr % ¥ & HA #0 ) & Job Rotation Frequency and

Sequence

NTHB#RAE, CAYVMNREYSHNLH#HTITERG. BHRANEZHM
e, A 55 BRI E .
For alternative roles, the CA will implement job rotation according to the business

arrangement. The frequency and sequence of rotations depend on the specifics of the
business.
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5.3.6 XFZiN1T HHI4b 5T Sanctions for Unauthorized Actions

CANMR B FEF—EEEIE, WRERT EHHALTE, B
R EIEFHER. BB IERNM. IR, #ITHESFT. XELTITAR
LT RERENMNER.

The CA shall establish and maintain a set of management measures to impose
appropriate penalties on unauthorized actions, including dismissal or termination of
labor contracts, transfer out of jobs, fines, and criticism and education.  These
penalties should comply with the requirements of laws and regulations.

5.3.7 Jh37 529 ABYZE K Independent Contractors Controls

NARET CAHMARBIIIEAR, ES5AK CAHMITAIERERVEEX
MARFHRIEAE, CANMNGE—ERAOT:
&

plil
i3
At
At

1)

!

n
A

A
2) EMFFRERENR;
H

3) EAHEXUFZIHNIIERYR,

4) DtES CA AR RBIFIFBFYIER, 152 5.3.3 BRIILEE K.

For independent contractors who are not members of the CA but are engaged in the
work related to the issuance of the CA's subscriber certificates, the CA's unified
requirements are specified as follows:

1) Filing of personnel files;
2) Personnel dispatched from regular labor companies;
3) Work experience with relevant business;

4) accepting the pre-job training and retraining requirements of the CA to meet the
skill requirements specified by Section 5.3.3.

5.3.8 B4 R T A9304Y Documentation Supplied to Personnel

AEBRRFIERIETT, CAYMNEE R TRMHTME TIEPA IR X,
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In order to realize proper system operation, the CA will provide its employees with
the documentation necessary to complete their work.

AT HETRREF Audit Logging Procedures

5.4.1 it xE 4R BY Types of Events Recorded

CA WA T E A TICK:

The CA shall record the following events:
1) CABPREwRBNEESEN 81,

- BRETEINEESY, flmEnL. &0 T RE. FIEHN.
- BRORELGEARNEESM, flamEik. €A, FER.
XEE R BABTERTHNTF TIEX.

1) CA key lifecycle management events, including,

- Key lifecycle management events, such as generation, backup, storage, recovery and
archival.

- Cryptographic device lifecycle management events, such as reception, usage, and
destroying.

These records are all manual records done by the key administrator.

2) CAINTFIEBAGAMNEEREN, |11,

- IERAERIE. HUOE. . HEE.

- BUNE R ANE BERE.
XEREFRAINMERGHN R R A SHHREARNFT TICRAMN.

2) CA and subscriber certificate lifecycles management events, including,
- Certificate application, approval, renewal, revocation, etc.

- Successful or unsuccessful certificate operations.
These records consist of system logs of the certification system and manual records of
operators.

3) RGRfEEN, B,

105



:F Y e -
@ = 'I.)\Z[E B UGEA 7 SN2 4 BRI (2 25 G s
- ARG EIFEA,

- RGRRVEE. MR, TFE. TEBEK.
XELFHINMERGNR G H SHFREARNF LICRKAMN.

3) System operation events, including,
- System startup and shutdown.

- Creation, deletion, change and password modification of system permissions.
These records consist of system logs of the certification system and manual records of
operators.

4) REesH, B,
- BINSABINTAE) CA REGHITES],

Xt CA RGN IR F 6] & i [B) A .

ARG, BAENEMRE.

BiKEC RN R EEM.
XECFKHERN BN SHREARNF TIEFKAN.

4) System security events, including,

- Successful or unsuccessful CA system access attempts.

- Unauthorized access and access attempts to the CA system network.
- System crashes, hardware failures and other anomalies.

- Security events logged by the firewall.

These records consist of auto logs of the system and manual records of operators.

5) CA#HMiZay TIEicxk, W,

- BAAR#E

- FEEA R H R FERA

- IR TER AR IE.
XECFKHERN BN SHREARNF TIEFRAEN.
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5) Work records of the CA site, for example,

- Entry and exit of authorized personnel.
- Entry and exit of non-authorized personnel and accompanying persons.
- Maintenance of site facilities.

These records consist of auto logs of the system and manual records of operators.

SILE—RBBINTER:
1) FHRERB AT E);
2) ILEMFIIS
3) ICXAYKE;

4) EFHIKIR;
5) IERFMHFAISKIE;
6) HEMEHHARFR.

Log records generally include the following elements:
1) the date and time when the event occurred;

2) the serial number of the record;

3) the type of the record;

4) the source of the record;

5) the entity of the recorded event;

6) Other event description.

5.4.2 418 B & A9 B HA Frequency of Processing Logs

CANMNESR CA NARGHNATKREMMTR S, SNKERNBREIFRY
*®F. CAVMEBAH#T RATRIZLE, REEFRKBEECEXEH &
HITRIERZERE DT
CA has built a log collection and analysis system for the CA application system,
which collects application logs in real time and archives them. The CA conducts a log

tracking process every month to check for violations of policies and other major
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events, and conducts monthly system log analysis.

5.4.3 Eit HERRFHEIFR Retention Period for Audit Logs

CARFHITAEENMRGTHE, AT TETHEE.

The CA system audit logs shall be retained for at least ten years and be available to
qualified auditors upon request.

5.4.4 BE1THER{RIF Protection of Audit Logs

FrEEITES, NSRBI RO EMEE I EEEE, Bk ERFENR
AR TR IR, ESFIRRS .

All audit logs should be subject to strict physical and logical access control measures
to prohibit unauthorized access, reading, modification, and deletion.

5.4.5 Bt HE&EMEFE Audit Log Backup Procedures

CA Rt B S E B#TE 0.
The CA system audit log shall be backed up regularly.

5.4.6 BT EZER 4 Audit Log Accumulation System

HEWERFSR:
1) IEBIMEL,
2) IEBEXRG,
3) EPXIERZ,
4) WS MEIEER S,
5) MAEALEFEHMBERITNRS.

The audit log accumulation system involves:
1) Certificate registration system;

2) Certificate issuance system;
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3) Certificate acceptance system;

4) Website and database system;

5) Other systems that require auditing, such as network security system.
CAVIMRNFEATEIT TREBEXN ERRFHRITNEIMER.
The CA uses audit tools to meet the requirements for auditing the above systems.

5.47 3 S 3= 4 LA 1918 4 Notification to the Event-Causing

Subject

5 CAMARWH SR, FEXBEENTH, EEEFTHEERER
WiE#E, REXBENIRERNNF . CAYMBEDUREREXN SEEMHIE

FHITE S,
When he CA detects the attack phenomenon, it will record the attacker's actions, and
trace the attacker within the scope permitted by law. The CA reserves the right to take

corresponding countermeasures. The CA has the right to decide whether to notify the
event-causing subject.

5.4.8 BE55 M1 H Vulnerability Assessments

RIFFIHCR, CAYVMEERHTLZEMRE MG, FRBEITHEREFKI
R o

According to the audit records, the CA shall conduct regular vulnerability assessments
and take remedial measures based on the assessment reports.

5.5iC 3 I34%4 Records Archival

5.5.1 JA4iC % BB Types of Records Archived

JAIE R BREAAIEBHIBRELS . IEBMEREEYIR. SIEBHIBEXH
R SMEFMEE.

The types of records archived include all certificate application information,
certificate and certificate revocation lists, information related to certificate application,
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identity authentication materials, etc.

5.5.2 JAR4IE F 1R 7ZHAFR Retention Period for Archive

CAHI#9HY CPS M E B IE M IFICFKRFHBR

The CA's CPS shall specify a reasonable retention period for archive.

5.5.3 A4 {FHI{RIP Protection of Archive

CA H MBI & 4 R IR MBS D= HI TERIP IS ETE, REREN
TE AR AVFIARNAEEIE, B REFNANE. B2 MERIHECHER
TH.

The CA shall protect the archived data by proper physical and logical access control
methods, and only authorized trusted personnel are allowed access to the archived

data, preventing unauthorized browsing, modification, deletion, or other tampering
behaviors.

5.5.4 AR HHE M FERFE Archive Backup Procedures

FTE R MEBIRER 7 RFE CA TVENEFMEE, NEFMRER
. FENESEEENXBYENZERBENIR, SHIRAREEERE. R
ERENNITEARFAERGEENERLT, FEXNERHTIREURE, CAYM
N EAERENH ERIEZIENERREEMNHETHER. BRFERE.

All archived files and databases are saved in a off-site location in addition to the
repository in the CA host room. Archived databases are generally physically or
logically isolated, with no external information interaction. The file can only be read

by authorized staff or under their supervision. The CA warrants that the deletion and
modification of files and their backups are prohibited on the security mechanism.

5.5.5 123k B8] 8 E 3k Requirements for Time-stamping of Records
FrEiL R R AN I EAER AR EFRR IR IR E. RE~4EMN

110



FO=>]5
@ Hﬂ?l)\Z[E HE T T SM2 A BR{ (T4 2T S
ICE, FASRER a0 i E &

All records must be identified by a specific time-stamping to indicate the archiving
time. The records generated by the system are stamped with time-stamping in
standard time.

5.5.6 34U EE & Bt Archive Collection System

CA AR A R AR IE AR R St .

The CA shall establish an internal archive collection system.

5.5.7 35 V3415 B AYFEFF Procedures to Obtain and Verify

Archive Information

HANADBIRERE RAREBIRAMNEN, FEATHEERE2NER,
BEXNXWPMENFITIER. CAYMEBFSRILASERNTEM.

Two copies of the archive information are separately kept by two people and need to
be compared in order to ensure the accuracy of the archive information. The CA will
verify the integrity of the archive information annually.

5.6 8 FINMERSFSHIMEZAEZ Key Changeover

£ CAIEBEIHARS, CAHIAKEXT CAIEBHTEH . RE CA BN RIT
FaRBBITA CP % 632 THENRALWH, CAIEBTUERRBERIHT
i, ANFEFEFNERAY, BREIEHN CA BAY., REEBAXNEw
HAR, CA MMt el DUB IS 4 pUs B AN R 7T = 43RS CAIEB. £—1 CAIE
PEHZE, BRATELEHET, DURRXA CARRPRISLEM CA IBEA
X R AXN NIRRT E .
When the CA certificate expires, the CA will renewal the CA certificate. As long as
the cumulative lifetime of the CA key pair does not exceed the maximum lifetime
specified in Section 6.3.2 of this CP, the CA certificate can be renewed with the
original key, otherwise a new key pair needs to be generated to replace the expired CA

key pair. Even during the lifetime of the key pair, the CA can generate a new CA

certificate by generating a new key pair. Before a CA certificate expires, the key
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changeover process is initiated to ensure a smooth transition of the entity in the CA
system from the old key pair of the CA to the new key pair.

5.7MEESRMMRE Compromise and Disaster Recovery

5.7.1 = & #1035 = 4 I8 32 [F Incident and Compromise Handling

Procedures

CANMMNHIETENN 2L EMBMIERE T, AEHENNFHIIR
EREEF.

The CA shall develop a comprehensive Incident Response Plan and a Disaster
Recovery Plan to stipulate corresponding handling procedures for incidents and
compromise.

572 1TTERIE. #EF1/30 £3E A IR Recovery Procedures if

Computing Resources, Software and/or Data Compromise Are

Corrupted

WMREITENTIR. ROEF/SHIEFIANEY, CA VIR R EEIEK
WRIEREFF, MAELE, URBRERSITLEERE.
In the event of a computer resource, software, and/or data corruption incident, the CA

shall immediately initiate an incident handling procedure. If necessary, the CA can
implement recovery according to the Disaster Recovery Plan.

5.7.3 LA FA 50 45 = 40 I8 #2 55 Recovery Procedures After Key

Compromise

CANMEBFHIT RRBARN 2R PR,

The CA shall perform a drill for the root key compromise emergency procedures once
a year.

Y CARIEBILIERRE, CAFBEAITA,

The CA shall notify the subscriber when the CA root certificate is revoked.
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When the CA's private key is compromised or needs to be revoked, the CA shall
operate in accordance with the disaster recovery steps specified in the CA Disaster
Recovery Plan.

Y CA HIMHIIR CA S P2k CA HIIFAAMESFZ L BREERR, K @ITHR
BB T R AN R 360 &,

When the private key of Root CA Certificate or Subordinate CA Certificate is
compromised or certificate is revoked, the CA will notify the relying party and

application software supplier including 360, etc. through email immediately.

5.7.4 R J5 HY M 55 3% 2214 68 /7 Business Continuity Capabilities

After A Disaster

CANMERETRME, NBEWTFINAENLSFEARE

1) ARTTHEENERREVS RS, &SN 72 /M0,
2) BRBEMEEFER,

3) BRBRILREGTHTEGHFELREEKX,

4) HRBHUARKEFRISFERHERRBESZNERK.

After a disaster, the CA should have the following business continuity capabilities:
1) Resume the service system in the shortest possible time, no more than 72 hours;
2) Being able to recover customer information;

3) Being able to ensure that the restored operation site meets the safety requirements;
4) There are enough people to continue services and do not violate the requirements
of separation of duties.

588 T INIE AR 55 #1489 S0OF M AL 49 B9 2 1IE CA or RA

Termination
E&fER, CAVIMEELRIIEER, BiZBESIENENTSBLRILE
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Due to various circumstances, when a CA needs to terminate its operation, it will
terminate the operation in accordance with the procedures stipulated by relevant laws,
and file the archives and certificates in accordance with the requirements of relevant
laws and regulations.

CAMMEL RS NTHE, BV SREREMEXFMRME XZTT,
BIFERRT CA BN KIEVEIITT AF.
The CA shall notify the parties concerned, including but not limited to the issuing

authorities authorized by the CA and subscribers, on the business undertaking and
other related matters 90 days before the termination of the service.

CA MAR A A T84 1E b 55
1) ®E CAZ LW ER,

2) {ZIEINEHRORB LS,

3) AIEMNE TR,

4) AhIRFNFAY B S,

5) EBREMIEM,

!

6) 43 CA RGNS EIE R SR E

o

7) BHMS CA & IEIZERRAIKAE.

The CA adopts the following measures to terminate the business:

1) Draft a CA business termination statement;

2) Stop all business of the Certification Center;

3) Process the encryption key;

4) Process and archive sensitive documentation;

5) Clear the host hardware;

6) Deal with CA system business administrators and business operators;

7) Notify the entities associated with the CA's termination of operations.

RIE CA Y E IS EZITRE T I EMYAEL 55
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The business of the RA is terminated in accordance with the operating agreement
signed by the CA and the RA.

6. INE R B A& £ 3§ Technical Security Controls of

Certification System

6.1 ZREAXT A4 Al A1 L 3E Key Pair Generation and Installation

6.1.1 ZBEAXT Y4 Y Key Pair Generation

6.1.1.1CA & 4AXF 4 s CA Key Pair Generation
CA R RA REMNE AN N R G A B~ MIAEIE S FIPS 140-2
INEBTTA Level 3 RIA E L& MAGEMNBZH A~ . AR CA BEANAT,

CAAIIZRBMEV R AEEFE, HITHFANREREEGITY, EEHFEN

o1

MNEAEER, XMAX=A, BRTEREETENRE (40: USBKey) Xt
FEAE TR,

The key pair of the CA system and the RA system is generated inside the encryptor
that has obtained the commercial cryptographic product certification certificate or the
FIPS 140-2 certification and complies with Level 3 and above security specifications.
When generating a CA key pair, the CA performs a detailed operational flow control
plan according to the management system of encryptor key, selects and authorizes
five key administrators, and using the method of choosing three out of five, the key
administrators control the key with the secure medium (eg: USBKey).

CAZSRENEEREASE = THITARMIE T #1T, FREERIIERE.

A third-party auditor shall witness the CA key generation process and issue a witness
report.

6.1.1.2 7T P &A% 4 B Subscriber Key Pair Generation
NF KRS HEPHEEEIER, (TANEANBITPECERHRE.
NFREBERZIER. XHEEZIER, KA CANMATFITFEE USBKey. il
FH R ZEBABFNEMREAREMBAX . BT EFH CAVMARE

CA HMIRHERY USBKey AR, MAMMMBAARTFANSTH, SITFEFE
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BoHZ2NRPERBRRAN, LENRNREHHABDL~RIAEIER FIPS

140-2 INMEEFF & Level 2 KA EREHIE, TTRAERFXLRER, NEELE
CAHMEEE X RARBNEZEH.,

TRRBRPRARENTEEX S, FRIEALHERNEETE. MRIT
FERBHARIFIES, CAMESERIZRIE. KRITFIMIEMBEAS,

AR IIT ARASRRE TR

For Global Server Certificates and Timestamp Certificates, the subscriber key pair is
generated and maintained by the subscriber.

For the Code Signing Certificate and the Document Signing Certificate, the CA
allows the subscriber to generate key pairs via USBKey, cryptography server, or other
security methods controlled by the signer. If the subscriber chooses CA to represent it
for the generation in the USBkey provided by the CA, the generated private key shall
be encrypted; if the subscriber chooses to generate a key pair on its own secure media,
the secure media shall obtain a commercial cryptographic product certification
certificate or the FIPS 140-2 certification and complies with Level 2 and above
security specifications. Subscribers shall consult with the CA for system compatibility
and acceptance before selecting these devices.

Subscribers have the responsibility and obligation to protect the security of private
keys and bear the legal liabilities arising therefrom. If a subscriber uses a weak key to
apply for a certificate, the CA will reject the application. No other organization than

the subscriber shall archive the subscriber's private key.

6.1.2 FAERZIXZ41] P Private Key Delivery to Subscriber

£ CAMMRITATE USBKey NER4 A FASARY, B CA #14345 USBKey MR 44

A, ERITABTERN, AHEESRAZTESITA.

If the CA generates the private key inside the USBKey on behalf of the subscriber, the
CA will mail the USBKey to the subscriber; If the private key is generated by the

subscriber itself, it is not necessary to transmit the private key to the subscriber.
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6.1.3 ANERFZIELUE BE & 111 Public Key Delivery to Certificate

Issuer

AT BT EMYN, 3 PKCS#10 HRNMIEBERZBEREEREER
FEROXMHE, NETFXRNTERAFARIEAR CAYMERIES. TR
BT MG EER G EAREERFIUL (SSL) SHMZEMET.

The subscriber submits the public key in electronic text by sending the certificate
signature request information in PKCS#10 format or other digitally signed file
package by itself or through RA to the CA to issue a certificate. Secure Sockets Layer
(SSL) or other secure encryption methods will be used when it needs to be transmitted
over the network.

6.14 B FINERS VLM AR L IXLMAH 7 CA Public Key

Delivery to Relying Parties

CANMRIBIE L2 ] ENIERH CA RPERGKRETT, BNLREAT

The CA shall deliver the CA public key to the relying party through a secure and
reliable way, such as downloading from a secure site.

6.1.5 4RI E Algorithm Type and Key Sizes

SM2 EERAR CA BERKE R 256 i, EZEEH SM3WIithSM2,
The key length of Root CA Certificate of SM2 algorithm is 256 bits, and the signature
algorithm is SM3WithSM2.

SM2 B AR LR CA BRKE N 256 fir, EEEEH SM3WithSM2,
The key length of Subordinate CA Certificate of SM2 algorithm is 256 bits, and the
signature algorithm is SM3WithSM2.

SM2 BEERITTPIFBBRPKE R 256 £, FZEEH SM3WithSM2,

The key length of Subscriber Certificate of SM2 algorithm is 256 bits, and the
signature algorithm is SM3WithSM2.
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6.1.6 A 48 & 8 & B 1 iR & & & Public Key Parameters

Generation and Quality Checking

RRSHRNERE R ZEEER TSR EEN, FFBMAXLERE
A ASE MR . AN A PASHENRERSE, XERERENHIL.
BEFYEKERBNREFRER.

The public key parameters must be generated by encryption equipment approved by
the state cryptographic management department, and comply with generating
specifications and standards for these devices. For the quality checking standard of
the generated public key parameters, the built-in protocols and algorithms of these
devices have reached sufficient security level requirements.

1.7 % %A{# A B B9 Key Usage Purposes

CAHMTE XA X509 VI IEBEE T HFMET BRI, MR CAYMAERST
RIEBABAREYT RIMAAERA T Mg, IEBT P23 RIZIEE AN AR AT
o
The X.509 V3 certificate issued by the CA includes a key usage extension, If the CA

specifies the purpose within the key usage extension for the certificate issued, the
certificate subscriber shall use the key for the specified purpose.

6.2 FASHRIP A F AL LR T F232 %) Private Key Protection and
Cryptographic Module Engineering Controls

6.2.1 ZELIEIREEREFFEE] Cryptographic Module Standards and

Controls

CA V9T M B ESRL I EE R BB E IR IIA T A/ .

The cryptographic modules used by the CA shall be a product approved by the state
cryptographic management department.
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6.2.2 FA§H %2 A32H] (m £ n) Private Key (n out of m) Multi-person

Control

N

CAIEBMMAANER. HUA. EF. . EUNREFEELINXBS
AEHVE, FEXABRPFRA, K CARPHNEEDFRDEE m KEER
T, REEB N ARMEASFHFFTNBERT, BABERZENM R (4!
USBKey) Ff#iA PIN 8, FREXMEAHAT EREE. Hh m FA/NTF 5, n A

T3

The generation, activation, renewal, revocation, backup and recovery of the private
key of the CA certificate shall adopts a multi-person control mechanism, and the key
splitting technology is used to distribute the management authority of the CA private
key to m administrator cards. Only when n people and above are present and approve
can insert the administrator secure medium (eg: USBKey) and enter the PIN code to
perform the above operations on the private key. The m is no less than 5 and n is no
less than 3.

6.2.3 FAHIEE Private Key Escrow

CAHIAME R IAT CA RARAFIEE, VTP BYENRARBEACHR
B,
The root private key and CA private key of the CA are not allowed to be escrowed,

and the private key corresponding to the subscriber's certificate is retained by
subscriber itself.

6.2.4 FAFAE Y Private Key Backup

AFEVSHETTRAOER, CAYMRLIN CA FFHTHEN. CARBE
MAMBOERXRFEMBFENRFHATRAEREXE, SNRANKEXH
ZAES, NH3 AU ELEREERFZHTENTRERE RATHEER
FEARCPE S22 THNER, FEZEYEREPNIT,

In order to comply with the requirements of the ongoing business, the CA must
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backup the CA private key. The CA private key backup is stored in encrypted form on
an external storage medium and stored in a secure area. The recovery of the backup
private key is controlled by multiple people. Only when 3 or more key administrators
are present can perform recovery operations. Private key backup process shall comply
with the requirements of Section 5.2.2 of this CP and be performed in a secure
physical environment.

CA HIIAREMIT A HIE A,

The CA does not backup the subscriber's key.

6.2.5 FA%H 344 Private Key Archival

CA FASRITHAIE, CA HIAGATIXT CA FASBIAREIMNBRIEFER D +1E,

After the CA's private keys expires, the CA shall archive and retain the CA's private
keys for no less than ten years.

CA AR PIE BRI FASAF T

The CA does not archive the private key of the subscriber's certificate.

6.2.6 FAAS N . S A0 IR Private Key Transfer into or from A

Cryptographic Module

CA MSAARE M RIERR P =4, EFERFMETH CA LA, NBER
RPSENBADTEZ ANIES .
The CA private key is generated in the hardware cryptographic module. When a CA

private key needs to be backed up or transfered, the private key exported from a
cryptographic module shall be controlled by multiple people.

VTPRPAARRTMNEGRBERFSY, CAYMARMT A RBNESE
mRR P SHTTE.
The subscriber's private key is not allowed to be exported from a hardware

cryptographic module, and the CA does not provide a method for the subscriber’s
private key to be exported from a hardware cryptographic module.
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627 % 57 & % 0 1R IR By 7F f& Private Key Storage on

Cryptographic Module

HAUEXHT, ARAEEERTINTRT, BHERANENL. &

EEYNIAR|EBNEEFREKR,

The private key is encrypted and stored on a hardware cryptographic module. The
built-in protocols and algorithms of the cryptographic module have all met sufficient
security level requirements.

6.2.8 BUATAERRI /57L& Activating Private Keys

CA AR AR A ZERR T, BUEFEIZA CP % 6.22 DREAMERE
MEERNRII, EEAERATRNEERFERLEM R (1 USBKey)
B%, BeBREERER #TAARANERE FE=28EANLRANES.

The CA private key is stored on a hardware cryptographic module. The activation
needs to be implemented by the administrator authority of the encryption device
according to Section 6.2.2 of this CP. The administrator who has the private key
activation authority uses the secure medium (eg: USBKey) to log in, starts the key
management procedure, and activates the private key. This operation requires more
than three administrators to be present at the same time.

VPR ARGTAEREERT, ITREABMRRO<S (3 PIN 23) RIFF

o UTPRRPAR/ERIEAS (L PIND) FF REHACEMER.

The subscriber's private key is stored on a cryptographic module, and the subscriber
uses the cryptographic module password (or PIN) to protect the private key. The
subscriber's private key requires a verification password (or PIN) before activation
and use.

6.2.9 FRBRFATABUEIRZSAY F7 7% Deactivating Private Keys

XT CA MR, BEREBBMARHSRSNRNEERETAEREACHINH
ZE R (A USBKey) B, BaEAETEER, #HITBBRMABIERERN

B1E FE-ZEEANLENED.
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For the CA private key, the administrator who has the authority to deactivate private
keys uses the secure medium (eg: USBKey) with his or her identity to log in, starts
the key management procedure, and performs the operation of deactivating the private
key, which requires more than three administrators to be present at the same time.

NFITPREA, ITPBERARERSHEBTRE. SRSEFXE. R

ZOFHEH ARG ERAFENIEBUERE.
For the subscriber's private key, the subscriber shall deactivate the private key at its

discretion. The private key enters an inactive state when the service procedure is shut
down, the system is logged off, or the system is powered off.

6.2.10 $EZFAFARI T 7% Destroying Private Keys

L CARPEG AL RE, ¥@EITA CP 5 6.2.5 TRy TTE# 1T CA FAFHIA

1, Hfhs) CA RPARMR R L EHER. £ CARPARBBERE, BEHERE

B

ANRMNEER, BRATEREF #THREBEANERE FE=ZREEAN
FRNES.

When the CA private key lifecycle ends, the CA private key will be archived using the
method described in Section 6.2.5 of this CP, and other CA private key backups will
be safely destroyed. After the CA private key archive period ends, the administrator

with the authority to destroy the key starts the key management procedure and
destroys the key. Three or more administrators need to be present at the same time.

6.2.11 ZALFEHREE f1 Cryptographic Module Capabilities

CA YA E L E R B E AR TIA T B BRD = fh, STARIE mPERE.
TSR, HE BNRRFHEMN, EFTRENER,

The CA shall use the cryptographic products approved by the state cryptographic
management department and select the required modules according to the product
performance, work efficiency, supplier qualification, etc.
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Management

6.3.1 /A$A13+Y Public Key Archival

CA AU IHE B AAHETIE, LR T EEREEP TG RIEEN

The CA archives certificates' public keys, and certificates are stored in the database
and backed up off-site.

6.3.2 WE B3 EHI #0125 493 XF 155 BB #A BR Certificate Operational

Periods and Key Pair Usage Periods

CAER A ZHIMEN NV E RN BB E - TTFIEBNEN
FAME X N AR BB SRR —5 . BHERER T, NTERKILE, AWIEE
IEBEIHRNERNELR, ARTUAEIEBE IR IAIMER.

The validity period of the CA certificate is the same as the validity period of its
corresponding key pair. The validity period of the subscriber certificate is consistent
with the validity period of its corresponding key pair. In special cases, for signing
certificates, the public key can be used beyond the validity period of the certificate to
verify the information signed within the validity period of the certificate.

T CAHIERIAR CAES, BRHRKAET 30 £,

The CA's Root CA Certificates have a Validity period no greater than 30 years.
XiF CA FERIES, BRHARKA BT 20 4,

The CA’s Subordinate CA Certificates have a validity period no greater than 20 years.
XtF SSL 2IKBRSRRIL T, BRNHRKAUED 397 K. 7 2020 F£ 8 A 31

HZRIERM SSL ERMEHIER, BUIHRKABI 2 F.

The SSL Global Server Certificates have a validity period no greater than 397 days.
The SSL Global Server Certificates issued before August 31, 2020 are valid for a
maximum of 2 years.

MNTREEZILS, FRUARKANEBE 3 F.
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The Code Signing Certificates have a validity period no greater than 3 years.
XTEEBIES, BHHRKA B 10 £,

The Timestamp Certificates have a validity period no greater than 10 years.
XTXEERIES, BHRKA BT 3 F.

The Document Signing Certificates have a validity period no greater than 3 years.

6.438055 E03E Activation Data

6.4.1 ¥ HELHE BY £ £ 1 & & Activation Data Generation and

Installation

CA FASARI =481 CP 58 6.2.2 TTHRIE KR, PAEHITER . & FFEA.

The CA private key is generated in accordance with the requirements in Section 6.2.2
of this CP and is strictly created, distributed, and used .

TRRPANBELRE, SFEATTHIERNOS (MHEREFFRIRMR) .
USBKey BXASSE, HAHMARE T ENIRE T~ E,
The activation data of the subscriber's private key, including the password (provided

in the form of mail, etc.) used to download the certificate, the USBKey login
password, etc., must be randomly generated in a secure and reliable environment.

6.4.2 BUREIERI{RIF Activation Data Protection

CA TASARAUEEIE, CANIMRIUIRR 6.2.2 TTHRINER D BMRIFA T IV
AABED B EAARNTEAREE.

The activation data of the CA private key is split by the CA in a reliable manner and
delivered to different trusted personnel for management.

WMRIEBITAEROSE PIN ERIFFASA, TTANZEREGFHOSE PIN
B, HREBEVESYANEERNHETEE, B HESHER,

If a certificate subscriber uses a password or PIN value to protect the private key, the
subscriber shall keep its password or PIN value properly and make changes at any
time to prevent disclosure or theft as needed by the business application.
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6.4.3 B EEIEH H b 77 Other Aspects of Activation Data

No stipulation.

6.51TE &2 $2%] Computer Security Controls

6.5.1 4 5 B9 1T E ¥ & £ #5 RK E 5k Specific Computer Security

Technical Requirements

CARGHEERZEEEFEERERANE, TEREFHANEFHERETE:
RBEROSMRARNFMARGRES . 22U ENRERSE. ZEHAEEE.

himsEEt. ARIRESNEESE,

The information security management of the CA system complies with relevant
national regulations. The main security technologies and control measures include:
strict identification and personnel access control, secure and trusted operating system,
multi-layer firewall settings, anti-virus software, and decentralized management of

personnel responsibility.

SNEMHA RS (B3 CA R4, RA R%) LESBREPFRNITEAN RS
FARRARRIENE, HRNENXARAE. OQUERFIEBRERE R
A strict two-factor authentication mechanism is implemented for each trusted person
who has the business operation authority of the system (including the CA system and

the RA system), i.e. to use the login mode of two factors, user name, password and

digital certificate simultaneously for the access.

BE RN R ERHFR, R CARENEEXHNRARREZETUENAR

g, ARZIIREHENHIHE.

Through strict security controls, the system of CA software and data files is ensured to
be a secure and trusted system without unauthorized access.

MIDRGHNERMRAGYIENS, EFEEE5H MRS ZERS. FHK
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RGRESEEATN. EVEIESE. BORENTEARATETASA
i@ CA EIREE,

The core system must be physically separated from other systems, and the production
system is logically isolated from other systems. Firewalls are used to prevent the
intrusion of production system networks from intranets and extranets, and restrict
access to production systems. Only the trusted personnel in the CA system operation
and management group who need to work and access the system can access the CA
database through passwords.

6.5.2 TTEH Z £ 14 Computer Security Rating

H

CARZFERANZEEEVINELER RBEELN I TATNRLES, Hi

WREENMEZRE. . RRRGSENEEE~ M.

The cryptographic devices used in the CA system shall be recognized by the state
cryptographic management department. Other network equipment, host computers,
system softwares, etc., involved in security shall be acceptable products.

6.6 4 fin B B R 3=l Life Cycle Technical Controls

6.6.1 R A&¥=H] System Development Controls

CA ARV R T FI T 2 28R I T RN
1) HEASARHFARLERIFHEE, FERIEARTERBRENT,
2) HERSHEBHIRERIEREESE
3) FREFUAEFRIMERHITIRNXLINE, BHRIBMETESHE,
4) ZEIMBFHTENNEL SN,
5 B=ARIEMEE,
6) TEMREOFTMITERRIT.

The software design and development process of the CA follows the following
principles:
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1) Develop an application system for updates and modifications within the company
and require staff to strictly follow the process;

2) Develop a procurement process and management system within the company;

3) The development procedures shall apply to be deployed in the production
environment after the rigorous testing in the development environment;

4) Perform an effective online backup before changing the deployment;

5) Third party verification and checking;
6) Security risk analysis and reliability design.

6.6.2 L4 BEIFIn#] Security Management Controls

CA RGE R ARMIESIER, PrA MR GEHZE TN EIE /R g8
TREMEH. BEXNRGHNEFRIERERSR. WEARBENRAZEELTE. B
W HSRERGERGNEIETEEME N IERRE.

The CA system adopts strict control measures, and all systems are rigorously tested
and verified before they can be installed and used. The security of operating system,
network settings and system configuration are ensured through system maintenance.
The system and data integrity and normal operation of the hardware are checked
through log checking.

6.6.3 4 Ay EAR L £ = Life Cycle Security Controls

EMRGMRITEIEI, RGNREMRERERRIEN. TEREEXE
REEHTARRIT, EANEENBIMRENEE T ETERNLE, FHATE
THERR L ZERENUFHR T BERENTE, ARGXEETHEA, &2

ZRTARBR. RGEh. BRAREFLZ2ETHE BIMRRRETE.

System security is always the key point from the design to the implementation of the
entire system. The system is strictly designed according to relevant national standards.
The algorithms and cryptographic devices used are verified by competent authorities.
The standard-based enhanced secure communication protocol ensures the security of
communication data. In terms of system security operation, security operation
measures, such as personnel authority, system backup, key recovery, etc., are fully
considered so that the whole system is secure and reliable.
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RGMNELENEEBIREREMEZELMRE. TVNRES. NARGEEEE
FEETHNEE. CAYMXEMBIAE. mEbE. MR, NMRE#E. KEH
. HEEN. RERESRERHPEE.

The main purpose of system network security is to ensure the security of network
infrastructure, host systems, application systems and database operations. CA adopts

security measures such as firewall, virus prevention, IDS, IPS, intrusion detection,
vulnerability scanning, data backup, and disaster recovery.

6.8 B [8) &, Time-stamping

i (8] B 3R Ge R {H A9 B (8] BAR 55 78 HoR SEI_E 2507 4% 18 78 [ Bobm oA B [8) B 1
W (RFC3161), RATEMNKNERIER. NEBNEULNOERHERT, K
BRI A E R R A ORI A FOE RS [E].
The time-stamping service provided by the time-stamping system strictly follows the
international standard timestamp protocol (RFC3161) in technical implementation,

adopts standard time-stamping request, response and coding forms, and the time
source adopts the standard time provided by the National Time Service Center.
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7. BB . EBREITRMALZIEBRSIHIN Certificate,
CRL, and OCSP Profiles

7.1 B &k Certificate Profile

A CAHMEEMIEBIEME TS X500 V3 #&81k, FEIRHESE RFC 5280 %R

o IEBEDBEZERMN X509 V1 85, HMEESENRGISHZN TR,

The detailed format of the certificate issued by this CA conforms to the X.509 V3
format and complies with the RFC 5280 standard. The certificate contains at least the
basic X.509 V1 domain, and the specified values or the limits of values are shown in
the table below.

UEPEM A E A
i B ERIBR
R X509 IEBAIETLARA, EA V3.
3= 1Bt CSPRNG £ B AT ZHY 80 frIEFFF M A ME—FRIRTF o

EREE FRIEBNEANZEREE (WACPE713%),

F%% DN FERENImAE, BACNL O, C

xR BE | ETEFRBARE (UTC) FitREEED.

kit BE | ETERBARE (UTC) F4EREEES,

BREHARAR BTG AR CP HLERIRSI.

=+ DN IERBFFAESLEMNTAE (WACPET7147),
CARIEPBEAH, B& CN. O, C,

CA RRIEBREAIE, BE& CN. O, C,

TP DVIEREBIE, B2 CN,

TR IVIERERIE, B8 CN. G, SNy L. S, C,

TR OViIEREAZ, B& CN. O, L. S. C,
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TP EVSSLIEBE &, B2 CN. O. streetAddress.
postalCode. L. S. C. serialNumber. businessCategory.
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1).
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2).
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3),

TR EV REBERIEBESE, B2 CN. O L. S, C.
serialNumber . businessCategory. jurisdictionLocalityName (OID:
1.3.6.1.4.1.311.60.2.1.1). jurisdictionStateOrProvinceName (OID:
1.3.6.1.4.1.311.60.2.1.2). jurisdictionCountryName (OID:

1.3.6.1.41.311.60.2.1.3),

NA FRACPE 713 TIEEMNELE FHKEHREACPE6.15
THIEERNEX
Basic domain of the certificate structure
Domain Value or value limit
Version The format version of X.509 certificate with a value of V3.

Serial Number

An 80-bit non-sequence unique identifier greater than zero
generated by CSPRNG.

Signature The signature algorithm used to issue certificates (see Section 7.1.3
Algorithm of this CPS).
Issuer's DN Issuer's distinguished name, including CN, O, and C.

Effective start
date

Based on Coordinated Universal Time (UTC), synchronized with
Beijing time.

Effective end | Based on Coordinated Universal Time (UTC), synchronized with
date Beijing time;
The validity period is set in accordance with the limits set by this
CPS.
Subject DN DN of the certificate holder or entity (see Section 7.1.4 of this CPS).

DN of CA’s Root CA Certificate, including CN, O, C.
DN of CA’s Subordinate CA Certificate, including CN, O, C.
DN of subscriber DV certificate, including CN.

DN of subscriber IV certificate, including CN, G, SN, L, S, C.
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DN of subscriber OV certificate, including CN, O, L, S, C.

DN of subscriber EV SSL Certificate, including CN, O,
streetAddress, postalCode, L, S, C, serialNumber, businessCategory,
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3)

DN of subscriber EV Code Signing Certificate, including CN, O, L,
S, C, serialNumber, businessCategory, jurisdictionLocalityName
(OID: 1.3.6.1.4.1.311.60.2.1.1), jurisdictionStateOrProvinceName
(OID: 1.3.6.1.4.1.311.60.2.1.2), jurisdictionCountryName (OID:
1.3.6.1.4.1.311.60.2.1.3)

Public key Using the algorithm specified in Section 7.1.3 of this CPS, the key
size satisfies the requirements specified in Section 6.1.5 of this CPS.

7.1.1 kA5 Version Number(s)

CAMMER LB A X509 V3 IRAHER . IRAESAILERRAF—1=
3.

The certificate issued by the CA conforms to the X.509 V3 version format. The
version information is indicated in the column of certificate version format.

7.1.2 WEBY EIN Certificate Content and Extensions

A CAAEBRAE A X 509 V3 RIE BARAETIAIFREYT BRI, BEAT BEXY

&I

In addition to using the X.509 V3 certificate standard items and standard extensions,
the CA also uses custom extensions.

FUEB R —MRZZNEBERE B SHEREIREN, 0 RFC6962 FirE
Mo FUERAZH ESIEBHER, R2ET RFERFE—THENIRT R H
OID y 1.3.6.1.4.1.11129.2.4.3, X7y BRI RIUE B AL 4 RFC5280 HE

iR X AU

A Precertificate is a signed data structure that can be submitted to a Certificate
Transparency log, as defined by RFC6962. A Precertificate appears structurally
identical to a Certificate, with the exception of a special critical poison extension in
the extensions field, with the OID of 1.3.6.1.4.1.11129.2.4.3. This extension ensures
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that the Precertificate will not be accepted as a Certificate by clients conforming to
RFC5280.

7.1.3 EiA R FRIEFT Algorithm Object Identifiers

AR CANIMFE R SM2 IEB N EZIBEEIRIRTT 4 SM3WIithsM2, IEBNFF&
GB/T 20518-2018 #R /.

The cryptographic algorithm identifier of the SM2 certificate issued by the CA is
SM3WithSM2, and the certificate should comply with the GB/T 20518-2018
standard.

7.1.4 ZF T Name Forms

R CANMERZILS, HEMRENNBAMA BT E X501 A B8,

The certificates issued by the CA have the format and content of the name forms
conforming to the X.501 DN format.

7.1.5 ZFRER#] Name Constraints

THE o

No stipulation.
7.1.6 UF B EEEIT R FRIRFF Certificate Policy Object Identifier

IEBREES RIFATEA CP S 1.2 75,

The certificate policy object identifier is the same as Section 1.2 of this CP.

717 R EEFR & ¥ B Il B9 B 7% Usage of Policy Constraints

Extension

TRLE o

No stipulation.
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7.1.8 K& PR E £F 8918 7% A0 1E X Policy Qualifiers Syntax and

Semantics

THE o
No stipulation.
719 XEIEBREEYT RIAYAEIE I U] Processing Semantics for
the Critical Certificate Policies Extension
THE o

No stipulation.

7.21E BEES & CRL Profile
CANMTEIS 2T BT R, HRAAEWER, SEMITBREIRY
4 X509 V2 %3,

The CA regularly issues a CRL for users to use. The issued CRL conforms to the
X.509 V2 format.

7.2.1 iRZAS Version Number(s)

CAHIE K& X509 V2 JRAH) CRL, RRAS BFEIE B IRAS R —F2KEL,

The CA issues a CRL of the X.509 V2 version. The version information is indicated
in the column of certificate version format.

7.2.2 CRL #1 CRL ¢ B¥ EIn CRL and CRL Entry Extensions

AR CAMMIIEBRHFEIER (CRL) BE— W HEBEALTIHFERNER
HIEBHTIE,

The Certificate Revocation List (CRL) of this CA is a list of time-stamped and
digitally signed revoked certificates.

CRLEIEENMT:
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CRL ##E E X
CRL FYRR A S 8 CRL IR A(ER, A& CA MR ME X.509 V3 IE+H
xR HY CRL V2 FRA
EREE A< CA #1#9R A SM3WithSM2 E 2 &K
mxE FEEFE KA DN &,

Gl FEE—MBH/IEHE, AMKRAA CRL X MmAIHE.
SR [E] FEE—BH/EEE, AURAT—X CRLEELHH
B iE] (AHRAESR S %)

HHIERIIFR EEEAMBEMIERIR, SFIEBNFTSTIEBK

BHAY B EAET .

AN AR RTRIRT

XY CRL EEZH/AFEA. ©rEFEHIRE— CA

FHANAREER.
EPHEY RS Bk E—MEEH CRL fARTENL B —4 CRL,
CRLZB¥ R AMEA CRLELBY R,

The CRL data is defined as follows:

CRL Data Definition

RL i

I(\jlumber Version Specifies the version information of the CRL. The CA adopts the
CRL V2 version corresponding to the X.509 V3 certificate.

ignat . . .
Signa ‘ure The CA uses signature algorithms SM3WithSM2 .
Algorithm
Issuer

Specifies the DN name of the issuing authority.

Specifies  the
DN name of the
issuing
authority.

Specify a date/time value to indicate when this CRL was published.

Update Time

Specify a date/time value to indicate when the next CRL will be
published (this standard enforces this domain).
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Certificate

. . Specify the list of certificates that have been revoked, including the
Revocation List

serial number of the certificate and the date and time when the
certificate was revoked.

: ;
ssuer  Unique Used to verify the public key signed on the CRL. It can identify

Identifi .
enter different keys used by the same CA.
CRL Numb : .
Hmbet Used to determine when a particular CRL replaces another CRL.
RL E
¢ ) ntry CRL entry extensions are not used.
Extensions

7.2.2.1CRL k%5 % & CRL Issuing Distribution Point
CANMERTE CRLE, BAFALY R, ¥&kHm9oX CRLA, HFEHIZ

TR,

This extension will not be used when the CA issues a full and completeCRL. When
issuing partitioned CRLs, this extension will be used.

7 3TEZRE BARZS TN OCSP Profile
R CA MM 4 B IR OCSP (ELIEBIRSEIBARS ), OCSP E4 CRL

MERHTE, TEILPRFRENEEILBRESESR.

As an effective supplement of CRL, OCSP provided by BJCA is used to check the
information of certificate status for subscriber online.

7.3.1 kA5 Version number(s)

RFC 6960 E X #J OCSP v1 kR,
The OCSP v1 as defined in RFC 6960.

7.3.2 OCSP ¥ FEIn OCSP Extensions

AEH OCSP ¥ B,

OCSP extensions are not used.
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8. INEHL B i F1 H b iE (& Compliance Audit and Other

Assessments

8.17E 1 B9 M X B 1§ 2 Frequency or Circumstances of
Assessment
BT MEBERITAIEALSS, CA UL ER WebTrust Xf CA FUFL IR 175 ERER
AT
1) RIEC(REARKHMEBFEZZE) (B FINMERSEEE). (B
FINERRSZBEEEY AE, BEIEXTIERITNNEERE,
2) RIBEFHMEREXIRE, EXE=JTTHITVE WebTrust BHit,

In addition to internal audits and assessments, the CA also conducts external audits
and assessments in accordance with the attestation rules of the third-party WebTrust
for CA practitioner:

1) Accept the assessment and inspection of the relevant competent authorities in
accordance with the Electronic Signature Law of the People's Republic of China,
Measures for the Administration of Electronic Certification Services and Regulations
on Cryptographic Management of Electronic Certification Services,

2) Accept the WebTrust audit of third-party auditors in accordance with relevant
international and domestic standards.

CA HIM R TR TS SR !

1) BFE—REZAXIEMIREERZZINNE, N CAVMNEERER

It

2) CAHMPKISIBM RTINS B, SEHT—K WebTrust BRIt
E=J M EIt .
Frequency of assessment by CA:

1) Accept the annual inspection of the CA by the competent authorities according to
the laws and regulations once a year;

2) The CA will engage an independent audit firm to conduct a third-party independent
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audit for WebTrust compliance anually.

8.2 & A9 3K /it Identity/Qualifications of Assessor

RFEITARNER—REE: CANRENTARZEEEAR, CASE

J\J\A/ 1}\“.—[:?\/JL&1|:1 ?\/JLJ\ A A%J\J\ //\ﬂij, gﬂ’]AJ\o

The choice of internal auditors generally includes: CA's security officers and security
managers; CA business leaders; certification system and information system
managers; personnel directors; other required personnel.

CATMKISERE ITZEEEBRE L FEVRNERMN WebTrust &8 TT
A, W FIMPE TR A B R R R AN T
1) BEFHAPEMEREREA. FRRE. FRREMAZHITEXN
E=AINERS R
2) WITHAENBERLTTHRLAR, BEELRERRES

3) BEERERGZETUHRENTIFRAEIER,
4) BHBIH WebTrust £iFREERR;
5) BFEMIEIHEE, SEEENAMERVEERTTHAR.

The CA will engage a qualified WebTrust practitioner that is familiar with IT
operations management with years of industry experiences. The qualifications and
skills required for external auditors are as follows:

1) Have third-party certification service qualifications related to public key
infrastructure technology, information security, information technology and system
auditing;

2) The auditor's organization has a licensed professional qualification with a good
reputation in the industry;

3) Possess professional skills and tools to check the system operating performance;

4) Possess an effective WebTrust attestation service qualification;
5) Have an independent auditing spirit and be bound by laws, regulations and
professional code of ethics.
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83 HFE S WL {HE =B HI X &R Assessor’s Relationship to

Assessed Entity

RNEMEITARER CAHMHNEGEER. VEEER. WERIERNIE

o

RARREES.,

The position of internal auditors and the system administrators, business managers
and business operators of this CA shall not overlap.

SNERIEfEE S CAVMZ BB, AV S, MEERSHMEUE
MM EERENFERR.

The external assessor is independent of the CA, and there is no business, financial
transactions or other interests between them that are sufficient to influence the
objectivity of the assessment.

8.4TE{H A A Topics Covered By Assessment
MHEZ TEERERRT:

1) CAYIEREEFEEEIRN L,
2) BEILERESHERSHI KB
3) REIRIRER CPS. WHEHEMREERARINEL S,
4) HESEREETELIR,
5) ZAEHE. EP4ATRAYEERSHTE WS,
6) =EFEHMBTELZEMNE.

The assessment work includes but is not limited to:
1) Whether the CA's physical environment control is fully implemented;
2) Whether the operation process and system are strictly observed.

3) Whether the certification business is carried out in strict accordance with CPS,
business specifications and security requirements;

4) Whether the logs and records are complete and accurate;

5) Whether key management and certificate lifecycle management conform to the
practice statement;
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6) Whether there is any other potential security risk.

FE=TTHEIMFZRE WebTrust R L FIB N E EELFEANFEITIRAE,

X CA A9 F IR B 1T

The third-party auditor organization shall conduct an independent audit of the CA in
accordance with the currently valid and ongoing auditing standards issued by
WebTrust.

85Xt a5 A~ E X E A i Actions Taken As A Result of
Deficiency
B CAIMERENFEIHREHTIHE, FRFEIT P RN ABENT
ERREBR I TA T U SRHMTE . CA VK RIEEFRRGIFBOEE. EAR
R R (5]
The CA’s management shall assess the audit report, and the corresponding responsible
functional department shall take actions for improvement and perfection of the

deficiency found in the audit. The CA will quickly resolve problems in accordance
with international practices and relevant laws and regulations.

8.6 T L ZE R 151 5 & % Communication of Results
1) CANIMRAITHEITERBNXELATAIBEIL,
2) TECANMERE=TINPFEITYHOIE LG, CAIBREESE

ANEIEM http//www.bjca.cn A%a;

3) W CANIMAEITERAMTREHTFREREBNER, WK
R mEiTABR.

1) The CA internal audit results will be communicated only within the company;

2) After the CA accepts the assessment of a third-party external audit agency, it will
publish the results on the company's official website http://www.bjca.cn.

3) If the audit results of the CA discover potential safety hazard that may be caused to
the subscriber, the subscriber shall be notified in time.

HAE =T B HESSEBATHEERFELMUNESR, BULHE L BFE
CAHMRIFBBAM ENMAR, FIEE CAYMNER, EESFNENRIN
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CA HAR BB X 7T B A EENA.

Any third party notifying the assessed entity of the assessment resultsor similar
information shall clearly indicate to the CA the purpose and manner of the notification
and obtain the consent of the CA, unless otherwise provided by law; the CA retains
legal power in this regard.

8.7 B ¥ {4 Self-audits

CA VR TIFEEM BEIHE, RIBEFRFE AHEAREFIA CP BIHE,
B EDSFRNABREEE . EDG=1F —RNEFEBREERKE
HARSS RE . BEIHEX LR ERZEE R E AR XA E #IEA 8 A AV B FIAIESE
HNEEHEREXNE. MEFENFEAYEAED TIHEEAFERIEB 2 EH

3%,

The CA will conduct ongoing self-audits and strictly control the service qualityby
performing internal risk assessment on at least an annual basis and self-censorship
sampling on at least a quarterly basis according to international and domestic relevant
standards and this CP. The self-audit assesses whether the electronic certification
activities from the end of the last review period to the initial period of the current
audit period meet the relevant regulations. The sample size of the sampling shall not
be less than 3% of the total number of certificates issued during the period.
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9. EEF T H b A & % = Other Business Terms and
Legal Matters

9.1%% F Fees

9.1.1 FBE %A FE % B Certificate Issuance and Renewal Fees

HEFINEA S T RER MR B FINERXARS RIERIT AIER A, BRI
FAVERETHHEESNMEBITRE. CAYVMERS TRFIRANTIIR
T DSHEB MR #HITE S EE . H1TF R CAYAMITTIEBR, KIRESE ML
PHELXSEHE M. MREEFNEA D EZBHN L P8 BRI EFIMNERA
SATMHMIBEAR—E, ML FRNIE A,

BJCA can charge the certificate subscribers according to the provided electronic
certification related services. The specific charging standards are determined
according to the regulations of the market and management departments. The CA can
make appropriate adjustments to the certificate price without exceeding the charging
standard. When a subscriber subscribes a certificate from a CA, the issuance and
renewal fees of the certificate will be notified in advance. If the price specified in the
agreement signed by BJCA is inconsistent with the price published by BJCA, the
price in the agreement shall prevail.

9.1.2 B &8 % A Certificate Access Fees

HEIERBERERN, ZEB#HTEEENE, CAYMEREEULTZAR, B

R B X UL 0 AR 55 A 2R O AR

During the validity period of the certificate, the CA does not charge fees for
certificate information query for the time being, but reserves the right to charge for
the service.

013 F BHE K IRLDE B A& 189 & A Revocation or Status

Information Access Fees

CAMMERUEUL T A, RIEMARENFATR, FE CAYMEMN
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MIMNZE R, CAMMKES AR BN IZER A EE A .

The CA will not charge this fee for the time being, unless the user requests special
requirements which requires the CA to pay additional fees, and the CA will negotiate
with the user to charge the fees that shall be charged.

9.1.4 HMAR% % H Fees for Other Services

CA MR E X HAh AR SR BRI F . CA WA TTARIBIS KRB HIER, ITHIE
KBRS, BERSHA, ESITHEZITHMILFAE.

CA reserves the right to charge for other services. The CA can customize various
types of notification services according to the requirements of the applicant. The
specific service fees are stipulated in the agreement with the customer.

9.1.5 IRFKKHE Refund Policy

LU RBRENZ LI BAERRFR, CA YIAGEF A& R ER AR,
BRIEHIL CAYMER T A CP Il EMITARHMAERNSZHIER, TTAFTI
TR CAMMBSHIEB IR, HMAERT, CANMXTT RIS AR

During the implementation of certificate operations and the issuance of certificates,
the CA adheres to strict operating procedures and policies. Only if the CA violates the
responsibilities or other major obligations stipulated in this CP, the subscriber may
request the CA to revoke the certificate and refund. In other cases, the fee charged by
the CA to the subscriber is not refundable.

SRR A, TTFMBSEERIZIER, CAYMKEREEERE.

After the refund is completed, the CA will pursue its legal responsibility if the
subscriber continues to use the certificate.

VPN HREAS CAVMERNTE. EX. AWNIEBHIBEER &,

CA A3 L 15 PR AV IR K AN R RA K IB I TTME.

The subscriber shall provide complete, true and accurate certificate application
information in accordance with the requirements of the CA. Otherwise, the CA shall
not bear any responsibility for the losses and consequences caused thereby.
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MRITAFEEBRESHINREBEFIEBREUER, CANMBRRER KA

8] A9 Ak 55 %% S

If the subscriber withdraws from the digital certificate service system during the
certificate service period, the CA will not refund the service fee for the remaining
time.

9.24 4% 35 {F Financial Responsibility

9.2.1 {RF&SEEl Insurance Coverage

REESEE FEE XA CP & 9.9 il E FIME 6=,

The insurance coverage mainly refers to the indemnification stipulated in Section 9.9
of this CP.

9.2.2 H MR = Other Assets

CA HMTIR AL ) A BB HIW 55 35 71 A4S IE R EE F RN X558

[Bf7. BREBEIERIENIT P RKBTNTE.

The CA ensures that the company has sufficient financial strength to maintain normal
operations and warranties the performance of its obligations, and can reasonably
assume responsibility for subscribers and relying parties.

FRERNIEBITFRFEA.
The above requirements apply equally to certificate subscribers.
9.2.3 I B & LK AU 1R P& S 3B /R Insurance or Warranty Coverage

for End-entities

AR CA HIMIRIEAR CP SR EREMMAE, URBENHENEHERK
BB EN/FAMETERN, CA VAP RBRAIOERZEZNNE . MRV EIRS
SRR R F A AR IEA N IR ERE.

If the CA is required to bear the indemnification and/or compensation liability
according to the provisions of this CP or relevant laws and regulations and the

- 143 -



@ éﬂ?i)\;/[E HOFIAIEA 7] SM2 A BRISATAR RilE -1 5

corresponding judicial judgment, the CA will bear the corresponding indemnification
responsibilities according to the relevant laws and regulations, the arbitration
institution's award or the court's judgment result.

9.3k %15 B &% Confidentiality of Business Information

9.3.1 {&%3{= BB E Scope of Confidential Information

# CAHUSIRMANBE FIMERS F, REEESEHEERRT:

1) CAMMEITAZEMIAR BRI R RATHNART. BREER
XHES B EPUENKMNER, CAYVMKIERTIMABIIEFETT FIE
BEELOMNIEEAREER

2) VUFPRABRTIERER VTFMRER CP N EHTHZERE,
WERVTAPARESBRSEEmMERK, Bi]FBTKE

3) HAth|h CAIAM RA REFMIVTPERNUARE, BREXZERE
EMBBUFERUENRNER, AT,

In the electronic certification services provided by the CA, confidential information
includes but is not limited to:

1) Agreement between the CA and subscribers and unpublished content in the
materials. In addition to the expressly prescribed by law or the requirements of the
government and law enforcement agencies, the CA undertakes not to publish or
disclose any confidential information other than the subscriber certificate information.

2) The subscriber's private key is confidential and the subscriber shall keep it properly
in accordance with the stipulation of this CP. If the private key is compromised due to
the subscriber's personal reasons, the subscriber shall bear the losses;

3) Other subscriber information retained by the CA and the RA shall be considered
confidential and shall not be published except as required by relevant laws and
regulations or by government and law enforcement agencies.

9.3.2 KN B F1& % 89 15 B Information Not Within the Scope of

Confidential Information

UTEEARET CAYIMIAENREES:
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1) S5EBEXHNEERE.FETENTLE. Bi5REEESEE,

2) HCAMIMELRMIERH CRL RMELE,

3) HCA#MXIE. CPSIRBIMIIPEMEE,

4) REFHBEENERR, SREZIEHENEIERES

5) RMUFBBLIEMEENIZE, EFEZTREMHEHE N
EHES,

6) ARHBEBNE=TRESEITNEENER;

7) HthEEAFRERRNES.

The following information does not belong to the confidential information identified
by the CA:

1) Information about the application process related to the certificate, the procedures
required for the application, and the application operation guidance;

2) The certificate issued by the CA and the information in the CRL;
3) Certificate policy information supported by the CA and recognized by the CPS;

4) Data and information held by the recipient before the provider discloses the data
and information;

5) Data and information that were disclosed not for the recipient's reasons when or
after the provider disclosed the data and information;

6) Data and information disclosed to the recipient by third parties who have the right
to disclose;

7) Other information that is available through public channels.
9.3.3 {RIP 1R B 1= B A9 T 1F Responsibility to Protect Confidential

Information

CAYIRIE N EEFE. REMEAFRAFIEEFR, BRERR
TEVHE. BAEEF. CATMBMNEER THETEEFREFK,

The CA protects confidential information through strict management systems,
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processes, and technical means, including but not limited to trade secrets, customer
information, etc. All employees of the CA will strictly abide by the confidentiality
provisions.

CAHMBEZEREARCP % 931 THAEMNFREFERNTES XS

The CA has the responsibility and obligation to keep properly keep the confidential
information specified in Section 9.3.1 of this CP.

9.4 F F B2 FA{R % Privacy of User Information

PARAERERE. EZU, CAYMAERER A RIFIEBEAAXETERV SN
BHILPHBAR/SIEDPARBBEINAGR . EFPAGEERHEEARRT:
wa. KETN. SMILES. itMSME (REL/SEEAFZINEIAR) . CA

VAR A P AE BRI T RIERE .

In accordance with relevant laws and regulations, the CA needs the applicant and/or
the agent to provide relevant personal information when accepting the client's
certificate application and related electronic signature business. Personal information
including but not limited to full name, contact information, ID number, address and
ID card (original and/or any form of copy). The CA provides the following safeguard
measures for user's personal information.

9.4.1 BRFARYE 7 & Privacy Plan

CA MM 7818 R E K W RAFRIPNERMERERINIRT, HERMRE
BT AP AN EBRE.
The CA shall establish a privacy and confidentiality plan to keep the subscriber's

personal information confidential under the premise of complying with the relevant
provisions and laws of the state on privacy protection.

9.4.2 1E A FaFALNIEHY{Z B Information Treated as Private

CANIMRAETEMEMTFRENBAXESN, RIPHERENESMR
IEBRSERIN, ITANEREEERAARKLE. SRBRERRTUTES:
1) VTFPHNERIEMILESHE, MERSMESHE. RAYER,
2) VIPHMERHEI,
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3) ITPR @SR

4) ITFHRITIK.

When the CA manages and uses the relevant information provided by the subscriber,
the subscriber's basic information will be treated as private, except for the information
already contained in the certificate and the certificate status information. Including but
not limited to the following information:

1) The valid ID number of the subscriber, such as the resident ID card number and the
organization code;

2) The subscriber's contact number;

3) The subscriber's communication address and residential address;
4) The subscriber’s bank account.

RIEEXE CAYMER, FETPRIREHAEREREN. FUEHREIK
FRFEEZENEFER, CAYMAST AT,
The above information is only used by the CA and will not be disclosed by the CA

without the consent of the subscriber or by relevant laws and regulations, law
enforcement agencies or the government in accordance with legal procedures.

0.4.3 A A2 FARY{E B Information not Deemed Private

URHEMNIEBREE, NREBRSEEFREAABAESR.

The information of the certificate held by subscribers and certificate status
information are not deemed private.

944 1R 1P Fa FA By 3= fF Responsibility to Protecte Private

Information

CANIMBZEREARCP £ 942 THAEMLEEHIFTENIAGREM. #

Z. B, BH. WRFRESXSE.

The CA has the responsibility and obligation to properly protect the use, sharing,
management, checking, deletion and modification of the certificate applicant's
personal information as specified in Section 9.4.2 of this CP.

HEBFRPUANFARBEE AR FE KR CAVIMEFENRAMERESNE
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AT, CAHMERAEBAILERAITE.

In the case where the government or law enforcement agency requires the CA to
disclose private information to a specific object in accordance with legal procedures,
the CA is not liable for the resulting liability.

945 E HEETAE E B & 415 [ & Notice and Consent to Use

Private Information

1) ITRER, CAYMERIESNIRERFEBITFNIAESR, NETR
M REEEFTFH IS RRE,

2) VTRRE, CAHMEYSSEEATZRA CP HE RIBRAARIABUR fE A Pk B
MAEEITAER, MBBHAT CERAREMEBITAFNRALESR, N
FEEMEBITFHRERBEEN. IRKERBEEN, CAYHR
SKEITPFRAMAEREBRSERE =TT

3) VUFPRER, ARXEREN. U ASBFRESEZNEFERT, CA
MM EFENRIKERMBEEN, CAYMERTEMITF.

1) The Subscriber agrees that the CA shall take appropriate steps to protect the
personal information of the certificate subscriber and shall inform the subscriber in
advance in the subscriber agreement and obtain the subscriber's consent;

2) The subscriber agrees that the CA uses any subscriber information obtained in
accordance with the privacy protection policy stipulated in this CP within the scope of
its business. If the subscriber's private information is used beyond the agreed scope
and purpose, the CA shall inform the certificate subscriber in advance to obtain
consent and authorization. Without subscribers' consent and authorization, the CA will
not disclose the subscriber's private information to any third party;

3) The subscriber agrees that the CA does not need to inform the subscriber when the
CA discloses the private information to a specific object under the relevant laws and
regulations, or required by the law enforcement agency or the government according
to the legal procedures.
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9.4.6 ik 3% £ 3 7 B £ ¥ M9 {5 B X E& Disclosure Pursuant to

Judicial or Administrative Process

BRIEFEUTEME, CANMASKITAFNRBEEREHREHME=ALE
=TIH48:
1) BUENIR. BUFSIHAMARSCOEEENRNAEIIRIEER. EH. AE R
E. RFREEHIE
2) ITAXAREEARDERE R AKEE,
3) A CPHAEMHAMT UK ENER.

The CA does not provide the subscriber's confidential information to other third
parties unless the following conditions are met:

1) The law enforcement agency, the government or other departments authorized by
relevant laws and regulations apply according to laws, regulations, rules, decisions,
orders, etc.;

2) The subscriber authorizes the disclosure of relevant information in writing;
3) Other disclosure circumstances as stipulated in this CP.

7H i = B ¥ ¥ 1§ £ Other Information Disclosure

Circumstances

WRIEPITFER CAYMRRE R ESR P XIERS, MARMFR, CA
YA DU AR ER AT FRAERNBEXESR, 1T A mipFH bR e

B=77, MMEFAE.,

If the certificate subscriber requires the CA to provide certain types of customer
support services, such as mailing, the CA may provide subscriber's name and mailing
address and relevant information that is not deemed private to a third party, such as a
mailing company.

9.5%MIR =X Intellectual Property Rights
1) CAHMMZERFREIMNEBE CANMRMNE IR, ZRL BIHEFNEE
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R EFRIBENFE IR

2) CAYIMERBANMEIEFH LXHH CPS. CP. HAXFEFM. KHAIES
1 CRL Z 8 Fr AR AR = 1Y

3) CAHMEBEANIL EATBH—TIEEHNET CAYMBM™, K& CAHMBEE
AT, MARFEHEBTRELTH,

4) CAHIMENIMEE EIRRIBIMSEET CA HIAEN >,

1) The CA shall have and retain all intellectual property rights such as copyrights and

patent application rights for the certificate and all software, materials, data, etc.,
provided by the CA;

2) CA have ownership and intellectual property rights of CPS, CP, technical support
manuals, issued certificates and CRLs formulated and published by the CA;

3) All information published on the official website of the CA belongs to the CA’s
property. No one else may reprint for commercial activities without the written
permission of the CA;

4) CA's external operation management policy and norms belong to CA's property.

9.6[% A 53E{% Representations and Warranties

9.6.1 B FINERR S M AIFRE 5B R CA Representations and

Warranties

CAAIMERME FIMERS AR RERNT:

1) CAHMEES (hEARAMER FERE) RAXERONAE, XNELH
BB AIERENAERETE,

2) WIFRIBANIIAILEBEEFREETEN BT R (3, XEtEamhE, 3%
BT RBSBRENSEFINALAIRN) PRER R P IHBEMRE
DEEE G

3) WIEHBARNTIEBHELX BRIBARKRKE T EREN, MRKRFIBFA
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4) WIREPHEENEEEERM (organizationUnitName {5/ 2Bx5M) ;
5) REUEEUB/IMEF EB organizationUnitName” F Fr & 15 B R E IR SHI T
BEME,
6) IRIEA CP 2 32 THERWIEHIBEA SN,
7) CANMBEIRFH I AERIIHIEBNLEIRSER (AXRERME), iRl
B FHEP—NEREN (24x7) RAIFAEEERE,
8) MRIEA CP HE Y RE TJHSHILE S,
9) CANMARHER TIEPBBIRFIAE LB A R MR
10) CAHMERATT PFRYIEBT & A CP TR ERMEK;
11) CA AR EIERIT P BIREFIE M. BEARAR EZWITFIEBERMS
BIEfcd:hEtn
2) CANMMIELZLIERE, BZRIEIEBRIBFABEMFNEETEA.

The warranties of CAs in the process of providing electronic certification services are
as follows:

1) The CA complies with Electronic Signature Law of the People's Republic of China
and relevant laws, and bears corresponding legal liabilities for the issued digital
certificates;

2) Verify that the applicant has ownership of or control over the domain name and IP
address listed in the certificate subject field and the Subject Alternative Name (or, for
the domain name only, has obtained the authorization of the owner of the right to own
or control the domain name);

3) Verify that the applicant has authorized the issuance of the certificate and that the
applicant's representative has obtained a qualified authorization to apply for the
certificate on behalf of the applicant;

4) Verify the accuracy of all the information contained in the certificate (except for the
organizationUnitName information);

5) Take measures to reduce the possibility of misleading information contained in the
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certificate subject “organizationUnitName”;

6) Verify the identity of the applicant in accordance with the requirements of Section
3.2 of this CP;

7) The CA maintains a 24 x 7 publicly-accessible repository with current information
regarding the status (valid or revoked) of all unexpired certificates;

8) The certificate may be revoked for reasons formulated by this CP;

9) The CA accurately describes the procedures in the Certificate Policy and
Certification Practice Statement;

10) The certificates issued by the CA to the subscriber satisfy all the material
requirements of this CP;

11) The CA will notify the certificate subscriber of any known events that will
substantially affect the validity and reliability of the subscriber's certificate;

12) Upon the refusal of the CA to issue the certificate, the CA will immediately return
all fees paid to the certificate applicant.

9.6.2 MM EIfF IR 53E4R RA Representations and Warranties

160 CA MBS EMALN, RBTE CA #148H) CPS 5 CP RIBEFINEW S
FOEAAIMAERTE, MV E FINEW SR IERT U R CANIMMEXEE
AR, CAVMAEMYIMES S8 FINERS ISR P HEARENT:
1) SEMMASEIEBIT R EMEMI TS S CA VAR CPS IR A LR
K,
2) AT AIERRIEMRIARBE RS, EMEESEHITAHX

%,

3) SEMYMAESERBRTHIERHIFLE, EHBEARIANFTEEEMMN
R, AEIEPRIGHNRE—&A 1-3MITEH,

4) CAHMAMIERN, A=BETEMIMANKRISEILERNESSIES
HIEANEER—E

5) EMANAMKIRA CP IHE, KREtE CAHMIRZHE. EMFHE
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6) JEMYIMNBE ZEBERILBITFHESEIELS CAE,

7) AMMEZEREITFNEERSIMEEXNER, FHERNEZS CAL
MIATFRS . SN ARTEAE XU EREC & CA MM ITE FINEL S
R

8) EMHMRNREIIT AR LR TN,

The RA of the CA shall follow the CPS and CP of the CA to assume the
responsibilities of the RA in the electronic certification business. The operation of the
electronic certification business of the RA shall be subject to the relevant management
regulations of the industry and the CA. The specific commitments of the CA's RA in
participating in the electronic certification service process are as follows:

1) The registration process provided by the RA to the certificate subscriber is in full
compliance with all the material requirements of the CA's CPS;

2) If subscriber's certificate application materials failed to pass the investigation of the
RA, the RA has the obligation to inform the subscriber;

3) The RA completes the certificate application processing within a reasonable period
of time. When the applicant submits complete and compliant materials, the time for
processing the certificate application is generally 1-3 working days;

4) When the CA generates a certificate, the information in the certificate will not be
inconsistent with the information of the certificate applicant due to the mistake of the
RA;

5) The RA will submit the application for cancellation and renewal to the CA in time
according to the stipulation of this CP;

6) The RA shall transmit the information of the certificate subscriber to the CA
through a secure channel;

7) The RA shall properly keep the subscriber's information and information related to
the certification and transfer it to the CA for filing in good time. The RA shall
cooperate with the CA to conduct the electronic certification business compliance
audit in accordance with the relevant agreements;

8) The RA shall perform its obligation of security warning to the subscriber.

9.6.3 1T P B4R 5F84R Subscriber Representations and Warranties

VTP BE#EZ CAYUMERMIERRE, R E CA VS, MM RIS

- 153 -



= |5
@ XYM, YA T SM2 4 BRAS LRk 1T 5 ek
BB XRYEAEE TRKE:

1) ITRHINERBFERT AR CP KAXMENEMAE, BERRZAR CP £
AIZYR;

2) VTPREREWSETERN, ARBEHFIIBRERBRNEMTE, #MEX
FiptkiE CAYMRHERTENERNAR, FELREERARKRE
TENEEBHN CAYM, NETTFRENARAEL. FATE. TEH
HEERAREABH CAYN, HILEMNMEBRITABTAIE. IRfF
AREAN, BATFMREBARERFETTE VTR RERREARN
TER AR SRR, @A CA A,

3) VA EA CAYMEFIERR, NEMREERRZREEXRRM,

4) TRPEBIEBATEEZBENFERTHRNHTRFTESR,

5 VUFPNBETEATXNFERAY, FEXSXB—UIEEERNLERER
WiEmER. MEMRE, ITANZERE CATBELNBFILRNR
AMEE, AREEIZMEA. MERITFRESSMAIE. M. 8§
REFIEBAATIERS, HILERRNRKEIT A BITKIE

6) SITRIEBa R NNRARTITHE—XER, MEITFECHE
%, BRRNMIEREROLEE QEBXE IS EE), ILHrHA
AT ARG iR MER;

7) ITAREENRILEBATHNAER Y, BALENSMNIEBEELIR

8) VTAHEMEMIERH, NEIEBPIEMNT ARG ELEIES, TG
EEMERBOEEENAMA AN AE R EASEEM &

9) AEELMEMARE CAYMARINAER. TF. . HEF, SRER
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10) ITRAERBIEBEMEAIMIATER, NIzR1E CA HIADEHIFRIEE:
OB HAKFRS T EERE RSO E B AIEB P EEHN S5 A AR AT
51, MFKRZAFBIHILS, FELERLBRAMBRREA;
OIEBHREBARLEFRIAER, WERIZEBEFHELERIES,

11) —B CAHMEAIR TITFIEBNASERSIT A EBTEEEZILRTA,
CAHIF BRI FIES,

12) ITARIE, —BEIEB#® CAYMEERE, BABERIZIES.

From the time the subscriber accepts the certificate issued by the CA, the subscriber is
deemed to have made the following commitments to the CA, the RA and the relevant
parties trusting the certificate:

1) The subscriber confirms that it has acknowledged and accepted all the content of
this CP and related regulations, and agrees to be bound by the terms of this CP;

2) Subscribers shall follow the principle of honesty and trustworthiness. They are
obliged to always provide accurate and complete information and materials to the CA
in applying for digital certificates and other aspects related to issuance, and notify the
CA in time when the above information and materials are changed. If the information
provided by the subscriber is false, incomplete, inaccurate or not notified to the CA in
time after the change, the losses caused by the subscriber shall be borne by the
subscriber. If there is an agent, both the subscriber and the agent are jointly and
severally liable. The subscriber is responsible for notifying the CA of any
misrepresentation or omission made by the agent;

3) When a subscriber uses the CA's digital certificate, the relevant software shall be
obtained by legal means;

4) The subscriber shall use the certificate for lawful purposes and digitally sign it
within the validity period,

5) The subscriber shall generate the key pair in a reliable manner and shall be obliged
to take all reasonable measures to prevent the key from being attacked, lost, disclosed
and misused; the subscriber shall properly keep the private key and password of the
digital certificate issued by the CA, and shall not disclose or deliver it to others. If
others know, misappropriate, or fraudulently use the digital certificate private key and
password due to the subscriber's reasons, the losses caused thereby shall be borne by
the subscriber;
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6) Each signature made by the private key corresponding to the public key contained
in the subscriber certificate is the subscriber's own signature, and the certificate used
at the time of signing is a valid certificate (the certificate has not expired or is
revoked), and the private key of the certificate is used by the subscriber for access and
use;

7) The subscriber will review and verify the accuracy of the certificate content and
confirm that the certificate information obtained is correct;

8) When using the certificate, the subscriber shall install the certificate on the
accessible server listed in the certificate and comply with the scope and conditions of
use of all applicable laws and regulations and user agreement;

9) No statements, changes, renewals, upgrades, etc., that have been published by the
CA can be rejected, including but not limited to policies, changes to specifications,
and additions and deletions of certificate services;

10) If the subscriber finds the following situations after obtaining the certificate, the
subscriber shall immediately apply to the CA for revocation:

(D promptly request revocation of the certificate and cease using it and its associated
private key if there is any actual or suspected misuse or disclosure of the private key
corresponding to the public key contained in the user certificate;

(2 promptly request revocation of the certificate and cease using it if any information
in the certificate is incorrect or inaccurate;

11) The CA is entitled to revoke the certificate immediately if the CA discovers that
the certificate is misused or the subscriber is being used to enable used it for illegal or
even criminal activities;

12) The subscriber warrants to promptly cease all use of the certificate upon it is
revoked by the CA.

9.6.4 ik 8 77 89 [% iX 5 #E /R Relying Party Representations and

Warranties

AT NV 2N T = BR AR A
1) AEBARCPHFENR, THRILPHNEMABEN, EFACPHMEME, REAR
CP 13T CA HITTIER BRI A E;
2) RBGFLRFIZIEBXN AL, EEBILEE], MEBAEEEHRTRIL

3) ERBIEBMLANGEXRRIFHINZIEREN, 15 BEEH CRLHK
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4) NEELEERA CANMATENER. TE. B, ARF, BRHER
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5 WHAT—ERTHRARHMRESZE T SEQENFR, KBTI NHILS
CAAIT RAVIRKATIRE, FRKBRELEMN B S ALK,

The relying party shall make the following statement and commitment:

1) Familiar with the terms of this CP, understand the purpose of the certificate use,
comply with all the provisions of this CP, and agree to the stipulation of this CP
regarding the limitation of CA liability;

2) Obtain and install the certificate chain corresponding to the certificate, and verify
the certificate's trust chain before trusting the certificate;

3) Confirm that the certificate is valid before relying the trust relationship proved by
the certificate, including: confirming whether the certificate is revoked by querying
CRL or OCSP; confirming that the certificate is used within the specified scope and
period; checking the reliability of all certificates that have appeared in the certificate
path; confirming that the content of the certificate are consistent with the content to be
certified; checking other information that may affect the validity of the certificate;

4) No statements, changes, renewals, upgrades, etc., that have been published by the
CA can be rejected, including but not limited to policies, changes to specifications,
and additions and deletions of certificate services;

5) If the relying party violates the terms of the reasonable inspection due to
negligence or other reasons, the relying party shall compensate the losses caused to
the CA and shall bear the losses caused to itself or others.

9.6.5 Hitb & 5FE &R 53E{R Representations and Warranties of

Other Participants

RINTF IR HS5E BB CP HIH

Other participants not listed here shall follow the stipulation of this CP.
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9.7#B{% 235 Disclaimers of Warranties

BRZA CP 28 9.6.1 TR A BAFAARIESN, CA VIMAKIBEMAERFERARIERN
NE 3
1) AMREBEBITA. G877k E S 5E N 518R,
2) AXERFINEA RN T 6 A AT E AR A H 4B 4R
3) AEBBUIEHSCEEASATEMARE CAVMATFHRETROME;
4) AEBEHIEBIE B NRIMNYY BIER AR,
5) AABEIE CAHMERSBMREHRE. MEFHSBIEBIRE. XHF
TS H A SIS BRI IR K
6) AFEBHTAUNNEZSENRS PEFFHILERNE AHREK,
7) BEHT CA MM EETTRMART AR HAMIL BT A KA R AEX
ST PIERAIRE, CAYMARKRIERE.
Except for the clear commitments in Section 9.6.1 of this CP, the CA does not assume

any other forms of warranty or obligation:

1) Not warrant the representations and warranties of certificate subscribers, relying
parties and other participants;

2) Not warrant any other software used in electronic certification activities;

3) Not bear any losses beyond the scope of the certificate or for other uses not
permitted by the CA;

4) Not bear the losses caused by applications beyond the specified purpose of the
certificate use;

5) Not bear the losses caused by equipment failures, network interruptions resulting in
certificate errors, transaction interruptions or other things that are not because of the
CA;

6) Not bear the client losses caused by service interruption due to force majeure
factors;

7) The CA is not responsible for the losses caused to the subscribers due to violations
of the contractual obligations caused by the CA's partner's ultra vires or other fault
actions.
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AR CAHMARYE CP SEXRERZEZMME, UEENEHIEAIBRE =/
FAMETRER, CA VMK AIBERNBITA CP 5 9.9 TRAIENBRBETIE.
If the CA is required to bear the indemnification and/or compensation liability
according to the CP or relevant laws and regulations and the judicial judgment, the

CA institution shall bear the limited liability not exceeding the provisions of Section
9.9 of this CP.

CA M SIT AR ZITHIN T, T EITASURETT R EE MK
MIRERRERBENS.

The CA does not have an indemnity obligation in an agreement with a subscriber and
a relying party for damages caused by the subscriber or the relying party.

9.9 1= Indemnities
9.9.1 CA #1#9Hy % Indemnification by CAs

0 CAMIMER T A CP 3 9.6.1 TTHAIFRA SBR, IEBITF . #7759 IX
B15 CA MR IBIRETHE CEERANERTRIN) . TRIBEFN B CA 197K E
BRBEETRE:

1) CAVIMREIERERELRATIFMSMNIE=F, SBUTASKEAEZREK,

2) TEITFRZERIFANTEABUERT, CANMBMERNIEBSHHERE
£, BSBOTFSRE T H It & Z /K,

3) CA#MBBAIT PR ZME SR ARFERBIIRNER, MDATTAEXR
P, HESBURBTESHRK,

4) BT CANMMNERBETEBRANME, SEITASKEHEZIRK

5) CAMMKREERNEHEIIE, ALSEKRBAEZREK.

If the CA violates the representations and warranties in Section 9.6.1 of this CP, the
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certificate subscriber or relying party may apply for the CA to assume liability (except
statutory or contractual exemption). The CA shall be liable for limited liability in the
following cases:

1) The CA wrongly issued a certificate to a third party other than the subscriber,
causing the subscriber or relying party to suffer losses;

2) In the case where the subscriber submits complete and accurate information or
materials, the certificate issued by the CA contains error information and causes the
subscriber or relying party to suffer losses;

3) In the case where the CA is fully aware that the subscriber has submitted false
information or materials and still issues a certificate for the subscriber, causing the
relying party to suffer losses;

4) The disclosure of the certificate private key due to the CA causes the subscriber or
relying party to suffer losses;
5) The CA failed to revoke the certificate in time, resulting in the loss of the relying

party.

9.9.2 7T HE £ Indemnification by Subscribers

EBITPEEASERIE BN, S8 EETASERRMSE CA Y9501
MAMF=ERKR, TP NMABRERE.
When the certificate subscriber uses or trusts the certificate, if there is any action or

omission that causes losses to the CA and the RA, the subscriber shall be liable for
indemnification.

PERIEPHERTREEMN TERL TREBRERE.

Upon acceptance of the certificate, the subscriber agrees to be liable for the following
circumstances.

1) R CAYUPRRHUESL  TBIERNESR, MIE CAYMEEXRETHRK,
2) RERIPVTTFMRA, BE X B ERALEOGIFERR T FRRAARR.
HME . ISR WARERNOAEAN, ITRARNXMITANGERAR
3) ARMBILPERELRERLEIRREN, RENEHM CAYM, FEIEMF

FHZIER, TSI CA M A XRETTHEK,
4) VPR ERE T ERESRERETIR, MAKRBTBIERRIET —MEE4
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HFrERREMARMBERXLERR, ITRLANXIMITANGRAR,

) IEBHIEEER, BlER CAIMIHERERNRE, EM T CAHMEE X
BTN EZEHRK .

1) Failing to provide true, complete and accurate information to the CA, resulting in
losses to the CA or related parties;

2) If the subscriber's private key is not protected, or if the necessary safeguards are
not used to prevent the subscriber's private key from being lost, compromised,
modified, or used by an unauthorized person, the subscriber must be responsible for
the consequences of such conduct;

3) Failing to promptly inform the CA and cease using the certificate when it is aware
that the certificate key has been compromised or may be compromised, resulting in
losses of the CA or related parties;

4) If the subscriber makes a mistake in describing the information to the relying party,
and the relying party takes these descriptions for granted after verifying one or more
digital signatures with the certificate, the subscriber must be held liable for the
consequences of such conduct;

5) The illegal use of the certificate, that is, the violation of the CA's regulations on the
use of the certificate, has caused losses to the interests of the CA or related parties.

9.9.3 #k#i 77 B9 1= Indemnification by Relying Parties

INE TR ER TS CAVASIT P ERIRK, KN AEBRERET

1) RIEFT CA VISR AIHNFIAR CP R ER X 5,

2) RKEBA CP EIEHZL S CANMEEBRNIEBRSNEKE=T7#E
K,

3) EMEAEGEMBEE TERIESR, MKRGPIAIEREEE. BEREHR,
IFBELR T RMTRERER,

4) REFTRRIETE B REESE

5) fk#iFIARIBISEIE CRL 5 OCSP WHlEIE 2 B

If the CA or subscriber suffers losses due to the following circumstances, the relying
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party shall be liable for indemnification:

1) Failing to perform the agreement between the CA and the relying party and the
obligations specified in this CP;

2) Failing to verify reasonably according to this CP, resulting in losses suffered by the
CA and its authorized certificate service agencies or third parties;

3) Trusting the certificate in an obviously unreasonable situation, such as when the
relying party is aware that the use of certificate is out of scope and overdue, and the
certificate private key has been or may be stolen;

4) The relying party has not verified the certificate's trust chain;
5) The relying party has not verified whether the certificate has been revoked by
querying the CRL or OCSP.

9.10 BANHEAPR 5 %% 1F Term and Termination

9.10.1 BHRHARR Term

AR CPAANBATMIERXAER, E—hRAR CP B K3,

This CP comes into effect at 0:00 on the effective date, and the previous version of CP
becomes invalid at the same time.

0.10.2 %1 Termination

CANMBENLIEAR CP (BBITIR) . R CP ET—hRA CP £ A
CA H#9% 1F 88 FINIEAR S B K30
The CA has the right to terminate this CP (including amendments). This CP expires on

the date the next version of CP becomes effective or when the CA terminates the
electronic certification service.

9.10.3 M EYZ& 1F 51R B Effect of Termination and Survival

AR CP&ILE, HENKBENZELE, CPRANABAATHER, BXILEIL
ZBRIRERNZFRSER, CP PNENRENNERRBRITEMAER. CP HF

EHEIT. REELE. BRAFRP. MR NEFTHASEH .

After the termination of this CP, its effect will be terminated at the same time, and the
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content in the CP will be considered invalid. However, for the legal facts that
occurred before the date of termination, the provisions and the exemption obligations
of each party in the CP are still valid. The audit, confidential information, privacy
protection, and intellectual property rights involved in the CP continue to be valid.

911 WHEEZMNANF)1ESE 5 34318 Individual Notices and

Communications with Participants
S5ZMBH—L T AR CP RIREMFENK, TNBTHEIREKR CAHM,

Participants who need to know more about the terms mentioned in this CP can contact
the CA by phone.

RCPEILR, CAHMBHXEAINEXRETEBMNS S AYME TINE
AHMERETT.

After the termination of this CP, the CA will notify the parties involved in the CA's
electronic certification activities regarding the invalidation of the documents.

9.12 1&1T Amendments

9.12.1 1&1T#2F Procedure for Amendment

Z CAYMZERBREEZASEN, CPHENAFFEPEHE KK CP,
HAREFEEFERZAMEEMINEREBXRERRAE, FFEIMEFFRAK
Rk 557

Authorized by the CA's Security Policy Administration Committee, the CP writing
team reviews this CP at least once a year to ensure that: it complies with national laws
and regulations and the requirements of the competent authorities and relevant
international standards; and it meets practice needs of the certification.

& CP MEITEE#, B CP RE/NARBEITIRE, K CANMREKIZE
BZRASHOEE, B CP RE/NARFTARELT, BITEN CP RE CAHMRS
RIEEEZ RSMERERFIME 389 M5 (http://www.bjca.cn) IE T X 9k &
i

For amending and updating this CP, the CP writing team shall submit an amendment

- 163 -



@ éﬂ?i)\;/[E HOFIAIEA 7] SM2 A BRISATAR RilE -1 5

report and organize the amendment with the consent of the CA's Security Policy
Administration Committee. The amended CP will be officially published on the
website of BICA (http://www.bjca.cn) after being approved by the CA's Security
Policy Administration Committee.

A QEBREE) Bt iT e RA = 6.

This Certificate Policy will be subject to strict version control.

9.12.2 BEN#H|FIHAPR Notification Mechanism and Period

1B1TIE 09 CP &3 EE S IRl CA HIAMME M http://www.bjca.cn F &%,

NTHERSE TG, F4. BEEFHTRBMNEN, CATKESIENN
BIRBAAXETT, SENNERRIERXTZINZ RN WEBITELXTN
7 ATHERR, ITAXERIBENEIEBNREE, BRAARRZET.

The amended CP will be published on the CA's official website http://www.bjca.cn
after approval. For amendments that require notification by e-mails, letters, media,
etc., the CA will notify the parties within a reasonable time, and the reasonable time
shall ensure that the parties concerned are least affected. If within 7 working days

after the amendment, the subscriber does not apply for the revocation of its certificate,
it will be deemed to agree to the amendment.

9.12.3 A& BN 55 # N B9 1% 2 Circumstances Under Which

CPS Must Be Changed

1) A CPHIEXNAELEEREMNERENSIBITMEA—E, CAVMKIELIEN
AR CP FHEXAA,

2) BEREEIBIINA CP APRBMNENSIARER,

3) A CPHRMM. REMBEXFAEZARREHZE CAYMEBFIAMELFH
K,

4) A& CP FAEEHN AL WebTrust Xt CA BN A—EL, CA HAEIRILIE A
CP HAHEXAE.
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1) The relevant content in this CP is inconsistent with the laws, regulations or
departmental rules of the jurisdiction, and the CA will modify the relevant content in
this CP accordingly;

2) The national regulatory authorities have a clear request of change or adjustment for
this CP;

3) The rules, procedures and related technologies described in this CP no longer meet
the requirements of the CA's electronic certification business;

4) The relevant content in this CP is inconsistent with the rules of WebTrust for CA.
The CA will modify the relevant content in this CP accordingly.

9.13 i 4bIE Dispute Resolution Provisions

CAMA., IEFRITF. IRBAZELAREB FINEESNR LSRN, RESF
W= Z B 3 A WE CA MGIRE FIRIEE R FBMEXETT, FWHER
HNARTIROTTE:
1) 1RIBEAR CP RABKEREMNOME, PAHHIRIETT,
2) H CAHMEXE AT SRIBEANE,
3) & CANMIMBARIK, BHEBEEIIHITIOR,
4) 1Efa5 CANMESUEMYIAEEA CP Fris X B ER SR, FILWTTXET UK

SWIRZIERPRZE RS R

Disputes arising from electronic certification activities by entities such as CAs,
certificate subscribers and relying parties shall file a dispute resolution request with

the CA within 3 months from the time of the dispute and notify the relevant parties.
The dispute resolution can be implemented in the following steps:

1) According to the provisions of this CP and relevant laws and regulations, the
responsible party is clearly defined;

2) The relevant departments of the CA are responsible for coordinating with the
applicant;

3) If the coordination of the CA fails, the relevant legal department will make a ruling;
4) For any dispute with the CA or the RA regarding this CP, the parties to the dispute
may only submit the dispute to the Beijing Arbitration Commission for arbitration.
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9.14 E#E7%fE Governing Law

CAHME CP XEREMMA (PEARKTMERZEHS). (PEARHH
EHEFERE) M (B FINERSEERINE) EREENERE. A CP hEIIK
MO ERERIMFEARIATRITHER LAY, CA YD LY F KB ITIELT
E FEEREREANE
The CP of CA is subject to Civil Code of the People's Republic of China, Electronic
Signature Law of the People's Republic of China and Measures for the Administration
of Electronic Certification Service and relevant laws and regulations. If a clause in
this CP conflicts with the provisions of the above-mentioned laws and regulations or

its enforceability, the CA will amend the clause to comply with relevant laws and
regulations.

9.15 5EBZXENTE M Compliance with Applicable Law
T8 CAHMBNIEBIT P MR FSLEE R EE MR ERLEA CA L
MEYIEH, A CP 7. BENEFAXMIYEAFEARKEMEERNE.
EI5 CA MBS IRPCEMVIMEEAR CP Frf XK EFFI, HNERFEAR
HIEEE.
The implementation, interpretation and procedural validity of this CP shall be
governed by the laws of the People's Republic of China, regardless of where the CA's
certificate subscribers, relying parties and other entities reside and where they use the

CA's certificate. Any dispute with the CA or the authorized RA regarding this CP shall
be resolved in accordance with the laws of the People's Republic of China.

9.16 —H%% =k Miscellaneous Provisions

9.16.1 SE Y Entire Agreement

CAHMEY CP EEMNXHEMEIE: 7@, BX. THRARIHD. XT
X ERMERABRELENERRE, BZ2BERE 2. K CPRHER
P RIS R #RY . AR EBMABHE s O kM. ATEMUEMERE CA
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HUAHY B 77 W3 o I & 18 A0 5T .

The complete document structure of CA's CP includes 3 parts: title, contents and body
content. The modified alternatives to the contents and body content will completely
replace all previous Sections. This CP will replace all previous or contemporaneous
written or oral interpretations of the same subject. This complete agreement will be
published on the official website of the CA for query and browsing.

9.16.2 #%iL Assignment

CAHMAER, RIEAR CP RIFARAIMESEETHNNMAMNSE, &HEE
AT EREREZENNORRANERITNAN 5 XS LT AR EN RN
AL T3 A — T RS R FTIER T
The CA declares that, according to the rights and obligations of the parties to the
certification entity detailed in this CP, the parties may assign the rights and obligations

in accordance with the relevant provisions of laws and regulations. This assignment
does not affect the assignor’s renewal of any debts and liabilities of the other party.

9.16.3 2 F Severability

A CP NIEEZFRBNAET S CAYMAEERENREREEN R AR
WHEALIHAEFHITHR, CAYM T NERKSERNRE MEITIZFK,

EHASZEY, HRHBPAZTW, CAYMBELETREEITNRE.

When any clause or application of this CP is determined to be invalid or
non-executive due to conflicts with the laws and regulations of the jurisdiction in
which the CA is located, the CA may amend the clause to the extent necessary to
continue to be effective, with the rest unaffected, the CA will disclose the amended
content in this Section.

9.16.4 5&fH|$#1 4T Enforcement

CAHMFER, &IT FIEH  KETT F LA RFIT CAHAEY CP R ETHUE,
RN ATZ SRR A TIZ IS A E
The CA declares that if the entity such as the subscriber certificate or relying party
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fails to implement a provision in the CP of the CA, it is not considered that the entity
will not implement the or other provisions in the future.

9.16.5 A~1J71 /7 Force Majeure

CAMUMMANE LS. TWHasl. BRARE. R MERRF. EEL. BKM
HAn B MR ETTEEAE AR TR N NEHPNEMA CP AUEBRIENER
RETTEEITIR.

The CA shall not be liable for violations, delays or failure to perform the warranty
obligations of this CP due to force majeure events such as wars, terrorist activities,

natural disasters, infectious diseases, strikes, breakdown of Internet or other
infrastructure.

9.17 H£Zk Other Provisions
CAH#X A CP BB HRA BT,

The CA reserves the right to the final interpretation of this CP.
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